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Abstract: The prevalence of counterfeit currency poses a significant
threat to both national and global economic systems. The Tenge, a

relatively young currency, was first issued in November of 1993 as the
national currency of The Republic of Kazakhstan. In this paper, primary
focus has been placed on the security of the Tenge against counterfeiting.
The legislative regulation that is implemented by the government
of Kazakhstan, security elements on the banknotes themselves, and
educational initiatives designed to help the public to correctly identify
counterfeit Tenge are all critically analysed. A visual analysis of the Tenge’s
many security features is also performed, with a table highlighting what
security features different denominations of Tenge exhibit. According to
the findings of this study, the Tenge is adequately safeguarded against
counterfeiting. This conclusion is reached by highlighting the strengths of
law enforcement agencies both locally and internationally, as well as the
numerous security mechanisms that are included on banknotes. However,
this paper suggests that more should be done to educate the public about
how to correctly identify counterfeits. This article serves as a resource
of anti-counterfeiting strategies employed for both the prevention and
detection of counterfeit Tenge.
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Introduction

A well-established financial instrument, currency, enables the exchange of commodities and
services. For a currency to qualify as an acceptable means of exchange, it must possess intrinsic
value and be denominated in units that are universally acknowledged. Additionally, it is possible
for a currency to be universally acknowledged as a means of payment or to be regarded as a
legal tender, depending on the explicit specifications of a governing body. Presently sanctioned
by the Kazakhstani government and the National Bank of Kazakhstan, the Tenge is the official
tender of the Republic of Kazakhstan. The research aim of this article is to assess the security
measures and vulnerabilities of the Tenge currency against counterfeiting. In order to assess
this, this article will examine the Tenge's printing security, the legal enforcement in Kazakhstan,
and public education of counterfeit currency detection to determine the overall security level
of the Tenge.

Literature review

The tenge, the currency of Kazakhstan, was introduced almost two years after the country’s
independence. Although initially hesitant to renounce the planned new rouble zone [1], on the
12th of November 1993, Nursultan Nazarbayev, the President of Kazakhstan, issued an official
statement, “About introducing the national currency of the Republic of Kazakhstan” [2]. The
Tenge, the nation's first currency, was officially introduced on the 15th of November 1993 and
succeeded the place of the Russian Ruble at an exchange rate of 1 Tenge for every 500 Rubles
[3]. Prior to these dates, due to the absence of currency production and printing facilities in
Kazakhstan, a group of currency designers travelled to England on August 27, 1992. It was in
England that the first Tenge notes were printed at a London-based minting firm Harrison &
Sons and the first Tenge coins were produced in Germany [4]. The Banknote Factory of the
National Bank of Kazakhstan was ultimately established in 1995, with the purpose of producing
and distributing currency inside the country.

One of the crucial attributes of a national currency is trust from a country's citizens. In
order to instil this assurance, it is essential for us to verify the authenticity of the banknote
in our possession, confirming that it is really a legitimate note and not a fraudulent imitation.
Counterfeiting currency is a global phenomenon, and Kazakhstan is not an exception. As
noted by McKinney and others, counterfeiting can substantially and harmfully undermine
the financial basis and fundamental structures of national economic systems, and in certain
instances, this erosion can furthermore affect global markets [5]. Therefore, it is imperative to
establish effective strategies to combat counterfeiting in order to dissuade and minimise the
negative effects that criminal activities can have on an economy. Counterfeit currency poses an
economic, social, and political threat to Kazakhstan. Counterfeiters frequently utilise advanced
techniques and technologies to produce highly authentic forgeries, making it challenging for
authorities to identify them. Kazakhstan is in perpetual conflict with counterfeiters as the state
seeks to develop advanced detection technologies, implement anti-counterfeiting measures
for currencies, and devise innovative strategies to combat major criminal organisations that
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specialise in counterfeiting. Efficient resolutions necessitate a strong network of partnerships
between the business sector and the law enforcement community. Detecting and preventing
counterfeit Tenge can be a costly, time-consuming, but a necessary measure taken.

As Monnet asserts, central banks have the responsibility of ensuring the integrity of the
money supply and that there are three primary measures to conserve it: training and education
of security features, law enforcement, and updates and enhancements of banknote features [6].
The National Bank of Kazakhstan (NBRK) is responsible for overseeing and regulating these
operations in Kazakhstan. Despite numerous endeavours by NBRK, counterfeiting of money
continues to occur in Kazakhstan. According to the 2022 annual report, the National Bank and
otherbanks discovered a total of 386 counterfeit banknotes. The number ofidentified counterfeit
currency notes in 2022 had a 24.7% decline in comparison to 2021. By the conclusion of 2022,
the rate of counterfeit banknotes was at around 0.5 per one million genuine banknotes in
circulation. Compared to other nations, the number of counterfeit banknotes in Kazakhstan is
quite minimal (15 counterfeits per million in EU and 4 counterfeits per million in Russia) [7].

Extensive studies have been conducted on the security of currencies, namely the U.S. Dollar,
the Euro, and the Pound Sterling, but not all banknotes are equal in their anticounterfeiting
measures. Therefore, this study aims to analyse the security of the Tenge note - an understudied
currency- and observe any strengths or weaknesses it possesses. It is in mind that this paper
can be used as a repertoire for the anti-counterfeiting measures taken from both the prevention
and detection of the Tenge.

Research methods

This study follows Monnet's conceptual framework, which outlines security mechanisms
aimed at safeguarding the integrity of currency systems. The three barometers regarding Tenge
security will be analysed based off Monnet’s framework: legal enforcement, printing security
(digital detection and reissuances), and public education awareness (visual detection) [6].
Furthermore, a visual analysis will be conducted on a dataset of Tenge banknotes provided by
the National Bank of Kazakhstan.

Findings and Discussion

Legal enforcement:

Regarding in-state criminal proceedings, engaging in the production, ownership, distribution,
and trade of forged currency are all illicit activities that are subject to legal penalties. Article 231
of Chapter 8 of the Penal Code of the Republic of Kazakhstan, titled "Criminal Offences in the
Economic Field", explicitly forbids the offence [8]. The penalty is subject to variation. Engaging
in activities such as producing or storing counterfeit banknotes and coins issued by the National
Bank of the Republic of Kazakhstan, state securities, or other securities denominated in the
currency of Kazakhstan or foreign currency, with the intention to sell them, is a crime that
can result in imprisonment for a maximum of five years, along with the possibility of property
confiscation. Repeated commission of identical offences by a group of individuals, on a large
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scale, and involving the transmission beyond the state border of the Republic of Kazakhstan,
will be subject to punishment by imprisonment for a period of five to ten years, as well as the
confiscation of property.

Since 1992, Kazakhstan has been an Interpol member and accommodates a National Central
Bureau (NCB). The NCB facilitates the integration of Kazakhstani domestic law enforcement
agencies with international counterparts and the General Secretariat through Interpol’s highly
secure global police communications network. NCBs actively pursue the acquisition of pertinent
information from other NCBs to facilitate the investigation of criminal activities or individuals
inside their own jurisdiction. Additionally, they engage in the exchange of criminal data and
intelligence with other nations to provide support and aid and engage in collaborative efforts
involving cross-border investigations, operations, and arrests [9].

Furthermore, in 2010, Kazakhstan formally endorsed and consented to the International
Convention for the Suppression of Counterfeiting Banknotes and its Protocol. However,
Kazakhstan has made a reservation stating that it will only cooperate with other countries'
central bureaus through the Prosecutor General of Kazakhstan on matters related to mutual legal
assistance, prosecution, and extradition. This decision was made in accordance with the law "On
the Ratification of the International Convention against Counterfeiting Money and its Protocol"
in 2010 [10]. The International Convention is a crucial global agreement that addresses the issue
of fighting the counterfeiting of banknotes. Consequently, Kazakhstan's adherence to this global
agreement will enable its law enforcement authorities to enhance their capacities in locating and
surrendering individuals who have evaded criminal prosecution in foreign jurisdictions.

Printing Security:

Presently available Tenge banknotes are in denominations 200, 500, 1000, 2000, 5000,
10000, and 20000 Tenge, while the coins are valued at 1, 2, 5, 10, 20, and 50 Tenge. Since 1993,
the appearance of the national currency has undergone many changes. In 2006, the National
Bank of Kazakhstan introduced a new series, which has gained recognition as one of the most
secure in the world today [11]. Currently, the Tenge has 19! tiers of security, positioning it
among the world's most safeguarded currencies [12].

The ubiquity of digital image technologies, such as colour printers and graphic scanners,
has helped facilitate the manufacturing of counterfeit banknotes by criminals [13, 14]. To
counteract this, the National Bank of Kazakhstan issues currency withdrawals and updates. This
is an effective measure against counterfeiting as the new designs and features are not easily
mimicable by counterfeiters and is therefore important to keep updating. The Tenge has had
three major issues (1993, 2006, 2011). There have been further issues of individual banknote
denominations on 10 different occasions and there is also a new series to be issued between
2023 and 2025 [12].

Individuals may not initially focus on the specific details and precise attributes of banknotes
for identification. Instead, they tend to rely on general features such as the size, background
colour (the primary colour), and texture found on the banknotes [14]. However, as previously
mentioned, counterfeiters often employ sophisticated printing methods and technologies to
create realistic forgeries so that visual detection is often difficult. Therefore, it is important that
the Tenge has more security features detectable by machine reading as opposed to being merely

1 As of December 2023, the new commemorative Tenge series has been equipped with extra security features, bringing
the total number of security elements to 19.
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detectable via visual identification. For safe and secure financial transactions, devoid of the risk
of counterfeit banknotes, an effective and reliable verification mechanism is required [13].

A study conducted by Sarfaz and others in 2019 considered currency verification systems
authenticating paper currency utilizing support vector machines (SVM). Analysed were
counterfeit and authentic banknotes using Scanning Electron Microscopy (SEM) and X-Ray
Diffraction (XRD) techniques. This study found that the effectiveness of the SVM algorithm in
distinguishing between genuine and fake Tenge notes was 100% accurate, and it outperformed
the results of the majority of state-of-the-art currency verification procedures [13]. Automated
systems for paper currency identification are crucial in several applications, including automated
teller machines and automated cashier machines [14].

Figure 1. Chart displaying the security features found on various Tenge banknotes. Data adopted from
NBRK.
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Public Education:

The third component of this paper’s working measurement for Tenge security, public
education - the role the informed public can play in the detection of counterfeits at the mouth of
the problem-, appears to be an outlier in Tenge security. As listed above in table 1, Tenge notes
exhibit a variety of features that can be used for visual identification by citizens, these include
the use of intaglio printing that can be felt by touch and various uses of optically variable ink
that change colours when tilting, indicating a genuine note [15]. However, it is unclear to what
extent the general public is aware of these features and if they can correctly identify genuine
from counterfeit notes.

An important problem is in the lack of knowledge among Kazakhstani inhabitants on the
fundamental attributes that determine the genuineness of a banknote [16]. Seldom do individuals
who receive counterfeit items report the incident to the authorities or the bank. If an individual
knowingly tries to get rid of a counterfeit bill in the same manner they acquired it, despite
recognising obvious indications of its falseness, it might be interpreted as the act of selling
counterfeit currency. The key determinant of success or failure for a counterfeit is in the way they
are perceived. If a counterfeiter can create a document that is viewed as genuine by the receiver,
then the counterfeiter has achieved success, regardless of the banknote’s quality [17].
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The Nation Bank of Kazakhstan has published a fair number of online materials that are
accessible to Kazakh citizens. However, it is indeterminate how many Kazakh citizens frequent
such resources and whether the information published is suffused into the everyday knowledge
of Kazakh citizens while handling paper currency. Furthermore, it is unclear as to whether this
information is afforded to proprietors of businesses and services in the form of publicawareness
campaigns so vendors and vendees can correctly identify genuine and counterfeit counterparts.

Due to the strength of the two other components that constitute Tenge’s security within this
paper’s working framework, - law enforcement and printing security - perhaps public education
is not seen as a priority by the Kazakh government and the National Bank due to the other
two components being so successful. Funding allocated for the security of the Tenge might be
allotted to printing security and law enforcement, although the exact data regarding this is not
published by the National Bank of Kazakhstan.

Conclusion

In this article, we have critically examined Tenge security from the perspective of legal
regulation, printing security, and public education. Based on the outcomes of this analysis,
this study strengthens the idea that the Kazakhstani Tenge is a robust currency that possesses
multiple essential security characteristics. The Tenge meets two of the three barometers
selected for analysis. Firstly, producing, possessing, distributing, or dealing with counterfeit
money are all illegal crimes that demonstrate the strictness of the financial legal regulations
within Kazakhstan’s borders. Furthermore, because of its commitment to international
agreements, Kazakhstani law enforcement is better equipped to track down and apprehend
criminals who have managed to elude justice in other countries. Secondly, the Tenge is
equipped with a myriad of anti-counterfeiting aspects and materials that are extremely difficult
and expensive to accurately emulate. The integration of these security elements has led to the
Tenge receiving several awards for its security and earning the reputation as the most secure
banknote worldwide. However, a security concern that is not fully addressed by the government
of Kazakhstan is the lack of education on how to correctly identify counterfeit Tenge. Based
on this, we recommend a substantial public education programme aimed at businesses to fill
this gap in security. This paper hopes to have contributed to a void in the literature that exists
surrounding the security of the Tenge, an insufficiently studied currency. Conversely, there is a
limitation to the study. By observing the security of the Tenge through the prism of only three
measurements, this study lacks a potential comprehensive overview of the Tenge security as
other important considerations were omitted from the methodology.
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B.P. Cem6ekoBa’, C.I1I. lay6acoBa? H.A. Epke6aeBa3
I/L.H. I'ymunes amviHdarsl Eypasus Yammeolk yHueepcumemi, Acmawna, Kasakcma
Zan-dapabu ameiHoarsl Kazak yammsik yHugepcumemi, Aamamsl, Kazakcmat
3M. 9yezoe ambvindarsl Oymycmik Kazakcman yHusepcumemi, lllbimkenm, Kazakcmau

TeHre KaHINAJBIKTbI KOpPFaraH?

Angarna. YKanraH Ba/slOTaHbIH Tapajybl YITTHIK XXoHE 9J1eM/iK 9KOHOMUKAJIBIK, XKyhesepiHe eJie-
yai Kayin TeHaipeni. TeHre, caabicTbIpMaJibl TYPAe KaHa BaitoTa, 1993 xKbl1AblH Kapalua aibiga Ka-
3aKcTaH Pecny6JiMKacbIHbIH YATTHIK BaJIOTAChl peTiHJe KOJJaHbICKa eHTi3inji. bepinren makanana
TeHTeHi KOJIIaH »KacayZaH KopFay MaceJieJiepiHe 6aca Ha3ap ayAapbuiAbl. ATan akTKaHAa, 6yJ1 KblJIMbI-
ctbiH KazakcTaH Pecniy6irkacblHa KYKbIK KOpPFay OpraH/iapbl TapanblHaH KyAaJiaybl KoHe KYKbIKThIK
peTTesyi, 6AHKHOTTapPAbIH KOPFAHbIII KACUETTEPiHIH XKEeTKIIIKTIJIIr )koHe XaJIbIKKa »KaJIFaH aKIIaHbl
aHbIKTayFa apHaJIFaH 6i/1iM 6epy 6acTamMasiapbl CbIHU TYPFbIJaH TaajaH/bl. COHbIMEH KaTap, TEHTEHIH
KOpFaHbII 3JIeMEHTTEPIHE BU3yaJs[bl TaJlay KYPTi3uiin, Tajjay HerisiHAe TeHre >KaJfaHAbIKTaH
YKEeTKIJNIKTI AeHreijie KOpFaJfaH JlereH TYKbIPbIM >Kacas/bl. YJITTBIK >KoHe XaJblKapasblK JeHreu-
Jleri 3aHHaMaHbIH, OH, TYCTapbl MeH KYKbIK KOpFay OpraHJapbIHbIH, KaJIFaH aKUlaHbl TapaTyFa Kapchl
>KYMBICbI, COH/Ial-aK, 6aHKHOTTap/bIH KOITereH KOPFaHbIC 3JIEMEHTTEPIMEH KA bIKTANYbl YITTHIK
BaJIIOTaHbIH KOPFaHbIC KenisZepi 60Jbln TabbLIaAbL. [lereHMeH, afaH aKlliaHbl aHbIKTAy OOUMBIHILIA
XaJIbIK, apaChIH/A aFapTYLIBLIBIK »KYMBbICThBI KeHiHEeH KYPri3y KepeKTiri TypaJibl epeKlie aTan eTiJITeH.
BepijsireH MakKa/laZjla KapacTbIpbLJIFaH MaceJlesiep KaJIFaH TeHTeHiH aJliblH aJlyFa »KoHe Kapchbl Kypec
JKYpri3yre 6aFbITTaJFaH CTPATETUAIAP/IbIH aKIapaT Ke3i peTiH/e Ko/JaHbLIa aJajbl.

Ty¥iH ce3aep: >kasiFaH akKlia, Ba/l0Ta, 6AHKHOTTAp, aKlla alHaAbIMbl, KOPFaHbIII 3JIeMEHTTEDI,

KYKBIKTBIK PETTEY

B.P. Cem6ekoBat, C.III. lay6acoBa?, H.A. Epke6aeBa®
1Eepa3sutickuli HayuoHa bHbIU yHugepcumem um. JI1.H. 'ymuneea, Acmana, Kasaxcmau
?Kazaxckuill HQUUOHAa/1bHbLl yHUSepcumem umeHu anv-Papabu, Aamamel, Kasaxcman,
3F0xcHo-Kasaxcmanckuli yHugepcumem um. M. Ayesosa, llIvimkenm, KazaxcmaH

Hackosbko 3amunieH TeHnre?

AHHOTanusa. PacnpocTpaHEHHOCTh MOJJle/bHbIX BaJIOT MPeACTaBASET 3HAYUTEJNbHYIO yIrpo3y
KaK HallMOHA/JIbHOM, TaK U IVI00AJbHONH 3KOHOMHUYECKOH cucTeMe. TeHre, OTHOCUTEJILHO HOBasl BaJIlo-
Ta, 6bLJ1a BBeJleHa B Hosi6pe 1993 rojla B KauecTBe HallMOHAJbHOU BalioThl Pecnybsinku Kaszaxcras.
B naHHOU cTaThbe OCHOBHOE BHUMaHUe yAeJseTcsl BONPOCaM 3alUILEHHOCTU TEHre OT MOAJe0K. A
MMEHHO, KpUTUY€eCKH aHaJU3UPYIOTCS IPaBOBOE peryJMpoBaHye JaHHOTro npecTynaeHus B Kazaxcra-
He, pa3buparoTcs 3allUTHble CBOMCTBA 6aHKHOT U 06pa3oBaTe/ibHble IPOrpaMMBbl, CIOCOOCTBYOLIME
HaceJIEHUIO BbISBJIATh Qa/bIINBbIE TeHTe. BMecTe ¢ 3TUM NPOBOAUTCSA BU3yaJbHbIN aHAIN3 QYHKIIUH
6e30MacHOCTU HALMOHAJBLHON BaJIIOThI, ONpeeasoluid, pa3Hoo6pa3Hblie PYHKIUU 6e30MacHOCTH,
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B.R. Sembekova, S.Sh. Daubassova, N.A. Erkebaeva

UMelolIMecsl Y pa3HbIX HOMHHAJIOB HAl[MOHAJIbHOU Ba/IIOTHI. B JaHHOM cTaThbe Jies1laeTcs BBIBOJ, O TOM,
YTO TeHTe J0J/PKHBIM 06pa3oM 3alljylleH OT NOAJAE/0K, B YAaCTHOCTH YKa3bIBalOTCA CUJIbHbIE CTOPOHBI
paboThl MPAaBOOXPAaHUTENbHBIX OPraHOB BHYTPU CTPAHbI U 3a PyOEKOM 110 BOIIpocaM Npecae0BaHUs
NoA/ie/IbHbIX GAHKHOT, 2 TaKXKe MHOXKeCTBO QPYHKI[MH 6€30NMacHOCTU 6AHKHOT. TeM He MeHee, B CTaThe
npejJaraeTcs yieJIuTb 60Jiblile BHUMaHHUA /151 NPOCBelleHUsl 001eCTBEHHOCTH O TOM, KaK NpaBUJIb-
HO UJeHTUPUIUPOBATD MOJJIEJKH. ITA CTAThA CAYKUT UCTOYHUKOM CTpaTerui 60pb6bl c KOHTpadak-
LIMeH, UCI0JIb3yeMbIX Kak JJ1g IpeJOTBPAlleHUs, TaK U [J1s1 0OHapyKeHUs N0//leJIbHbIX TEHTe.

KiioueBble c10Ba: dasblivBble JeHbIH, BaJl0Ta, 6AHKHOTHI, leHeXXKHOe oOpallleHue, 3aliUTHbIe
3JIEMEHTHI, IPAaBOBOE PETyJINPOBAHUE.
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