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The role and importance of digitalization in the activities of the
prosecutor’s office to protect the rights of entrepreneurs

Abstract. The article examines the issues of introducing digital technologies into the
activities of the prosecutor’s office to protect the rights of entrepreneurs. In connection with
the impact of innovative development, the transformation of the public space of all spheres of
social life is taking place, which is based on the rapid development of the digitalization process.
Digital technologies have proven to be a key part of the solution during the crisis, allowing
governments to continue providing essential social services, enabling many businesses to
continue their operations and keeping people connected. The potential of digital technologies as
a transformative force for nations is clear, as is the commitment to bridging the digital divide.

The team of authors analyzes current problems and prospects for organizing prosecutorial
activities in the context of digitalization. The interaction and integration within formation
systems of other state bodies and their role in the implementation the entire process of
digitalization and the protection of the rights of entrepreneurs.
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Introduction

Digital transformation is both a prospect for optimization, a serious problem, and new,
almost unlimited development opportunities in all areas of activity. National programs are being
implemented in different countries of the world. In particular, Kazakhstan has a state program
“Digital Kazakhstan” as an important comprehensive program aimed at improving the standard
of living of all residents of the country through the use of digital technologies.

The subject of the study is the study of the role of digital technologies in the process of
protecting the rights of entrepreneurs by the prosecutor’s office.

The purpose of the study is to analyze the activities of the prosecution authorities in the age
of digital transformation, to identify problematic aspects and development prospects.

The implementation of digital projects in Kazakhstan increases the efficiency of activities
and the law enforcement system. Under the leadership of the Prosecutor General, within the
framework of the Digital Kazakhstan state program, a number of digital projects are being
implemented, such as the Electronic Criminal Case (e-UD), the Unified Register of Administrative
Offenses (ERAP), the Unified Register of Subjects and Objects of Inspections (ERSOP) and,
together with the ICRIAP, the E-Appeal project. This work is carried out in a timely manner and
at a high quality, developing in the right direction in the context of universal digitalization.

Methods

In the process of working on the study, the authors methodologically proceeded from the
provisions on a comprehensive analysis of the stated goal. In this regard, general scientific,
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private scientific and special research methods were used. But they used system analysis as a
priority, since an analysis was made of digital components, thanks to which activities are carried
out in the process of cooperation with other law enforcement agencies and other government
agencies.

Results

At present, Kazakhstan should further develop the digitalization of the activities of the
prosecutor’s office and other law enforcement agencies, which allows protecting the rights of
entrepreneurs. For these purposes, it is useful to refer to successful foreign practices. However,
it is important to pay attention to other promising associations of states, in particular, the BRICS
countries in the context of the emerging multipolar world. At the meeting of the heads of the
prosecutorial services of the BRICS states, the participants discussed issues of countering the use
of information and communication technologies for criminal purposes, including the commission
of illegal actions in the economic sphere, which, among other things, implies the need to
protect the rights of entrepreneurs. They paid attention to that the development of information
technologies in the modern world causes their widespread penetration into all spheres of public
life. Cryptocurrency payments, the use of artificial intelligence for commercial purposes in the
market of goods and services are already becoming familiar. However, legal regulation does not
keep up with new technologies, therefore, law enforcement gaps and conflicts in law enforcement
practice are successfully used by attackers pursuing various illegal goals - personal enrichment,
discrediting citizens, entrepreneurs and government agencies. For the stable development of
national economies and the creation of a safe socio-economic space, it is necessary to share the
best practices of departments in the fight against economic crimes,

Consolidation of national and international efforts in the fight against crime requires the
use of a set of legal and organizational measures. Among them, not the last place is given to the
practical cooperation of the competent authorities of various states with unconditional respect
for the principles and norms of international law.

As a result of the meeting, its participants recognized the importance of:

- strengthening and continuing cooperation in order to ensure the rule of law, security and
well-being of the population of the BRICS states and the world as a whole;

- transparency and accountability, which are of key importance for the implementation of
effective methods of combating economic crimes, including in the virtual space, while ensuring
compliance with due process of law;

- development and adoption of a universal international legal instrument in the field of the
return of assets obtained by criminal means;

- ensuring the protection of the rights of entrepreneurs and the creation of a favorable
economic environment for citizens of the BRICS states, as well as the exchange of accumulated
experience;

- building up cooperation in matters of legal assistance in criminal cases, including the
establishment and return of criminally acquired assets withdrawn abroad in order to protect the
property rights of citizens;

- countering the spread of disinformation on the Internet that harms society and endangers
the economy.

Representatives of the Prosecutor General’s Offices of the BRICS countries expressed
a common opinion that the interaction of states will gain momentum and bring even more
tangible results in strengthening the rule of law, protecting the rights of citizens and combating
transnational crime.” They expressed confidence that information about the best practices of
prosecutors in Brazil, Russia, India, China and South Africa can be used both to improve the
efficiency of prosecutorial activities at the national level and to improve interstate cooperation
in the legal sphere.
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Discussion

The Committee, using modern technologies, concentrates on inspections of state bodies.
During the pandemic, businesses suffered significant economic losses, and today the state is
providing support to entrepreneurs, and a presidential moratorium on inspections is being
applied. The business protection system has been maintained by the Committee since 2000,
when the accounting and registration of inspections carried out against entrepreneurs began to
be carried out. Since 2003, unreasonable inspections have been suppressed, including those that
are carried out in relation to a business at the stage of registration. Since 2015, the Committee
has become the coordinator of all inspections, and today not a single inspection of the regulatory
body is carried out without taking into account the Committee.

The President of the Republic of Kazakhstan set a number of tasks to protect the rights of
entrepreneurs, and for their timely and high-quality implementation, the General Prosecutor’s
Office developed and introduced new methods of supervision using innovative technologies, and
now the entire process of recording and registering inspections has been digitized in the ERSOP
information system. This system ensures the transparency of state control and supervision and
was created to protect businesses from unlawful inspections.

In the old days, government agencies stood in line to receive a registration stamp. At present,
the system has changed, the whole process is automated, which has happened largely as a result
of integration with bodies that have departmental systems. The audit report and the result are
issued electronically. This allows timely detection of illegal checks at the appointment stage,
which is especially important during the moratorium period, which is valid until the end of 2022.
There are many facts when there is a reason not only to refuse registration, but also to cancel the
decisions of the first head of a local executive or central state body.

In order to prevent unreasonable inspections, the Committee has introduced a mechanism
of action that does not allow appointing an unlawful inspection, and also provides for control
over the timing, categories of business entities, grounds, etc.

At the same time, in order to prevent unlawful bringing to administrative responsibility and
involvement of entrepreneurs in the criminal process, integration with the ERAP information
systems and the Unified Register of Pre-trial Investigations has been ensured. In particular, by
comparing information from ERAP and ERSOP, it is possible to identify the facts of bringing
entrepreneurs to administrative responsibility without appointing inspections.

Operational interaction involves integration with information systems of other state bodies.
ERSOP provides automatic selection of entrepreneurs who are subject to verification according
to risk assessment. The system contains criteria that allow it to select complaints, checks, etc.

At the same time, the Qamqor mobile application was created directly for entrepreneurs,
which allows them to quickly receive information about ongoing inspections, including
clarifications on emerging issues, they can also leave complaints about inspectors.

The number of registered inspections in the first half of 2021 amounted to over 48,000,
including 16,000 inspections by private entrepreneurs [1]. The Committee refused to register 306
unreasonable inspections, including 135 in relation to businesses. Entrepreneurs who encounter
illegal actions on the part of employees of inspecting state bodies can report this to the single
call center number of the Prosecutor General’s Office - “115”. Each entrepreneur who has been
approached with an inspection can study the legal grounds for the inspection on the information
service www.qamgor.gov.kz or in the Qamgqor mobile application [2].

The Committee together with NCE “Atameken” developed a mechanism for registering
raids of monitoring groups on the electronic platform “InfoKazakhstan”. The protocol of
the Interdepartmental Commission for the Prevention of Coronavirus Infection dated July
1, 2021 adopted additions to the “Algorithm for the actions of officials on the application of
administrative measures in the event of violations of the requirements for compliance with
restrictive measures, including quarantine” regarding the registration of raids by monitoring
groups on the electronic platform “InfoKazakhstan”, which was created by the Committee
jointly with NCE “Atameken” [3].
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These groups are currently required to visit entrepreneurs only after registering a raid
in InfoKazakhstan. Departing to the object with a check, representatives of the monitoring
group show the entrepreneur a printed act on the appointment of monitoring or show it on the
smartphone screen.

At the same time, the subject of monitoring can use the application on a mobile device
to read the QR code placed on the monitoring act and make sure that it is registered on the
InfoKazakhstan electronic platform. This confirms the validity of monitoring, and ensures the
protection of the entrepreneur from fraudsters and various abuses on the part of inspecting
state bodies. The electronic platform allows you to save a digital trace of the activities of all
review teams. There remains information about visited objects, established violations, objects
with no violations, inspectors, etc. This allows you to analyze the activities of monitoring
groups, excluding the establishment of facts of unreasonable visits to the same objects, as well as
identifying persistent violators of sanitary requirements [4].

On September 1, 2020, the President of the Republic of Kazakhstan in his Address to the
people of Kazakhstan “Kazakhstan in a new reality: time for action” instructed to introduce a
three-tier model in Kazakhstan with a clear division of powers. This model is used in almost
all developed countries. According to the model, three links are responsible for the criminal
process: the police, the prosecutor’s office and the court, whose powers are strictly delimited [5].

The police are engaged in the identification of crimes, the identification of persons
involved, the collection of evidence. Prosecutor in accordance with Art. 83 of the Constitution
of the Republic of Kazakhstan [6], gives an independent assessment of the collected evidence,
prevents violations of the rights of citizens and their unreasonable involvement in criminal
proceedings, supports the prosecution in court. The prosecutor, who monitors the legality, joins
the process not before the case is received by him, but initially takes part in its investigation.
Electronic coordination minimizes manipulation, which reduces the likelihood and possibility of
falsification [7]. The Committee remotely supervises the reliability of legal statistics and provides
objective legal information to authorized state bodies and all participants in the criminal process.
Even at the investigation stage, the court exercises control over the observance of human rights,
including control over the actions of the prosecutor, and as a result of the consideration of the
case, evaluates all the arguments and issues a verdict.

In accordance with the instruction of the President of the Republic of Kazakhstan, at first, a
procedure was introduced for the prosecutor to agree on the main procedural decisions that are
made by the pre-trial investigation bodies in order to ensure the constitutional rights of persons
involved in criminal prosecution.

Strengthening the protection of the rights of citizens in the criminal process required a
change in legislation, but this was not the end of it. In the shortest possible time, the technical
improvement of the information system of the Unified Register of Pre-trial Investigations
(URDR), which is operated by the Committee, took place. This task was solved in 2020, when the
amendments made to the Code of Criminal Procedure (CCP RK) entered into force [8], and all
investigative and prosecutorial authorities began to electronically coordinate the main decisions
in the criminal case.

At present, decisions on recognition as a suspect, determination of the qualification of
the suspect’s act, qualification of a criminal offense, interruption of the pre-trial investigation,
termination, as well as the indictment are recognized as illegal without the consent of the
prosecutor. This approach makes it possible to protect the constitutional rights of citizens, in
which both the suspect and the victim are equally interested, as well as to exclude the facts of
unreasonable involvement of persons in the criminal process and increase the level of objectivity
of the investigation.

In order to implement the tasks set by the President of the Republic of Kazakhstan to protect
the rights of entrepreneurs, the General Prosecutor’s Office has developed and is implementing
new methods of supervision using innovative technologies everywhere. This process is fully
digitized in the information system “Unified Register of Subjects and Objects of Inspections” -
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ERSOP, so today it is not required to stand in line for a registration stamp. Everything happens
automatically, including the possibility of integration with authorities where departmental
systems operate. The audit report and the result are issued electronically. This allows timely
detection of illegal checks at the appointment stage

Conclusions

The potential of digital technologies as a transformative force for nations is clear, as is the
commitment to bridging the digital divide.

Digital transformation is a transformation of the management system through a change
in strategy, models, operations, products, marketing approach and goals, provided by the
introduction of digital technologies, as well as the knowledge, skills and abilities of people to
work with them in various areas of social life.

Digital transformation, of course, has also spread to public authorities, which, on the one
hand, themselves began to work according to new principles and standards, and, on the other
hand, began to pursue a targeted policy for the digitalization of the whole society.

The digitalization of the activities of public authorities is provided for by the national project
“Digital Kazakhstan”, within the framework of which law enforcement agencies and, above all,
the Prosecutor General’s Office of the Republic of Kazakhstan have introduced convenient and
efficient electronic systems for interdepartmental interaction, as well as electronic platforms and
mobile applications that allow entrepreneurs to independently control the legality of inspections
and their results, send complaints to supervising prosecutors online, and prosecutors began to
control inspections and court cases at all stages, since information about this became available
automatically.

Moreover, digital innovations have already led to the fact that documents not registered in
electronic systems are not recognized as legal. The transition to digitalization has increased the
efficiency of the activities of the competent authorities, saves time for investigations, making
decisions, optimizes the functionality of employees and ensures the safety of all data that can
be promptly provided at the request of persons interested in them and entitled to appropriate
access.

Prosecutorial verification and analysis are the main legal tools of the prosecutor in the field
of protecting the rights of entrepreneurs. At the same time, the General Prosecutor’s Office of the
Republic of Kazakhstan draws attention to the fact that it is necessary to pay serious attention
to the legal education of the inspecting competent state bodies, as well as the entrepreneurs
themselves, so that the latter understand how they can file complaints within the time limits
established by law, how to behave when appointing and conducting inspections, etc.

In order to identify violations in the actions of the bodies exercising control and supervisory
powers in relation to business entities, it is necessary to reconcile planned and unscheduled events
at least twice a year with a visit to their location. This measure will allow timely identification
and response to violations of the rights of individual entrepreneurs and legal entities.

Funding. The article was published at the expense of the project AR 19577066 “The delicacy of
digitalization as a tool for the legalization of laundering of criminal proceeds: prevention and economic
and legal analysis”.
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A.b. Kaamaran6erosa’, .M. Cmaraaes’, /1.K. Kycanuosa?
1.H. T'ymures amwuindazvt Eypasus yammuix, ynusepcumemi, Acmana, Kasaxcman
E.A. boxemos amuirdazvt Kapazandwv ynugepcumemi, Kapazanouvl, Kasaxcman

Kacinkepaepail KyKbpIKTapblH KOpFay OOVbIHIIIA IPOKYpaTypaHbIH KbI3MeTiHAeri
nu$pAaaHABIPYABIH pOAi MEH MaHBI3bI

Angatna. Makasaga kacinkepaepain KyKbIKTapblH KOpray OOIbIHIIA ITPOKYpaTypaHbIH KbI3MeTiHe
IMPPABIK TeXHOAOTUAAAPABI €HTi3y Maceaeaepi KapacThIphLAFaH. VIHHOBAIIUMAABIK AaMyABIH BIKIIaAbIHA
OartaaHbICTEL OUQPAAHABIPY YAepiciHiH KapKbIHABL JaMybIHa Heri3JeAreH 94eyMeTTiK eMipaiH O6apabIk
caZachIHBIH KOFaMABIK KeHiCTiriH TypaeHaipy Kypi >kaTsip. LIndpablk TexHoAorusAap Jardapbic Kesinge
IIIeITiMHiH Herisri 6eiri ekeHiH g91ea4e4i, 0y yKiMeTTepre MaHBI3AbI 91€YMeTTIiK KbI3MeTTepAi KepceTyai
JKaAracThlpyra MYMKIHAIK Oepei, KertereH OM3HeCKe ©3 JKYMBICBIH >KaAracThIpyFa KoHe aJaMAapAbl
OaliaaHBICTRIpPYFa MYMKiHAIK Oepeai. CaHABIK TeXHOAOTMAAAPABIH YATTap YIIH TpaHCPOPMAaIUAABIK
KYLI peTiHAeri aaeyeTi, Hn(pABIK TeHCi3AiKTi >KOIO KOHiHAeri MiHAeTTeMe aliKbIH.

ABTOpAap YXKBIMBI IM(PPAAHABIPY KaFAalbIHAA TPOKYPOPABIK, KBISMETTi YIBIMAACTHIPYABIH ©3€KTi
Maceaelepi MeH IepcleKTuBalaphii Taadanasl. ©3apa apekeTTecy KoHe MHTerpanmusdacka MeMAeKeTTiK
opraHAapAblH aKIapaTTHIK Kyiiedepi >KoHe 0AapAbIH eHrisyaeri peai nudpaaHAbpyAbH OyKia mporeci
JKOHe KaCilIKepaepaiH KYKBIKTapbIH KOpFay.

Tyriin ce3gep: nudppaaHALpPy, TUPPABIK TEXHOAOTHAAAP, TPOKypaTypa OpTaHAaphl, 9AeKTPOHABIK
KY>KaT aifHaABIMBL, I PABIK TpaHCPOPMaINs, 3aHABIABIK, IIPOKypaTypa OpraHAapLIHBIH KbI3METI.
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A.b. Kaamaran6erosa’, b.M. Cmaraaes’, /1.K. Kycannosa?
'Eepasutickuii nayuonarvioti ynusepcumem um. A.H. lymuresa, Acmana, Kasaxcman
?Kapazanounckuii ynusepcumem um. E.A. Byxemosa, Kapazanda, Kazaxcman

Poap n 3mauenne nu¢posusanui B AesiTeAbHOCTY IPOKYpPaTyphbl IO 3aliuTe IIpaB
npearnpuHNnMaTeaen

AHBOTanms. B craThe MccaeAyIOTCS BOIIPOCH BHEApPeHNs HU(POBBIX TEXHOAOIUII B A€sATEABHOCTD
OpPraHOB POKYpPAaTyPHl 10 3aIuTe Ipas IIpeAlIpuHIMaTeAell. B cBsa3m ¢ BO34elCTB1IeM MHHOBAI[MIOHHOTO
PasBUTMA MPONUCXOAUT TpaHcPopMalusl OOILIeCTBEHHOIO IIPOCTpaHCTBa BceX cdep OOIIecTBEeHHOI
SKM3HEeAeATeABHOCTY, KOTOpas OCHOBaHAa Ha CTPEMMTEABHOM pasBUTUI IIpolecca LUppOBU3ALNINL.
Lindgposble TeXHOAOTMM OKa3aAUCh KAIOYEBOI YACTBIO pELIeHMII BO BpeMs KpU3MCa, IIO3BOALIL
rOCyAapCTBEeHHBIM CTPYKTypaM IIpOJ0/A>KaTh OKa3blBaTh OCHOBHBIE COIMalbHBIE YCAYTH, ODOecIieduBasd
BO3MO>KHOCTb MHOTUM IPeATIPUATUAM IIPOA0AKATh CBOIO AeATeABHOCTD U ITOAACPIKUBAsI CBA3b C AI0ABMIL.
ITorennuaz 1¢pOBBIX TEXHOAOTNUIT KaK IIpeobpasyIomeil CUABL 4451 TOCyapCTB OYeBUAEH, PaBHO KakK U
IIPUBEPKEHHOCTD AeAy IIpeojoAeHns HppoBOro pasprisa.

ABTOPCKMM KOA/A€KTMBOM aHaAM3UPYIOTCS aKTyaAbHble ITPOOAEMBI U IepPCHeKTUBb OpTaHM3aln
IIPOKYPOPCKOII AeATEeABHOCTM B YCAOBWAX OudpoBusanum. PaccMaTpuBaeTcs B3alMOAENCTBME I
uHTerpanus ¢ MHPOPMALVOHHBIMM CHCTeMaMM APYIUX TOCYAapCTBEHHBIX OPTaHOB U MX pPOAb B
OCYIIIeCTBAEHNN BCero Imporecca nyudpoBU3alyy 1 110 3allNTe Ipas IpeAllpUHIMaTe el

Kaxouesnle caoBa: nndposusanys, HuppoBble TEXHOAOINN, OPraHbl IPOKYPaTypPhl, DA€KTPOHHBI
AOKYMeHTO060poT, nudposast TpaHcpopManys, 3aKOHHOCTD, AeATeAbHOCTh OPraHOB IIPOKYpPaTyPhL.
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