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Abstract. Today, a serious challenge for law enforcement is the threats
posed by the so-called anonymous segments of the Internet, which are
actively used by organized criminal communities to prepare and commit
crimes, as well as for their safe financing using cryptocurrencies. The results
of the study indicate that in scientific and practical terms, this area has been
studied extremely poorly and needs comprehensive research. A significant
foundation for this can be the advanced foreign experience of countries that
have faced these threats before us and are currently developing effective
methods of countering crimes in the field of high technology. The analysis of
various materials in this direction shows the elements of the methodology
of their disclosure, which, with appropriate systematization, can be adapted
to Kazakh conditions and will contribute to effective counteraction by law
enforcement agencies.
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Features of the use of cryptocurrencies in the commission of crimes in the field of high technology

Introduction

The commission of high-tech crimes using anonymous networks is largely related to the
turnover of cryptocurrencies, which, in turn, is also anonymous. At the same time, despite its
potential criminal component, the circulation of cryptocurrencies in the world is increasing,
which is facilitated by global negative geopolitical and economic trends.

In 2017, speaking on the sidelines of the Astana Economic Forum, he outlined the specific
mechanisms of these processes, noting that the phenomena of cryptocurrencies and blockchain
technology will entail drastic changes for the financial market, including banks. Most countries
are actively exploring the possibilities of their adaptation to the current configuration of
financial systems [1].

According to N. Nazarbayeyv, this will save the world from currency wars, speculation, avoid
distortions in trade relations, and reduce volatility in the markets. A currency should have a
simple, transparent emission mechanism that is subject to its consumers. Taking into account
digitalization, the development of technologies such as blockchain, such a unit of account can
be created in the form of a cryptocurrency [2]. At the same time, he also acknowledged that
digitalization accompanies the growth of cybercrime, which in 2017 was recognized as the
most serious threat to business [1].

Therefore, given the complexity and ambiguity of these processes, it seems necessary to
study in more detail the institute of cryptocurrencies and the technologies on which they are
built - blockchain.

The methodology

When writing the article, methods of both general scientific and legal nature were used
in combination. More often, such methods as dialectical, statistical, comparative legal, and
system-logical were used. In addition, cognitive methods such as synthesis, analysis, deduction,
induction, questioning, interpretation, discursive analysis, and expert assessment were used.
The use of these methods in combination made it possible to identify the high criminogenic
potential of crimes in the field of information technology committed using cryptocurrencies
through anonymous networks.

Findings/Discussion

The results of the study show that the volume of criminal content in anonymous networks
increases significantly due to the active use of "dual-use" technologies by criminal formations,
such as blockchain and cryptocurrencies. This contributes to the involvement of organized
criminal groups in the commission of crimes, which, thanks to these technologies, develop their
activities by increasing the efficiency of "laundering” criminal proceeds and their transfer to the
legitimate economy.

A blockchain is a distributed database in which data storage devices are not connected to a
common server. This database stores an ever-growing list of ordered records called blocks. Each
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block contains a timestamp and a link to the previous block. The use of encryption ensures that
users can change only those parts of the blockchain that they "own" in the sense that they have
private keys, without which writing to the file is impossible. In addition, encryption ensures
that copies of the distributed blockchain are synchronized for all users. Security in blockchain
technology is provided through a decentralized timestamped server and peer-to-peer network
connections. As a result, a database is formed, which is managed autonomously, without a single
center. This makes blockchains very convenient for recording events (for example, making
medical records), data operations, identity management, and verifying the authenticity of the
source [4].

This technology was firstimplemented in 2009 as a component of the digital currency Bitcoin,
where the blockchain plays the role of the main general registry for all transactions. Thanks to
blockchain technology, Bitcoin has become the first digital currency that solves the problem of
double spending (unlike physical coins or tokens, electronic files can be duplicated and spent
twice) without using any reputable authority or a central server.

It should be noted that the emergence of blockchain technology and cryptocurrencies was
preceded by anumber of large-scale studies in the field of encrypted transactions. In 1983, David
Chaum, a member of the Faculty of Computer Engineering at the University of California, Santa
Barbara, thought about how to combine the anonymity of payments and their transparency for
all market participants. The scientist proposed using the so-called "blind signature" algorithm,
which allowed for a secret transaction between two anonymous participants, but at the same
time informed outside observers about its occurrence. Then, together with his Israeli colleagues,
Chaum developed "electronic cash" protocols, through which the conditional seller approves the
transaction only after confirming the authenticity of an anonymous payment by a third party,
and the buyer only needs to have proof of sending virtual money. This technology then became
the basis for making transactions using Bitcoin [5].

The prototype of the mechanism for creating the cryptocurrency itself was invented in 1997
by the Briton Adam Beck. He suggested using the Hashcash anti-spam system, in which the
sender performs many time-consuming operations, and the recipient verifies their authenticity
very quickly. Ayear later, researcher Nick Szabo began work on a decentralized Bit gold monetary
system that would save users from a variety of threats, including theft, counterfeiting, and even
inflation. Szabo worked on his project until 2005 but was never able to ensure its launch.

All of the above developments were used by an unknown person or group of persons under
the pseudonym Satoshi Nakamoto to create an electronic currency with completely anonymous
transactions. At the end of October 2008, its technical description and the first version of the
code appeared on the network. The blockchain system has become the basis for transactions
with new electronic money, partly based on research by Chaum and Beck. The creators of Bitcoin
developed a database that stores all transactions ever made in the form of publicly available
blocks of information. A special mathematical algorithm links the blocks together so that when
you change the contents of one of them, you will have to make edits to the next block, and
then to the entire chain. Copies of the database are stored in Bitcoin wallets - encrypted clients
that users create for themselves. The first wallet was created by Nakamoto himself in early
2009. With the help of a wallet, each of the completed and confirmed transactions is recorded
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in one of the blocks, which is then attached to the common chain. When registering, the user is
assigned their personal address, which is indicated when sending Bitcoin and ensures complete
anonymity [5].

According to the idea of the developers, cryptocurrency is the "gold" of the virtual world. The
amount of this "gold" is limited by calculations of the possible maximum allowable number of
its presence in each specific system. There are three ways to get digital money:

1) purchase at a virtual currency exchange point;

2) on a virtual exchange;

3) by direct "mining", i.e. activities aimed at creating cryptocurrencies and/or validation in
order to receive remuneration in the form of cryptocurrencies [6, p.34].

These operationsare available to any user of the Internetinformation and telecommunications
network, provided they have the appropriate software and hardware. At the same time, the use
of the technology of the type under study faces a number of problems. So, in order to maintain a
high level of security, the system constantly needs complex calculations, which is possible only
on the basis of a high resource base. For Bitcoin, the developers solved this problem simply.
Users who are associated with its "mining" are assigned a commission so that they provide their
resource, that is, confirm the possibility of mining. In addition, for the security of the system, it
is important that the resource base is distributed, and not under the control of a group that can
use resources for various manipulations.

The mining process, named by analogy with mining, requires solving a number of complex
mathematical problems, so miners need to use powerful computing resources on specially
equipped computers. For each block created, they receive a reward in the form of a commission
from transactions or newly created Bitcoin, and the complexity of mining is automatically
adjusted every two weeks depending on the total number of blocks that have appeared during
this time. Atthe same time, the first miners could only generate virtual money on their computers
and transfer it to each other. The approximate Bitcoin exchange rate in 2009 ranged from 700 to
1600 units per dollar and increased over time [5].

A characteristic feature is that the cash volume of Bitcoin is always limited, it is impossible to
replicate (print) this currency at someone's request. Its "extraction" is difficult from the point
of view of a technical approach. Calculations are known that indicate that the viability of the
cryptocurrency is provided by a certain algorithm and it is possible to "extract” no more than
21 million bitcoins. After that, "mining" is not possible.

At the same time, the amount of energy consumed plays an important role here. So, in
December 2017, employees of the Federal Security Service of the Russian Federation conducted
searches at Vnukovo airport due to cryptocurrency mining. The security services detained an
airport employee who worked at the air traffic control center, from where controllers give
commands to planes over Moscow and the region. A local system administrator assembled a
cryptocurrency mining farm right at work, but the management noticed the power surges [7].

Similarly, in Kazakhstan, in early 2018, employees of the National Security Committee
identified a criminal group that was engaged in mining cryptocurrencies using servers of
state information systems of the departments of state Revenue of the Ministry of Finance in
Karaganda, Atyrau, Aktobe and North Kazakhstan regions. These offenses fall under articles 207
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("Disruption of the operation of an information system or telecommunications networks") and
210 ("Creation, use or distribution of malicious computer programs and software products") of
the Criminal Code of the Republic of Kazakhstan [8].

Such facts are not isolated. A number of Kaznet sites promote the "mining" of cryptocurrency
by intruders. Such conclusions were made atthe Kazakhstan Center for Analysis and Investigation
of Cyber Attacks. Increasingly, so-called mining scripts can be found on websites that use a
client machine to mine cryptocurrencies. Using the WebTotem web resource monitoring
system, the Center managed to register about 25 sites in Kaznet in just a day, the entrance to
which is automatically provided by a computer to perform calculations related to the "mining"
of cryptocurrency by an attacker. The list includes university websites (for example, enu.kz) and
well-known company catalogs (nurbiz.kz): acastana.kz, adizel . kz, alemtour.kz, aql.kz, autism.kz,
brp.kz, casualshoes.kz, cfakazakhstan.kz, tutmebel .kz, winners.kz, dizelya.kz, ecoislamicbank.kz,
emu.kz (ENU), enu.kz, extremal.kz, gift-card.kz, gup.kz, investfunds.kz, invitation.kz, kazbilim-
edu.kz, ksip.kz, edical-tour.kz, nashservice.kz, natures.kz, nspastana.kz, and nurbiz.kz [9].

At the same time, the history of the development and formation of Bitcoin is quite interesting.
A year after its appearance, in February 2010, the first Bitcoin Market cryptocurrency purchase
service appeared on the network, and in May, a user of the cryptocurrency forum decided to
buy two pizzas for 10 thousand Bitcoin. In July, this cryptocurrency was written about on the
Slashdot portal, popular among computer scientists, and the number of virtual money users
began to grow sharply. As a result, within a month, 10,000 Bitcoins were worth $ 600, and many
network users began actively mining cryptocurrency for themselves. This led to the emergence
of the first Bitcoin exchange MtGox, which allowed not only to purchase, but also to exchange
them for real money. The Bitcoin exchange rate rose rapidly - from 6 cents per unit in July to
50 cents in November; at the same time, the total market volume was estimated at $ 1 million.

In February 2011, Bitcoin equaled the value of the dollar, and in March exchanges were opened
to exchange them for British pounds and Brazilian reals. At the same time, the Wikileaks website,
famous for its revelations, began accepting donations from them. In April, Time magazine wrote
about cryptocurrency, and the total volume of the Bitcoin market exceeded $ 10 million. In the
summer of 2011, Bitcoin experienced a series of hacker attacks that seriously affected the
exchange rate of the virtual currency. At first, one of the users stated that 25 thousand coins
were stolen from him, which was approximately equal to 375 thousand dollars. And six days
later, the MtGox exchange database was hacked, and the logins and passwords from the wallets
of 60 thousand users were freely available. On the same day, hackers took over the account of
one of the site's administrators, lowered the Bitcoin exchange rate from $ 17 to 1 cent per unit
and tried to buy several thousand coins. The exchange had to be closed for a week; all prices
were restored.

The negative effect was offset by the first Bitcoin conference held at the World Expo in New
Yorkinthe same year 2011. A similar event was held in Prague in November. In parallel, materials
about Bitcoin were published by Forbes and The Economist, and for the New York Times, a
column about cryptocurrency was written by Nobel laureate in economics Paul Krugman. As a
result, Bitcoin was talked about as a real alternative to traditional currencies.

In this regard, it is quite logical that the cryptocurrency itself has become the subject of
criminal encroachment. On February 28, 2014, Mt. Gox (Japan), the oldest and largest electronic
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currency exchange, declared bankruptcy. The exchange's management took this step after the
largest hacker attack on the system, which led to the theft of about 750,000 Bitcoins, which
accounted for approximately 6% of the issue of the entire cryptocurrency in circulation.

This crime has been solved. On July 25, 2017, at the request of American law enforcement
agencies, Russian programmer Alexander Vinnik was detained in Greece, who was charged
with laundering 4 billion US dollars criminally obtained through the cryptocurrency exchange,
committing cyber fraud, stealing personal data, as well as hacking the Japanese Mt. Gox exchange,
which provoked its bankruptcy.

2017 was a breakthrough year for Bitcoin and all known cryptocurrencies in general, as
everyone learned about the cryptocurrency market. In 2017, Bitcoin rose from $908 in January
2017 to $12,300 as of December 30 (according to the Bitfinex exchange), and in December
it reached $20,000. In 2018, its rate dropped sharply, falling below $7,000 by the middle of
the year, then slowly went up, reaching by mid-2019, almost $8,000. After a series of ups and
downs, by the middle of 2020, it reached values of more than $11,000.

According to experts, such fluctuations are due to the fact that the cryptocurrency is not
provided by any economic factors (gold, gross domestic product, etc.), so its rate can easily
collapse. This and other economic shortcomings arouse the distrust of the Governments of many
States towards it. However, in some countries there are economic institutions, online stores or
services that accept Bitcoin as payment for goods and services. In the modern world, virtual
currency can be exchanged for rubles, dollars, electronic money using online servers such as, for
example, 60sec, BaksMan, Ychanger, 24PayBank, ProstoCash, WMGlobus, Xchange. The crypto
exchanges EXMO, BitFlip, BitMEX, LocalBitcoins, etc. are also known. Currently, there are about
600 different cryptocurrencies in circulation. Although most often payment transactions are
made in Tether (36.8%), Bitcoin (23.4%) and Ethereum (13.1%) [10].

Kazakhstan also has its own cryptocurrency. So, in December 2017, Halyk Bank warned
Kazakhstanis against investing in the so-called "first national cryptocurrency - Halykcoin". The
bank warned that it has nothing to do with its creation and does not provide any guarantees
regarding the safety of investments in this financial instrument. At the same time, the Internet
resource www.halykcoin.org, declared as the official website of the project, is registered to
an unidentified person, which raises doubts about the desire of developers to ensure proper
transparency of the project. This site is anonymous, the main part of the functionality does not
work, which most likely indicates fraud [11].

Apparently, this fact is an "echo" of more global processes. Thus, experts note that in 2015-
2016, anetwork of groupings has developed in the European Union that provide services related
to cryptocurrencies on a contractual basis. The locations of these groups are Germany, France,
[taly and Spain. Within the framework of the "crime as a service" model, the groups carried
out attacks on 160 portals, databases and the largest Bitcoin wallets. A distinctive feature of
these groups is that they carry out criminal fishing as a service in the interests of some criminal
groups against other criminal groups. Thus, 2015-2016 became the first years of documented
cyberwarfare between criminal gangs. At the same time, the criminal component of Bitcoin and
cryptocurrencies in general is largely related to the ability of crypto criminals to profit from
Bitcoin enthusiasts. According to Europol, starting in mid-2014, European organized crime
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began to actively use the TOR-Bitcoin bundle. The bundle is used both for communication and
for the deployment of criminal trade, as well as the recruitment of new members into criminal
networks [12].

In this regard, in January 2017 Interpol, Europol and the Basel Institute of Management, in
cooperation with the Qatar National Fund for Combating Money Laundering and the European
Union Committee on Combating Illicit Financial Flows and the Financing of Terrorism, held the
First Global Conference on Combating Money Laundering and Digital Currencies in Doha. The
conference was attended by 400 participants from law enforcement agencies, international and
transnational financial institutions, as well as businesses from 60 countries around the world.
[t was predicted that the annual total capitalization of the global cryptocurrency market could
be approximately $ 50 billion. Nevertheless, despite the dizzying growth rates of capitalization,
cryptocurrencies occupy an extremely small share in the total amount of funds.

Crimeandthecryptocommunityhavedifferentviewsonthemainfunctionsofcryptocurrencies.
For the crypto community and investors, cryptocurrencies, primarily Bitcoin, are an asset and
a means of speculation. Another cryptocurrency, Ethereum, is used by the crypto community
not so much as a currency, but as a development environment for various blockchain-based
financial applications. Organized crime is primarily interested in cryptocurrencies as a means
of payment and cashing out. Despite the fact that, according to estimates by the Europol
cryptocurrency research group, more than 95% of the turnover of cryptocurrencies used by
criminals is accounted for by Bitcoin, criminals are trying to abandon this cryptocurrency. In
2016, its total annual turnover amounted to approximately 12 billion dollars. Of these, criminal
turnover is estimated at about $ 3 billion, of which $ 0.6-0.9 billion is accounted for payments
on the TOR network for various kinds of criminal goods and services. Criminals practically do
not keep savings in Bitcoin, because they consider them highly volatile, where there is a high
risk of not only earning, but also losing funds. High volatility suits investors and speculators, but
criminals who are interested in a stable payment unit are not satisfied.

According to the Basel Institute of Management and the Bank for International Settlements,
criminals have bet on a new, completely anonymous Dash currency. It provides not only
complete privacy of transactions, but also anonymity of payment wallets guaranteed by several
levels of encryption. In addition, Dash provides almost instant transactions that occur within
15-20 seconds, compared to 5-10 minutes for Bitcoin. Finally, Dash allows you to create various
applications. The creators of this cryptocurrency have announced that on its basis it will be
possible to conclude anonymous contracts with any purpose. Dash organizers position the
currency as PayPal 2.0 for free people who despise the state. By the beginning of 2017, Dash's
capitalization had reached half a billion dollars. Given that this currency was launched only in
the middle of 2016, no cryptocurrency, including Ethereum and Bitcoin, has grown with such
rapid capitalization. At the same time, restrictions on volatility are built into the Dash program
code, which makes it an ideal means of payment and cashing out for criminals.

Along with Dash, criminals are actively using two more types of cryptocurrencies. In the USA,
Mexico and Latin America, it is Monero. In European countries, including the post-Soviet space,
the recently appeared ZCASH cryptocurrency is of great interest to criminals.

Although these cryptocurrencies appeared several years ago, practically none of the
operational employees of the internal affairs agencies knows details about them and, accordingly,
they have not encountered them in their daily work.
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According to experts, Europol believes that so far, the concealment of criminal proceeds,
their storage, as well as transactions are carried out within the framework of the usual financial
system. The share of cryptocurrencies in total criminal payments and savings is still elusively
small. However, according to the Interpol and Europol research groups, the growth rates of
cryptocurrencies will be exponential in the next 5-6 years. Accordingly, law enforcement
agencies and financial institutions have a small amount of time to develop and implement a set
of legal, programmatic and other measures that prevent criminals from using cryptocurrencies.

As noted in the Europol report on organized crime "Crime in the Age of Technology"
(February 2017), the most important direction for the development of organized criminal
groups is to increase the effectiveness of laundering criminal proceeds and their transfer to
the legitimate economy. Criminal networks and groups are constantly striving to use the latest
technologies, such as cryptocurrencies and anonymous payment methods. The rapid processing
of transactions and the proliferation of effective anonymization tools make it difficult for law
enforcement agencies to evidence-based identification of the real beneficiaries of proceeds of
crime [12].

[t should be noted that due to the increasing growth in the development of information and
telecommunication technologies, one of the most important tasks of legal science and practice
is to improve the legal regulation of public relations in the field of information security [13,
p.81]. A lot of work is being done in this direction in the Republic of Kazakhstan aimed at
improving the legal framework. In this regard, on February 6, 2023, the Law "On Digital Assets"
[14] became effective in the Republic of Kazakhstan, which was adopted in order to create a
legal framework for the development of activities for the issuance and turnover of digital assets
and digital mining, and legalized the use of cryptocurrency, which will directly contribute to
the economic development and competitiveness of the Republic of Kazakhstan. In addition,
the operation of this law will allow to develop new legislative mechanisms for the search and
identification of signs of criminal acts in the field of high technologies and contribute to the
creation of a legal framework for the development of the blockchain technology industry.

Conclusion

Summarizing a brief description of anonymous information networks as the main area
of commission of particularly dangerous crimes in the field of high technology, it should be
emphasized:

1.Theincreased public danger of anonymous networks is due to the difficulty of implementing
law enforcement measures in them, since clear methods of such measures have not yet been
developed in the internal affairs bodies of the Republic of Kazakhstan.

2. The volume of criminal content of anonymous networks is increasing many times due
to the active use of "dual-use" technologies by criminal formations, such as blockchain and
cryptocurrencies.

3. The results of the study show that the phenomenon of anonymous networks continues to
develop dynamically further, as a result of which new and unexplored technologies appear that
require adaptation to traditional police activities.
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Against the background of these factors, insufficient legal regulation of the high-tech sector
in Kazakhstan has a certain negative effect.

In conclusion, it should be noted that the study of the features of the use of cryptocurrencies
in the commission of high-tech crimes is necessary to develop effective methods to counter these
threats. The results of the analysis show that the introduction of international standards for the
regulation of the circulation of cryptocurrencies, as well as the development of mechanisms
for identifying participants in transactions, will contribute to the creation of a legal framework
for the fight against crimes in the field of high technology. The experience of foreign countries,
which have already faced similar problems and developed effective countermeasures, can serve
as a basis for the development of national legislation and law enforcement practices in this area.
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A.T. Kan', T.M. Kopxxym6aega?, C.X.A 6ay/uiMHa®
L2 3KazakcmaH Pecny6aukacwt IIM M. Ec601amoe ambiHOaFbl AaMambl akadeMusicbl

Korapsl TexHoI0THAIAP Ca/IachbIHAA KbIJIMBIC 2Kacay Ke3iHJe KpMIITOBAa/IIOTaJdapAbl naljajaaHy
epekuiesikrepi

AHHOTanus. byriHri KyHi KYKbIK KOpFay opraHJaphl YlIiH KypAeJii Macesie YUbIMAACKAH KblJIMbBICTBIK,
KaybIMJACThIKTap KbLJIMBICTapAbl JaWbIHAAY KOHe »Kacay YUIiH, COHJaW-aK KpUITOBAaJIOTaJapAbl
naiiaJaHa OTBIPBIN, OJIAPAbI KAyilci3 KapKbLIaHABIPY YIUIH 6esiceHAI TypJe NaWjaiaHaTbIH
VHTEPHETTIH aHOHUM/Ii CErMEHTTEPI el aTaJaTblH KayinTep 60JibIN TaObLIaAbl. 3EPTTEY HOTHKeepi
FBIJIBIMH K9HE NMPAKTHUKAJIBIK, TYPFbIAAH Oy cajla Hallap 3epTTeJIreHiH XK9He KaH-KaKTbl 3epTTeyAi
KaXkeT eTeTiHAIriH kepceTeni. ByraH feiliH 6i3re ockl Kayin-KaTepsiepMeH GeTre-0eT KeJITeH JKoHe
Kasipri yakbITTa }KOFapbl TEXHOJIOTUAJIAP CaJlaCbIHAAFbI KbLJIMbICTApFa KApChl iC-KUMBbLI/JbIH I9pMeH/i
dJlicTeMeJiepiH a3ipJien aTKaH eJiep/iH 03bIK IIeTe/iK ToKipubeci MaHbI3/bI ipreTac 60J1a anaibl.
Ocbl 6aFbITTaFbl 9PTYPJli MaTEepUAIAAPAbI TAJIIAY 0J1aPAbI Allly 9AiCTEMECiHiH 3/IeMeHTTepiH KepceTe|,
oJ1ap THICTi KyHesiey Ke3iH/e Ka3aKCTAaHABIK XXaF/aiiapra 6edimMenyi MyMKiH XoHe KYKbIK KOpFay
OopraHjaphbl TapanblHaH N9pMeH/i Kapchl ic-KUMBbLIFa bIKIIaJ eTeTiH 60J1abl.
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A.G. Kan, TM. Korzhumbayeva, S.Kh. Abdullina

TyuiHai ce3gep: MHTepHET, aHOHUM/JI KeJiijiep, KpunToBaawTa, blockchain, cepsep, mudpnay,
MaWHMHI, TPaH3aKI M.

A.T. Kan', T.M. Kopxxym6aega?, C.X. AGay/uinHa®
L3 amamunckasn akademust MBJ] Pechybauku Kazaxcman umenu M. Ec6ynamosa,

0C06eHHOCTH UCN0/Ib30BaHUA KPUIITOBAIIOT NP COBEPLIEHUN MPECTYIUIEHU# B cdepe
BBICOKHMX TEXHOJIOTHIA

AnHoTanusA. CeroiHsi cCepbe3HbIM BbI30BOM /[IJIs1 IPaBOOXPaHUTEJNbHON J1eITeJIbHOCTU SIBJISIIOTCS
yIpo3bl, KOTOpble TasT B cebe TaK Ha3bIBaeMble AaHOHHWMHBIE CErMeHThbl MHTepHeTa, KOTOpbIe
AKTUBHO HCIOJIb3YyIOTCS OPraHW30BAaHHBIMU KPUMHWHAJBHBIMH COOGIIECTBAMM /[IJIsl TMOATOTOBKHU
W COBepllieHUs MPECTYIJIEHWH, a Takxke JiJid UX 6e30MacHoro GpuHAHCUPOBAHUA C MPUMeHEeHHEeM
KPHUIITOBAJIIOT. Pe3y/ibTaThbl UCC/Ie0BaHUS CBUAETENBCTBYIOT O TOM, YTO B HAYYHOM U MPAKTUYECKOM
IJIaHe 3Ta 06J1acTh U3y4YeHa KpaiiHe c1ab0 U HYX/IaeTcs BO BCECTOPOHHEM MCC/IE/[0BAaHUU. BecoMbIM
bYyHZIAMEHTOM /[1JIsT 3TOTO MOXET CTaTh Mepe/0BON 3apy6eXKHbIN ONBIT CTPaH, KOTOpPble paHbllle HAC
CTOJIKHYJIUCh C 3TUMU yIpo3aMH U B HACTOsIee BpeMsl BbIpabaThIBAIOT AEWCTBEHHblE METOAUKU
NPOTHUBOJIENCTBUS NPECTYIJIEHUSAM B Chepe BHICOKUX TEXHOJOTUH. AHAIM3 Pa3JIMYHbIX MAaTEPHUAJIOB B
3TOM HalpaBJIEHUH MIOKA3bIBAET 3JIEMEHThI METOJUKHU UX PACKPBITHSA, KOTOPBIE IIPU COOTBETCTBYIOIIEN
CHUCTEMaTH3allMd MOTYT ObITb aJAalTUPOBAHbI K Ka3aXCTaHCKUM YCJIOBUSIM U OYAYT CIOCOGCTBOBATD
JIeiCTBEHHOMY MPOTHUBOAEUCTBHUIO CO CTOPOHBI TPABOOXPAHUTETbHBIX OPTAaHOB.

KioueBble c10Ba: UHTEPHET, aHOHUMHbIe CETH, KpUNITOBa0Ta, blockchain, cepsep, mudposanue,

MaI>'IHPIHF, TPpaH3aKIUAA.
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