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Abstract: In 2023, Kazakhstan adopted the Law ‘On Online Platforms and
Online Advertising’, aiming to control online advertising. The law does not fully
protect personal data during profiling and targeted advertising, being limited
to general norms of legislation on the protection of personal data. Moreover,
Kazakhstani laws vaguely regulate the automated collection, analysis and
processing of data, which form the basis of profiling, microtargeting and artificial
intelligence technologies.

The article compares Kazakhstani and European regulations of profiling
and targeted advertising. We consider the opinions of Western scholars on
how profiling and targeted advertising invade a person’s privacy, autonomy,
and freedom, and pose threats to other fundamental rights and freedoms of
the individual. The article critically assesses the lack of adequate regulation
of profiling and targeted advertising in Kazakhstani law on the protection of
personal data.

A comparative analysis of the problem with European legislation leads to
the conclusion that Kazakhstani legislators should take seriously the scope and
complexity of the right to privacy as well as how it relates to other rights and
freedoms. The nation requires a high-quality law that safeguards personal data
during profiling and targeted advertising, providing for clear responsibilities of
owners and operators of personal databases.
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Introduction

In modern Kazakhstan, digitalisation has affected all spheres of life - education, healthcare,
financial and insurance services, employment, social and pension security, public services,
commercial relations, and other relations. Citizens actively interact with commercial
organizations, e-government, and society. In this regard, protecting personal data has acquired
great importance from a legal point of view.

The Constitution of Kazakhstan has radically changed the priority of protection from state
interests to human rights and freedoms, representing the state's highest value [1]. The Law of
the Republic of Kazakhstan ‘On Personal Data and Their Protection’ (hereinafter referred to as
the ‘Personal Data Law’), adopted in 2013, ensures further implementation of Article 18 of the
Constitution on the protection of the right to personal inviolability, respect for private life and
the protection of personal data [2]. Since 2013, the state has been enhancing the protection of
personal data subjects by revising the legislation. In September 2023, the Law of Kazakhstan,
‘On Online Platforms and Online Advertising’ (hereinafter referred to as the ‘Online Advertising
Law’), introduced new concepts of profiling and targeted advertising in Kazakhstan [3]. However,
the new law contains problems protecting personal data in the Republic of Kazakhstan. The
new law does not establish strict rules for the protection of personal data, is unclear and vague,
contains broad provisions on targeted advertising and profiling, and creates risks to the citizens’
rights and freedoms. Moreover, no explicit provisions exist on profiling and targeted advertising
in the Personal Data Law. Unfortunately, the draft Digital Code also does not clarify or eliminate
the risks that profiling and automated data processing entails for human rights and freedoms
and, in some cases, for the safety of society [4].

Materials and methods

The research in this article aims to identify the problems of the fragmented regulatory
framework for profiling and targeted advertising in Kazakhstan, insufficient protection of
personal data subjects, and problems in interpreting the right to privacy by the legislative
authority and the authorised data protection body. The article focuses on comparing the
provisions of the EU General Data Protection Regulation (‘GDPR’) and Kazakhstani legislation,
acts of the European Data Protection Board, opinions of Western scientists and decisions of the
European Court of Human Rights (hereinafter referred to as the ECHR) [5].

Research objectives are:

« to identify gaps in Kazakhstani legislative regulation of profiling and targeted advertising
as types of personal data processing.

« to identify problems in the legislative protection of the rights of personal data subjects
and demonstrate the possible consequences of profiling and automated data processing for
fundamental human rights and freedoms.

» to offer reccommendations for improving legislation in personal data protection.

The study was prepared using general scientific and specific research methods. Thus, the
authors used the methods of analysis and synthesis, the method from the general to the particular,
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the system method, and the comparative method. Authors also conducted a comparative analysis
of the regulation of profiling and targeted advertising in Kazakh and European legislation on
the protection of personal data, studying and comparing the legal provisions on profiling and
targeted advertising, their content, and quality.

The distinction between the Kazakh and European approaches to the classification and
content of profiling as a form of personal data processing, as well as the rights of personal data
subjects, and the responsibilities of controllers and data operators are demonstrated by the
comparison of statutory requirements. An examination of Western scientists’ research shows
a strong link between profiling and behavioural advertising and interference with a person’s
privacy, rights and freedoms. The opinions of Western scientists allow us to conclude that
Kazakh legislators need an adequate understanding of the content of the right to privacy. The
discovered difference between Kazakh legislation and European regulation creates risks of
abuse of profiling technologies and illegal use of personal data in Kazakhstan, causing harm to
the individual and his or her interests.

We will consider how targeted advertising and profiling violate the right to privacy (respect)
of private life, compare the approaches of Kazakhstani legislation and the GDPR, and consider
Western scientists' opinions on targeted advertising and profiling. Finally, we will provide
recommendations for improving national regulation in Kazakhstan.

Discussion

Before we consider the problems of the current Kazakhstani regulation, it is essential to
remember that private life is a broad concept recognised by scholars, legislators, regulators
and courts in many countries. In Europe, the decisions of the ECHR reveal the content and
interpretation of the right to respect private life and the law enforcement practice to ensure
this fundamental right. The ECHR has firmly established that private life is a broad term that is
not restricted to an ‘inner circle’ and includes the right to lead a ‘private-public life’, that is, the
ability of an individual to develop his or her social identity, to approach others to establish and
develop relationships with them [6; 7:§70]. According to the ECHR, the concept of ‘private life’
also includes activities of a professional or business nature or activities taking place in a public
context and multiple aspects of a person’s physical, social and personal identity, including
reputation [7:§71; 8:§§130,131; 9:§102; 10:§87].

The broad interpretation of the right to respect private life has led to a broad understanding of
personal data. Article 4(1) of the GDPR does not give an exhaustive definition of personal data. It
encompasses any information that may be utilised to identify a natural person, either directly or
indirectly, such as a name, identification number, location data, an online characteristic unique
to that person’s genetic, physical, physiological, mental, economic, social or cultural identity.

On the Internet, a user profile is created utilising the data stipulated in the GDPR under the
notion of personal data. This includes information on purchases, preferred products and brands,
frequently ordered products, medications or supplements, preferred travel destinations, hotel
accommodation preferences, literary preferences, film preferences, search queries, and other
information. A person's entire ‘life’ on the Internet, carried out through applications and a web
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browser, is a vast data bank about a person, which other persons use for their purposes or
benefits.

Google's search engine is a ‘Database of Intentions’ with ‘unfettered access to [users] interests,
needs, desires, fears, and pleasures... [and] information that is medical, financial, sexual, or
otherwise intimate in nature’ [11:22]. In the Internet, Google has become a pioneer in creating
user profiles using and analysing user data and actions on the Internet. Google ‘kicked off the
surveillance economy’ by transforming its advertising business and improving its services to
gain more from users’ data [12:19; 13:650-652]. Today, based on personal data, all players in
the advertising ecosystem create a ‘sophisticated’ user profile, which is placed like a commodity
in an automatic auction for advertisers [13:651, 14:36].

Like the Internet and mobile devices, mobile apps have become necessary in modern
society. Users spend significantly more time on mobile apps and the Internet, meaning that
‘non-human observers’ in the advertising ecosystem constantly monitor the user, covertly
collecting and exchanging personal data [15:356]. The amount of personal information provides
‘unprecedented knowledge of the minutiae of our daily lives’, and a person who is tracked and
observed ‘can become an extremely well-known citizen’ or a ‘transparent citizen’ [15:357,359;
11:22]. Profiling algorithms allow ‘knowing people better than they can know themselves’
[16:3].

Thus, the collected personal data allows us to understand what a person is like, their
character, habits, lifestyle, and economic and social status; in other words, to identify and
determine aspects of the user’s private life. Understanding the profile of Internet users allows
online service and product providers to target their customers, making more accurate offers
through targeted advertising. The latter increases the chances of making more profit and
providing users with the desired benefits. However, some users consider product and service
recommendations undesirable and aggressive [17:23].

What forced Kazakhstan to adopt the Online Advertising Law? In our country and around
the world, the Internet has become a source of income for many, and along with the advantages
that the Internet, platforms and social networks have created for selling goods and services,
the risks and threats to individuals have increased. The growing influence of social networks
and the dissemination of false advertising of goods and services, including financial services, by
famous personalities through their media channels and blogs have led to severe financial damage
[18]. Kazakhstanis lost more than 8 billion tenge due to the actions of fraudsters and financial
pyramids in 2022, and in 2023, the damage reached more than 144 billion tenge [19, 20]. The
state focused on the lack of ‘effective mechanisms for user interaction with online platform
owners to restore violated rights’ [21]. Therefore, the Online Advertising Law introduced the
user’s right to file a complaint with the owner of the online platform regarding the content
in order to regulate the distribution of content through online platforms. The legislator took
as an example the Western procedure of notification and content removal (‘notice-and-take-
down’) and the procedure for interaction between the user and the online service provider.
The law provided the user’s rights and obligated the online platform owner to determine the
mechanism and procedure for filing a complaint and to respond to the user’s complaint. Non-
transparent advertising and the ‘impressive capital’ ‘earned’ by bloggers from advertising goods
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and services, including financial pyramids, bookmakers and gambling, became another reason
for the state to adopt the new law [22]. In other words, the state also aimed to regulate the
shadow market of online advertising and replenish the budget.

To regulate the interaction between users and owners of online platforms and replenish the
budget, the legislator included profiling and targeted advertising in the Online Advertising Law
‘by inertia’, following the global trend of European regulations reception. The Kazakhstani Online
Advertising Law did not aim to regulate profiling and targeting in the context of protecting
the right to privacy of individual and personal data [23]. Kazakhstani legislators should have
considered the experience of regulating profiling and targeting following the example of the
GDPR. In addition, the clear and specific provisions of the European Digital Services Act (DSA)
were left without due attention, stating that the DSA clarifies and supplements the provisions
of the GDPR on the protection of personal data, requires strict compliance with the GDPR [24:
Recitals (10), (68), Art. 2.4(g)]. The Online Advertising Law and the Personal Data Law contain
vague provisions on profiling and broad obligations of online platforms and other online
advertising entities about users' rights.

The National Chamber of Entrepreneurs ‘Atameken’ expressed the opinion that there is no
need for the Online Advertising Law, on inconsistency in state regulation [25] However, the
legislator did not move away from the inconsistent approach to regulate profiling and targeted
advertising and did not consider the harm and risks to fundamental human rights and freedoms.

As a result, a fragmented and vague regulation of profiling and targeted advertising was
formed in Kazakhstan, consisting of three main laws: the Law on Personal Data, the Law on
Informatisation, and the Online Advertising Law [26: Art. 36].

The Personal Data Law contains general conditions for all types of personal data processing,
such as the data subject's consent, compliance with the requirements for data minimisation,
purpose limitation and storage. However, the Personal Data Law and the Online Advertising
Law do not directly indicate that profiling is a type of data processing or an action to use data.
They do not contain specific requirements for collecting data and performing profiling. Article
1.15) of Online Advertising Law defines profiling as a set of algorithms to determine the user's
preferences and (or) interests.

The above provisions of the Kazakh laws clearly show two essential differences from the
GDPR. Firstly, the GDPR explicitly states that profiling is any form of automated processing of
personal data. Secondly, the GDPR contains more specific provisions on what information and
identifiers, whataspects of a person’slifeand how are used to identify or distinguish an individual
and their preferences. According to GDPR an individual’s online information, identifiers and
online ‘traces’ are used to create ideas about individuals ‘performance in the workplace, their
financial standing, health, individual preferences, interests, trustworthiness, behavior, location
and movement’ [5, Recitals (30), Article 4(4)]. Unlike the GDPR, the Kazakh laws on profiling
and personal information used in profiling remain unclear. This allows data controllers and
operators to interpret the laws and act at their discretion, which could jeopardize an individual's
rights and freedoms.

In addition, Kazakhstani data subjects have weaker protection and poorer rights than
European individuals. For example, under GDPR the data subjects must be made aware that
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automated decision-making even exists and about the expected outcomes of such processing
[5: Recital (63), Art. 15(1)(h)]. The Kazakhstani Personal Data Law does not provide for such
a right of an individual, and the Informatization Law obliges to inform a data subject about
automated decision-making only if it creates, changes, or terminates the rights and legitimate
interests of the data subject [26: Art. 18-1, 36]. The law does not specify how the controller
and the operator determine such consequences for an individual. Thus, the controller and the
operator have discretion and may not inform a data subject who has an imperfect right to access
and transparency. The GDPR also grants data subjects the ability to object to profiling and to
prohibit processing for direct marketing purposes. It is the responsibility of the controller
and the operator of personal data to clearly and explicitly state the subject’s right to do so
[5: recitals (70), Art. 21(1)-(3)]. Kazakhstani data subjects do not have the right to object to
any data processing, and controllers and operators of data do not have corresponding duties.
Additionally, data controllers are not obligated under Kazakhstani legislation to evaluate how
processing personal data affects individuals, ability to exercise their rights and freedoms, and
the likelihood of potential legal consequences [5: recitals (91), Art. 35(3)(a)]-

Next, let us compare the Kazakhstan and European regulations of targeted advertising,
the purpose of which is to identify as accurately as possible the right target person to make a
specific commercial offer and push him to a decision that is beneficial to the advertiser. Such
targeted advertising infringes on privacy more aggressively than advertising directed at a vast,
undefined circle of people. Article 1.16) of the Kazakhstani Online Advertising Law provides only
a definition of targeted advertising. It does not establish additional provisions, clarifications,
specific requirements, rights or obligations for implementing targeted advertising. Although
the GDPR does not provide a separate concept of targeted advertising, it expressly requires
compliance with the provisions on the collection and processing of data based on the profiling
and characteristics of a person and his behavior on the Internet. The GDPR expressly states
that profiling may cause material or non-material damage, including discrimination, damage
to reputation, denial of financial resources or employment, and deprivation of other rights and
freedoms of an individual [5: recitals (71), (75)]. The GDPR obliges to comply with its principles
and requirements if the activity of processing personal data is related to monitoring the behavior
and tracking of an individual on the Internet [5: Art. 3(2)(b)].

Moreover, the independent European Data Protection Advisory Authority, the European Data
Protection Board (EDPB), in its guidelines, indicates how the targeting of social media users
leads to discrimination, manipulation of users and the undermining of individual autonomy
and freedom, undue influence on the participation and opinion of an individual in political
processes, risks for socially vulnerable persons, risks for consumers and competition and
other adverse legal consequences for an individual. The EDPB also clarifies the functions of all
persons involved in public relations in the targeting process and explains the liability measures
in case of a law violation [27]. Unlike European legislation, Kazakhstani laws define separate
authorized bodies to regulate online advertising and personal data protection. Kazakhstani
authorized bodies do not issue acts supplementing and clarifying the rules on profiling and
targeted advertising nor protecting personal data.

82 Ne21(150)/ 2025 JLH. ['ymunes amoindarel Eypaszus yammuoik yHueepcumeminiy XABAPILBICHI.

KyKblK cepusicol
ISSN: 2616-6844. elSSN: 2663-1318



Modern development of artificial intelligence technologies and problems of legal regulation of profiling and
targeted advertising in Kazakhstan

The Kazakh legislator must carefully weigh the global experience and the gravity of the threats
and risks of profiling and targeted advertising for fundamental human rights and freedoms
while adhering to current technological developments, not simply hastily passing laws. Kazakh
legal science has not studied the impact of information technology on human rights. In this
regard, it should consider the best legislation, law enforcement practice and the opinions of
Western legal scholars, which we will move on to below.

Foreign scholars agree that targeted advertising and profiling invade privacy because they
are ‘fraught with intrusive data practices’ and subject a person to constant surveillance and
tracking to identify the user’s identity and influence his or her behavior and choices [28].
However, commercial players believe there is no invasion of privacy since, in many cases,
anonymous and pseudonymized data are used, which provide an idea of the user’s behavior
on the Internet without precisely identifying him or her. Therefore, there is no violation of data
protection laws.

However, most scholars argue that tracking and analyzing a user violates privacy since even
using ‘nameless data’, ‘single-out data’, or ‘neutral data’, controllers and processors identify a
specific person from among a crowd [29:17,31; 8:§136]. The process of ‘singling out a person
implies identifying this person, even if ...a name [cannot be tied] to the data processed about
an individual’ [29:17]. Today, with the help of technical tools, including artificial intelligence
technologies, even well-anonymized personal information from various sources makes it
possible to identify and highlight an unknown person [13; 30:147; 31:205, 206; 32; 12:13].
In the online environment, ‘everything becomes information’, and ‘in the context of a ‘smart’
environment, data will always relate to people’ [31:199,202]. Pieces of information that a user
leaves on the Internet ‘that are not identifiable can become identified’ and ‘almost uniquely’ and
‘unambiguously’ identify a person [33:1891; 14:37].

The Internet user becomes an object of attention, a possible target consumer, identified
through collecting and analysing information about the user. Moreover, ‘information gathering
[about a person] results in a loss of anonymity’ [30:147]. Anonymity, as the lack of the ability
to be identified or to be an object of attention, is an essential element of privacy [34:7]. Purtova
defines anonymity as the opposite of identification and the ‘unreachability’ of the individual.
She distinguishes a type of ‘T-identification’ (targeted identification), which leads to unique
characterisation (identification) of a person [35:168-170]. According to her position, the goal
of targeting is pure individuation and personalisation [35:169,170,172]. Using purely personal
items, such as mobile devices, allows for better user identification [36:472]. Kuner believes that
modern technical capabilities for identifying a person 'may call for recognizing a fundamental
right of anonymity’ [32].

Thus, the ability to be reachable, recognizable, and monitored by someone means a loss of
anonymity. Suppose an individual is profiled and targeted due to information collected about
them. In that case, they cannot remain completely anonymous; they have lost control over their
personal information, so their privacy has been invaded. Any tracking and surveillance, whether
by a state, a business, or an individual, the elicitation of information and the acquisition of data
without the knowledge of the subject who has a reasonable expectation of privacy, represents
a violation of privacy [7: §73].
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In addition to the loss of anonymity, profiling and targeting technologies invade person’s
autonomy, which underpins the right to safeguard personal data and is one of the functional
features of personal integrity[37:9; 36:460]. Westerns scholars define autonomy as ‘the desire
to avoid being manipulated or dominated wholly by others’, to act freely in own interests, make
fully own independent decision [34:33, 12:36]. Autonomy consists of person’s true choice
without ‘being manipulated, gulled, brainwashed, or conditioned into making them [choices]’
[37:34].

Western scientists and regulators agree that profiling and targeted advertising aim to identify
a person, encourage them to make a certain decision and influence their behavior. At the same
time, changing a person’s behavior in any sphere of life is possible: commercial, political, or
social. Profiling information from Facebook, Google, and other apps allows to identify person’s
behavioral traits, thus creating behavioral profiles of people and influencing them [38:80; 12:37].
Scientists note that ‘the code’ and algorithms engineer the rational human behavior to achieve
certain goals, determine what to watch, read, and think for a person, and ‘act in ways [they]
would not have chosen otherwise’, including political campaigns [16:161; 39:51; 36:460; 40].
Professor Solove emphasizes that ‘autonomy harm involves limiting, undermining, suppressing,
or undue influence on people’s choices so that people are either directly denied the freedom to
make decisions or are deceived into thinking that they are free to make choices’ [41:845].

Modern technologies of targeted advertising and profiling, including artificial intelligence
technologies, impact other fundamental rights and freedoms and can harm human dignity,
reputation and other fundamental human rights and freedoms [16:6]. Besides the threats to
reputation, the new media and technologies, the rapid spread of information today and its easy
accessibility have raised the stakes, in the form of cyberbullying and ‘revenge porn’ but also
lost jobs and school disciplinary proceedings [15:361]. European data protection authorities
emphasize that targeted advertising and profiling can reinforce and ‘perpetuate existing
stereotypes and social segregation’ and increase the risk of bias, violating the right to non-
discrimination [42; 43:13].

Existing laws provide for traditional discrimination (e.g. race, colour, gender, language,
religion, political opinion), but current ‘algorithmic discrimination is based on blurrier, less
clear-cut categories’ [44:765]. Today, discrimination also affects ‘the consumer role of an
individual in a commercial sector’ [36:459]. According to Mantelero, profiling algorithms also
pose serious risks ‘to the right to education, equality before the law, freedom of movement,
freedom of expression, assembly and freedom in the workplace’ [44:762]. The modern
development of artificial intelligence technologies gives rise to other problems. Saetra warns
the generative Al ‘will be increasingly adept at persuasion, and that this will easily cross into the
domain of manipulation’, including manipulating human behavior and perceptions that could
lead to serious human [and societal] harm’ [45:3].

Discriminatory practices based on profiling can have negative socio-political consequences.
Since profiling is associated with automated data processing, the ‘code’ can be programmed
or used to organize clusters for economic, social, and even political purposes. Segregation or
filtering of individuals based on specific personal and behavioral characteristics is convenient
for employers when selecting candidates, for public organizations when promoting particular
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social and political interests, for the state when resolving issues of social security, when
providing insurance or loans, medical treatment, offering special groups of goods and services.

Profiling has the discriminatory effect of targeting in employment and society's social
and political life [15; 46]. Political campaigns disseminate ‘convenient’ information to target
and influence the electorate, thus manipulating the right to information and undermining
democracy. Targeting techniques ‘increase polarization of the electorate and identify and target
weak points’ and manipulate people's perceptions and beliefs [40:349; 12:37]. Personalization
and targeting pose a threat not only to democracy and free society but also to national security
since uncontrolled access to personal data allows ‘identify potential targets to recruit them as
spies’ [12:46-54]. Users do not know who is hiding behind the ‘code’ and profiling techniques.
Can societies and governments be confident that profiling and targeting techniques are not
used by criminal and terrorist elements to influence socially unstable individuals and teenager
to the detriment of human rights, law and order, national security and the sovereignty of states?

Results

The substance of the data protection legislation is critical in both the public and private
sectors. Kazakhstan should adopt more comprehensive and precise rules for collecting and
processing personal data and regulate profiling and targeted advertising in more detail at the
legislative level. Profiling and targeting techniques are used in commodity-money relations and
beyond and carry risks for other human rights, society and the state.

The concept of ‘personal data’ in Personal Data Law requires clarification, including data
relatingtoanindividualabouthisorherrace orethnicity, political opinions, religion, philosophical
views, belonging in professional and public organizations and unions, information about their
performance at workplace, financial standing, health, personal desires, reliability or behavior,
movements or location, one or more characteristics of their physical, physiological, mental,
financial, social or cultural identity. The Constitutional Court of the Republic of Kazakhstan
has identified these elements and integral characteristics of private life [47: paragraph 2]. The
Kazakhstani Constitutional Court noted that a person manages and controls information about
himself or herself and determines what information he or she would like to keep secret and
restrict access to it. Article 12 of the Constitution establishes that human rights and freedoms
determine the contentand application of laws and other regulations; human rights and freedoms
have priority over the rights and interests of the state and society, especially over commercial
interests and entrepreneurial gain. The state must ensure the implementation and protection
of this right to privacy and the right to control information about oneself.

Today, the Kazakhstani Personal Data Law does not contain the concept of profiling and
does not classify profiling as a type of personal data processing or use. The Personal Data
Law defines ‘personal data use’ in general, meaning actions with personal data intended to
accomplish the objectives of the personal database owner, operator, and a third party. Thus, the
Law hides profiling operations in the concept of ‘personal data use’ and gives high importance
to the interests of the owner, operator and third-party, leaving behind the individual’s rights
and interests.
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In this regard, the state should introduce a clear concept of ‘profiling’, similar to that specified
in the GDPR. The law should establish the grounds, cases and procedures for collecting and
using information about an individual for profiling and dissemination of targeted (behavioral)
content both for commercial and any beneficial purposes, excluding the risks of harm to other
human rights and freedoms, the constitutional order, law and order and national security of the
state.

Additionally, the legislator ought to define ‘processing’ in the Personal Data Law in a way that
is more in line with the GDPR’s definition and the Kazakhstani Constitutional Court’s resolution.
Legislators also should make it clear in the Online Advertising Law that profiling and monitoring
peoples’ online activities constitute personal data processing.

To improve the protection of the data subject, the state should supplement the data subject’s
rights with the right to know about the existence of profiling and automated processing of data
and automated decision-making, as well as the anticipated consequences of such processing. In
addition, for the data subject to effectively exercise their rights, the legislator should supplement
the duties of the data controller and the data processor with the following obligations:

 notify about the existence of automated processing and automated decision-making,
including profiling.

» obtain informed consent for the collection and processing of data, specifying the types of
processing, including profiling and online monitoring.

« establish a hotline or appoint a data protection officer to resolve data subjects’ requests,
including raising their awareness.

e implement (build) into software, products, mechanisms and technical features (privacy-by-
design) that allow an individual to control and decide what information about themselves they
agree to disclose and use for profiling and targeted advertising.

Conclusion

A study of the opinions of Western scientists and a comparison of European and Kazakhstani
regulation of profiling and targeted advertising demonstrated gaps in Kazakhstani legislation,
as well as insufficient and vague regulatory consolidation of the terms ‘personal data’, ‘profiling’
and ‘personal data processing’. It also revealed the absence of some duties of controllers and
data operators in connection with profiling and the absence of legislative mechanisms for
implementing individual control over the access and processing of personal data. The legislative
body underestimated the possible consequences of profiling for fundamental human rights and
freedoms, as well as for law and order, constitutional order and national security.

The Republic of Kazakhstan’s Constitution states that the state’s greatest value is the
individual and his rights and liberties. The legislative, executive and judicial branches must
ensure their application and protection. The adopted laws have the most crucial role since it is
the law that establishes norms and rules for all members of society. In the modern conditions
of high-tech life, laws protecting personal data can increase citizens’ awareness and ‘form a
protective shield for the individual against an increasingly intrusive world’ [15:165]. However,
the current Kazakhstani legislation does not pay due attention to the regulation of profiling and
targeted advertising, does not establish clear and distinct obligations for owners and operators
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of personal databases and third parties, as well as the necessary rights for data subjects,
provisions that improve the population’s digital and legal literacy while establishing conditions
for control over the personal information processing.

In this regard, the critical role of the lawmakers is to formulate clear and precise regulations.
The ECHR stresses the law’s quality in numerous rulings. The ECHR emphasizes that ‘the purposes
of personal data processing, expressed in vague terms may lead to broad interpretation. It is
crucial to establish clear and detailed regulations that define the scope and application of these
measures, alongside minimum safeguards regarding duration, storage, usage, third party access,
and protocols for maintaining data integrity and confidentiality, as well as destruction procedures,
thereby ensuring adequate protection against potential abuse and arbitrariness’ [48: §99].

Furthermore, in addition to administrative and criminal liability, the law must also provide
severe civil liability measures ‘designed to secure respect for private life even in the sphere of the
relations of individuals between themselves’ [49:§3; 10:§110]. Civil law must recognize privacy
harms without establishing damage, the need for its justification of proof. The law must convey
that privacy violations matter and ‘provide lessons for wrongdoers’. It is an unambiguously
formulated law that will form a society culture where people will be confident that their
privacy ‘will not be ignored’ by either companies or society [41:829]. A comprehensive law
will also ensure that the state and its authorized bodies fulfil their obligations to protect the
constitutional right to privacy, embracing the protection of personal information. The Kazakh
government has showed strong political commitment will and investment’ in advancing the
nation’s digitalization and enhancing the protection of human rights [50]. For example, the
creation of new bodies such as the cyber police and the anti-fraud center are aimed at combating
Internet fraud, which in 26% of cases is the result of unauthorized access to citizens' personal
data. Fraud of citizens related to online services, loans, and online purchases in 2024 resulted in
damages of 11.4 billion tenge, almost 3 times higher than in 2023 [51]. However, this indicates
that privacy threats remain, and the legal framework, including the draft of the new Digital
Code, is still far from thoroughly regulating the processing of personal data, including profiling
and targeted advertising.

“This research has been/was/is funded by the Committee of Science of the Ministry of Science
and Higher Education of the Republic of Kazakhstan (Grant No. BR27101389 The introduction of
artificial intelligence tools into the legislative process of the Republic of Kazakhstan to optimize
and improve the efficiency and transparency of legislation)”
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Human Rights, analyzed the problem, and summarized the study's results.

Kassymzhanova A. determined the research methodology, analyzed the risks of targeted
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’KacaH bl MHTe/JIEKT TEXHOJIOTMSJIAaPbIHBIH, 3aMaHayH AaMybl koHe Ka3akcTranaa npogpaiiMHr
»K9He TapreTTe/IreH OHJIaliH-)KapHAaMaHbl KYKBIKTBIK, peTTey/iH MaceJiejiepi

AnHoTanusa: Kazakcranga 2023 xblibl «OHJIAMH-TIaTdOpMasiap KoHe OH/IaWH-KapHaMa Typasibl»
3aH KabObL1JaH/bI, OHbIH Heri3ri MakcaTbl UHTepHeTTeri *kapHaMaHbl peTTey 60JibIl Tabblaa/(bl.
3aH HOpMasaphl Jiepbec AepeKTepAi KopFay TypaJsibl 3aHHAMaHbIH, Ka/llbl HOpMaJapbIMeH IIEeKTeJe
OTBIPbII, MPOodANJIUHT )KoHE TAPTETTEJTEH XKapHaMa Ke3iH/ie Aepbec AepeKTep/li TOJbIK KOpFaMai/ibl.
OHBIH yCTiHe Ka3aKCTaH/bIK 3aHjapAa NpodalJvHI, MUKPOTAPTeTUHT KoHe >KacaH/lbl UHTEJJIEKT
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TEeXHOJIOTUSJIapbIHbIH, HETi3iH KYpalTbIH JepeKTepAi aBTOMATTaHJbIPbUIFAH KWHAY, TalJay XoHe
OHJley HAaKThl peTTeJIMEreH.

Makanazja npodallIMHT TeH TapreTTeNreH »XapHaMaHblH Ka3aKCTaH/bIK >KoHe eyponasiblK
CTAaHAAPTTApbl CaJbICTBIPbLIAALL. [I[podalJuHT KoHe TapreTTesreH KapHAMaHbIH, aJlaMHBIH JKeKe
eMipiHe, aBTOHOMMUSICBI MeH OOCTaH/bIFbIHA Kasiad KOJI CYFaTbIHbI K9He 06acKa /Ja Heri3ri »keke
KYKbIKTapbl MeH 60CTaH/bIKTapblHa Kayill TOH/JipeTiHi TypaJibl BaThic FaibIMapblHbIH K63KapacTaphl
3epTTeseni. Makanana gepbec AepekTepai KopFray TypaJibl Ka3aKCTaHAbIK 3aHHaMaza npodaiiuHr
IIeH TapreTTeJIreH XKapHaMaHbIH, 19/IMe-/19J1 peTTeJMeTreH/Iiri CbIHU TYPFbIJaH 6aFraiaHa/bl.

MaceneHi eypona/nblK 3aHHaMaMeH CaJbICThIpMalbl TalAay Ka3aKCTaHABIK 3aH LIbIFapylIblaap
’KeKe eMipre Ko/ CYyFbLIMaylIbLIbIK KYKbIFbIHBbIH KeHJIri MeH TepeHJIriH, OHblH 6acKa KYKbIKTap
’KOHe OO0CTaHJAbIKTapMeH OGallJlaHbICBIH ecKepyi Kepek JiereH TYHiH »kacaTazbl. Ejare npodaisnHr
»K9He TepreTTeJIleH XKapHaMa Ke3iHze Aepbec JepeKTepAi KOpFalThIH, lepbec AepeKTep/li KAMTUTBIH
6a3aHblH MeHIIiK Hesiepi MeH onepaTop/iapblHA HAKTHI YKayalKepILiJiKTi KAMTaMachl3 eTeTiH }KOoFaphl
camnaJibl 3aH KaXKeT.

TyiiH ce3aep: 3aH camachl; nNpodalJIMHT; TaprreTTe/ieH XKapHaMma; aepbec gepekrtep; GDPR;
aHOHUM/IK; COUKECTeH/lipy; lepeKTep/i aBTOMAaTTaH/bIPbLIFAH 6HAEY; *KaCaH/bl UHTEJJIEKT.
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13 Kazaxckull HQUUOHA1bHbIU yHUBepcumem umeHu aab-Papabu
2Espasulickuil HOYUUOHA/1bHLIU yHUBepcumem umenu JL.H. ['ymunaesa
(e-mail: ‘akhmetova.saule@gmail.com, “ainur.kassymzhan@gmail.com, *ibraeva_tgp@mail.ru)

CoBpeMeHHOe pa3BUTHE TEXHOJIOTUI HCKYCCTBEHHOT0 HHTe/IVIEKTA M NP06JieMbl NIPAaBOBOT0
peryiupoBaHus NpopuIMpoBaHUA U TapreTUPOBaHHOM pekyamMbl B Ka3axcrane

AnHoTanus: B 2023 rogy B KasaxcraHe 6b11 npuHAT 3akoH «06 oHalH-NIaTGOpMax U OHJIaNH-
pek/jiaMe», OCHOBHOM 1ieJIbl0 KOTOPOTo fIBJSIETCA peryJMpoBaHHe peK/JaMbl B MHTepHeTe. 3aKOH
He B IOJIHOM Mepe 3alUIIAeT NepCcoHaJbHbIe JaHHbIe NMPU NPOPUIUPOBAHUN U TAPreTUPOBAHHON
pek/iaMe, OrpaHUYMBasACh OOLMMHY HOPMaMM 3aKOHOJATeJbCTBA O 3aLUTe NepCOHAJbHBIX JAaHHBIX.
Bojiee TOro, kasaxCTaHCKMe 3aKOHbl SICHO He PeryJyupylT aBTOMAaTU3UpPOBAaHHBIN c6Op, aHAIU3 U
06paboTKy JAaHHBIX, KOTOpPble COCTABJISIOT OCHOBY NpodailMHra, MUKpOTapreTUHra U TeXHOJOTUHI
HCKYCCTBEHHOT'0 UHTeJIJIEKTA.

B craTbe cpaBHUBAIOTCA Ka3aXCTaHCKUE W eBpONeHCKHe HOPMbI NMPOQUIMPOBAHUA U TapreTH-
pOBaHHOW pekJsiaMbl. PaccMaTpyBalOTC MHEHMSl 3alaJiHbIX YYeHbIX O TOM, Kak NpoduIupoBaHuUE
M TapreTHUpoBaHHasi peKJlaMa BTOPralOTCs B YACTHYIO >KU3Hb, aBTOHOMUIO U CBOGOAY 4esloBeKa U
IpeJCTaBJASIOT Yrpo3y APYyTMM OCHOBHBIM IpaBaM M CB060JaM JIMYHOCTU. B cTaTbe KpUTHYeCKHU
OLleHMBAeTCsl OTCYTCTBHE aJleKBaTHOTO peryJupoBaHUs NPOPUIMPOBAHUSA U TapreTUpPOBaHHOMN
peKJiaMbl B Ka3aXCTaHCKOM 3aKOHOZATEbCTBE O 3alUTe ePCOHAIbHBIX JaHHbIX.

CpaBHUTeIbHBIN aHa/IM3 IP06JIeMBI C eBPONEHCKUM 3aKOHOAATEIbCTBOM NIPUBOJUT K BBIBOAY, UTO
Ka3axCTaHCKUM 3aKOHOJATeJISIM CJIeZlyeT YIUThIBATh LUIMPOTY U IIyOUHY NpaBa Ha HEMPUKOCHOBEHHOCTh
YaCTHOM »KU3HU U €ero CBfI3b C JAPYTMMH NpaBaMHU U cBo6ojaMU. CTpaHe HeOOXOUM KayeCTBEHHbIH
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3aKOH, 3al[MLIAIOLIMI TepCcOHaIbHbIE JaHHble IPU NPOPUIMPOBAHUM U TapTeTHPOBAHHOU peKjame,
npeAycMaTpUBaIOLIUN YeTKHe 006513aHHOCTH BJIaJleJIbIEeB M ONIepaTOpPOB 6a3 NepCOHANbHBIX JAHHBIX.

KirioueBble c/10Ba: KaueCTBO 3aKOHA; NpodUINpoBaHUe; Tpodal/IMHT; TapreTUpOBaHHAs PeKIaMa;
nepcoHasbHble AaHHble; GDPR; aHOHMMHOCTD; MJeHTUUKALMA; aBTOMAaTU3MpPOBaHHas 06paboTka
JIAHHBIX; UCKYCCTBEHHBIN HHTEJIJIEKT.

CNUCOK JIUTepaTyphl

1. Constitution of the Republic of Kazakhstan. (1995) [online]. Zakon.kz. Available at: https://adilet.
zan.kz/eng/docs/K950001000_ (accessed: 25.09.2023).

2. The Law of the Republic of Kazakhstan ‘On Personal Data and Their Protection’ (2013) [online].
Adilet.zan.kz. Available at: https://adilet.zan.kz/eng/docs/Z1300000094 (accessed: 10.09.2023).

3. The Law of the Republic of Kazakhstan ‘On online platforms and online advertising’ (2023). [online]
Adilet.zan.kz. Available at: https://adilet.zan.kz/eng/docs/Z2300000018 (accessed: 17.09.24. Proekt
Cifrovogo Kodeksa (2024) [Draft of the Digital Code] [online] Zakon.kz. Available at: https://online.
zakon.kz/Document/?doc_id=38933548&sub_id=1&pos=13;-54#pos=13;-54, (accessed: 12.06.2024)
[in Russian].

5.Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
protection of natural persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation), (2016) [online].
Eur-lex.europa.eu. Available at: https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A320
16R0679&qid=1709640908095, (accessed: 17.09.2023)

6.European Convention for the Protection of Human Rights and Fundamental Freedoms (1953)
[online]. Coe-int. Available at: https://www.coe.int/ru/web/compass/the-european-convention-on-
human-rights-and-its-protocols, (accessed: 02.10.2023).

7.Barbulescu v Romania [GC] App no 61496/08 (2017) [online]. Hudoc.echr.coe.int. Available at:
https://hudoc.echr.coe.int/fre?i=001-177082, (accessed: 15.10.2023).

8.Satakunnan Markkinaporssi Oy and Satamedia Oy v Finland [GC] App no 931/13 (2017) [online].
Hudoc.echr.coe.int. Available at: https://hudoc.echr.coe.int/fre?i=001-175121, (accessed: 15.10.2023).

9.L.B. v Hungary [GC] App no 36345/16 (2023) [online]. Hudoc.echr.coe.int. Available at: https://
hudoc.echr.coe.int/fre?i=001-223675, (accessed: 15.10.2023).

10.Lopez Ribalda and others v Spain [GC] Apps nos 1874/13 and 8567/13 (2019) [online]. Hudoc.
echr.coe.int. Available at: https://hudoc.echr.coe.int/fre?i=001-197098, (accessed: 15.10.2023).

11.Tene, O. (2011) Privacy: The new generations. International Data Privacy Law, [online] Volume
1(1), p. 15. Available at: https://doi.org/10.1093/idpl/ipq003 (accessed 31.08.2023)

12.Véliz, C. (2020). Privacy Is Power: Why and How You Should Take Back Control of Your Data. 1st
ed. [pdf] UK: Penguin Random House, 148 p. Available at: https://dokumen.pub/privacy-is-power-why-
and-how-you-shouldtake-back-control-of-your-data-9781473583535.html (accessed 09.09.2023)

13.Ullah, L, Boreli, R. and Kanhere, S. (2023). Privacy in Targeted Advertising on Mobile Devices: a
Survey. International Journal of Information Security, [online] Volume 22, p. 647. Available at: https://
doi.org/10.1007/s10207-022-00655-x (accessed 11.09.2023)

JLH. T'ymusnes amwindarsl Eypaszus yammoik yHueepcumeminiy XABAPILBICHI N21(150)/ 2025 93

KyKbik cepusicobl
ISSN: 2616-6844. elSSN: 2663-1318



S.B. Akhmetova, A.A. Kassymzhanova, A.S. Ibrayeva

14.Estrada-Jiménez, ]., Parra-Arnau, J., Rodriguez-Hoyos A., and Forné, ]J. (2017). Online advertising:
Analysis of privacy threats and protection approaches. Computer Communications [online] Volume 100,
p. 32. Available at: https://doi.org/10.1016/j.comcom.2016.12.016 (accessed 11.09.2023)

15.Ego, S. (2018) The Known Citizen: a History of Privacy in Modern America. Cambridge,
Massachusetts: Harvard University Press.

16.Goldenfein, J. (2019) Monitoring Laws. Profiling and identity in the World State. New York, NY:
Cambridge University Press.

17.Pilton, C,, Faily, S., and Henriksen-Bulmer, J. (2021) Evaluating privacy - determining user privacy
expectations on the web. Computers & Security. [online] Volume 105, p.1 Available at: https://doi.
org/10.1016/j.cose.2021.102241, (accessed 11.09.2023)

18.Albadullaeva, A., (2023). Millionnye reklamy, nalogi i informbezopasnost: zachem kazahstancam
zakon o blogerah? [Millions of ads, taxes and information security: why do Kazakhstanis need a law on
bloggers?] [online] Liter.kz. Available at: https://liter.kz/millionnye-reklamy-nalogi-i-inform-bezopasnost-
zachem-kazakhstantsam-zakon-o-blogerakh-1684485143/, (accessed: 04.09.2023) [in Russian]

19. Rankingkz., (2022). Ushcherb ot finansovyh piramid v Kazahstane v proshlom godu prevysil
8 milliardov tenge [Damage from financial pyramids in Kazakhstan last year exceeded 8 billion
tenge?] [online] Available at: https://ranking.kz/reviews/socium/ushherb-ot-finansovyh-piramid-v-
kazahstane-v-proshlom-godu-prevysil-8-milliardov-tenge.html (accessed: 04.09.2023) [in Russian]

20.KazTAG, (2024). Ushcherb na T144 mlrd prichinili moshenniki v 2023 godu desyatkam tysyach
kazahstancev [Fraudsters caused damage of T144 billion to tens of thousands of Kazakhstanis in 2023]
[online] Available at: https://kaztag.kz/ru/news/ushcherb-na-t144-mlrd-prichinili-moshenniki-v-
2023-godu-desyatkam-tysyach-kazakhstantsev, (accessed: 14.06.2024) [in Russian]

21.Zakon.kz., (2023). Konsul'tativnyj dokument regulyatornoj politiki, Dos'e na proekt Zakona RK «Ob
internet-reklame i onlajn-platformah» [Advisory document on regulatory policy, Dossier on the draft
Law of the Republic of Kazakhstan ‘On online advertising and online platforms’] [online] Available at:
https://online.zakon.kz/Document/?doc_id=37166153&doc_id2=3684707 1#activate_doc=2&pos=3;-
80&p0s2=796;2, (accessed: 04.09.2023) [in Russian]

22. Azattyq Ryhy, Blogery i moshenniki: zachem Kazahstanu nuzhna legalizaciya onlajn-reklamy?
[Bloggers and scammers: why does Kazakhstan need to legalize online advertising?] [online] Available
at:  https://rus.azattyq-ruhy.kz/society/51595-blogery-i-moshenniki-zachem-kazakhstanu-nuzhna-
legalizatsiia-onlain-reklamy (accessed: 04.09.2023) [in Russian]

23.CHernogrickaya, E., (2023) V Kazahstane planiruyut zakonodatel'no uregulirovat' sferu internet-
reklamy i onlajn-platform [Kazakhstan plans to legally regulate the sphere of Internet advertising
and online platforms] [online] Zakon.kz. Available at: https://www.zakon.kz/pravo/6389391-v-
kazakhstane-planiruyut-zakonodatelno-uregulirovat-sferu-internetreklamy-i-onlaynplatform.html
(accessed: 20.08.2023) [in Russian]

24. Regulation (EU) 2022/2065 of the European Parliament and of the Council of 19 October 2022 on
a Single Market For Digital Services and amending Directive 2000/31/EC (Digital Services Act). (2022).
[online] Eur-lex.europa.eu. Available at: https://eur-lex.europa.eu/eli/reg/2022/2065/0j, (accessed:
20.08.2023)

25. Zakon.kz, (2023). Ekspertnoe zaklyuchenie Nacional'noj palaty predprinimatelej Respubliki
Kazahstan «Atameken» ot 15 maya 2023 goda N2 06499/28. Dos'e na proekt Zakona RK «Ob internet-

94 N21(150)/ 2025 JLH. ['ymunes amoindarel Eypaszus yammuoik yHueepcumeminiy XABAPILBICHI.

KyKblK cepusicol
ISSN: 2616-6844. elSSN: 2663-1318



Modern development of artificial intelligence technologies and problems of legal regulation of profiling and
targeted advertising in Kazakhstan

reklame i onlajn-platformah» [Expert opinion of the National Chamber of Entrepreneurs of the Republic
of Kazakhstan "Atameken" dated May 15, 2023 No. 06499/28. Dossier on the draft Law of the Republic
of Kazakhstan "On online advertising and online platforms"] [online] Available at: https://online.zakon.
kz/Document/?doc_id=37166153&doc_id2=36847071#activate_doc=2&pos=3;-80&pos2=796;2,
(accessed: 04.09.2023) [in Russian]

26. Law of the Republic of Kazakhstan ‘On Informatisation’ (2015) [online] Adilet.zan.kz. Available
at: https://adilet.zan.kz/eng/docs/Z1500000418 (accessed: 10.09.2023)

27. European Data Protection Board, (2021), Guidelines 8/2020 on the targeting of social media
users. [online] Edpb.europa.eu. Available at: https://www.edpb.europa.eu/system/files/2021-04/
edpb_guidelines_082020_on_the_targeting_of social_media_users_en.pdf, (accessed: 10.09.2023)

28. Yun,TZ.,(2021).Thebattlebetweentargetedadvertising&dataprivacy.[online] Theedgemalaysia.
com. Available at: https://theedgemalaysia.com/article/battle-between-targeted-advertising-data-
privacy%C2%A0, (accessed: 11.09.2023)

29. Borgesius. F. (2016). Singling out people without knowing their names - Behavioural targeting,
pseudonymous data, and the new Data Protection Regulation. Computer Law & Security Review,
[online] Volume 32(2), p.256. Available at: https://doi.org/10.1016/j.clsr.2015.12.013., http://dx.doi.
org/10.2139/ssrn.2733115, (accessed: 18.08.2023)

30. Trepte, S.and Reinecke, L., eds. (2011). Privacy Online. 1st ed. [PDF] Berlin Heidelberg: Springer-
Verlag, 269 p. Available at: https://www.researchgate.net/publication/261613840_Privacy_Online,
(accessed: 23.09.2023)

31. Gellert, R., (2021). Personal data’s ever-expanding scope in smart environments and possible
path(s) for regulating emerging digital technologies. International Data Privacy Law. [online] Volume
11(2), p.196. Available at: https://doi.org/10.1093/idpl/ipaa023, (accessed: 09.09.2023)

32. Kuner, C., Cate, F, Millard, C., and Svantesson, D., (2013). Face-to-data r another developing
privacy threat? International Data Privacy Law. [online] Volume 3(1), p.1. Available at: https://doi.
org/10.1093/idpl/ips032, (accessed: 31.08.2023)

33. Solove, D., (2013) Introduction: Privacy Self-Management and the Consent Dilemma. Harvard
Law Review. [online] Volume 126(7), p.1880. Available at: https://ssrn.com/abstract=2171018,
(accessed: 11.08.2022).

34. Westin, A., (1967). Privacy and Freedom. 1st ed. [ebook] New York: Atheneum, 487p. Available
at: https://archive.org/details/privacyfreedom0Owest/, (accessed: 24.11.2022)

35. Purtova, N,, (2022). From knowing by name to targeting: the meaning of identification under
the GDPR. International Data Privacy Law. [online] Volume 12(3), p.163. Available at: https://doi.
org/10.1093/idpl/ipac013, (accessed: 31.08.2023)

36. KingN. and Jessen, PW, (2010). Profiling the mobile customer - Privacy concerns when
behavioural advertisers target mobile phones - Part I. Computer Law & Security Review. [online] Volume
26(5), p.- 455. Available at: https://doi.org/10.1016/j.clsr.2010.07.001, (Accessed: 11 September 2023)

37. Naef, T, (2022). Data Protection without Data Protectionism. 1st ed. [ebook] Cham, Switzerland:
Springer, 431p. Available at: https://doi.org/10.1007/978-3-031-19893-9 (accessed: 10.08.2023)

38. Shah, H., (2023). Beneath the bonnet of online privacy. EU Research. [online] Researchgate.net.
Available at: https://www.researchgate.net/publication/373898231_Beneath_the_bonnet_of online_
privacy (accessed: 21.09.2023).

JLH. T'ymusnes amwindarsl Eypaszus yammoik yHueepcumeminiy XABAPILBICHI N21(150)/ 2025 95

KyKbik cepusicobl
ISSN: 2616-6844. elSSN: 2663-1318



S.B. Akhmetova, A.A. Kassymzhanova, A.S. Ibrayeva

39. Pariser, E., (2011). The filter bubble. What the Internet is Hiding from You. 1st ed. [PDF] New-
York: Penguin Press, 265p. Available at: https://hci.stanford.edu/courses/cs047n/readings/The_Filter_
Bubble.pdf (accessed: 27.09.2023)

40. Casagran, C.B.and Vermeulen, M., (2021). Reflections on the murky legal practices of political
micro-targeting from a GDPR perspective. International Data Privacy Law. [online] Volume 11(4), p.348.
Available at: https://doi.org/10.1093/idpl/ipab018, (accessed: 31.08.2023)

41. Citron, D.K. and Solove, D., (2022). Privacy Harms. Boston University Law Review. [online]
Volume 102(3), p.793. Available at: https://ssrn.com/abstract=3782222, (accessed: 11.08.2022)

42. European Union Agency for Fundamental Rights, (2018). Unlawful profiling. [online] Available
at: https://fra.europa.eu/en/themes/unlawful-profiling, (accessed: 22.09.2023)

43. Mantelero, A. and Esposito, M.S., (2021). An evidence-based methodology for human rights
impact assessment (HRIA) in the development of Al data-intensive systems. Computer Law & Security
Review. [online] Volume 41, p.1. Available at: https://doi.org/10.1016/j.clsr.2021.105561, (accessed:
22.09.2023)

44. Mantelero, A., (2018). Al and Big Data: A blueprint for a human rights, social and ethical impact
assessment. Computer Law & Security Review. [online] Volume 34, p.754. Available at: https://doi.
org/10.1016/j.clsr.2018.05.017, (accessed: 22.09.2023)

45. Seetra, H. S, (2023). Generative Al: Here to stay, but for good? Technology in Society. [online] Volume
75, p.1. Available at: https://doi.org/10.1016/j.techsoc.2023.102372, (accessed: 22.09.2023).

46. Galanis, K., Syed, l.and Williams, K., (2021). Privacy versus products in targeted digital advertising.
[online] Mediaengagement.org. Available at: https://mediaengagement.org/research/privacy-versus-
products-in-targeted-digital-advertising/ (accessed: 11.09.2023)

47. Normativnoe postanovlenie Konstitucionnogo Suda Respubliki Kazahstan ot 21 aprelya 2023
goda N2 11 «O rassmotrenii na sootvetstvie Konstitucii Respubliki Kazahstan podpunkta 3) punkta
1-1 stat'i 14 Zakona Respubliki Kazahstan ot 23 iyulya 1999 goda «0O sredstvah massovoj informacii»»
[Regulatory Resolution of the Constitutional Court of the Republic of Kazakhstan dated April 21, 2023
No. 11 "On the consideration of subparagraph 3) of paragraph 1-1 of Article 14 of the Law of the
Republic of Kazakhstan dated July 23, 1999 "On Mass Media" for compliance with the Constitution of the
Republic of Kazakhstan"] (2023). [online]. Adilet.zan.kz. Available at: https://adilet.zan.kz/rus/docs/
$2300000011, (accessed: 12.05.2024) [in Russian]

48. S and Marper v UK [GC] App nos. 30562/04 and 30566/04 (2008) [online]. Hudoc.echr.coe.int.
Available at: https://hudoc.echr.coe.int/fre?i=001-90051, (accessed: 22.09.2023)

49. Barbulescu v Romania [GC] App no 61496/08 (2017), Joint Dissenting Opinion of judges’
Raimondi, Dedov, Kjolbro, Mitz, Mourou-Vikstroem and Eicke [online] Hudoc.echr.coe.int. Available at:
https://hudoc.echr.coe.int/fre?i=001-177082, (accessed: 22.09.2023)

50. Mokkamel, M., (2023). Which Economies Top the UN E-Government Development Index. [online].
Wipo.int. Available at: https://www.wipo.int/global_innovation_index/en/gii-insights-blog/2023/e-
government-development.html (accessed: 22.09.2023)

51. Profitkz., (2025). V Kazahstane nachali otslezhivat' i blokirovat' perevody deneg moshennikam.
[Kazakhstan has begun tracking and blocking money transfers to fraudsters] [online] Available at: https://
profitkz/news/68787 /V-Kazahstane-nachali-otslezhivat-i-blokirovat-perevodi-deneg-moshennikam/,
(accessed 31.01.2025) [in Russian]

96 N21(150)/ 2025 JLH. ['ymunes amoindarel Eypaszus yammuoik yHueepcumeminiy XABAPILBICHI.

KyKblK cepusicol
ISSN: 2616-6844. elSSN: 2663-1318



Modern development of artificial intelligence technologies and problems of legal regulation of profiling and
targeted advertising in Kazakhstan

Information about authors:

Akhmetova S. - doctoral student, al-Farabi Kazakh National University, Al-Farabi Avenue 71, 050040,
Almaty, Kazakhstan.

Kassymzhanova A. - PhD, senior lecturer, L.N. Gumilyov Eurasian National University, Satbaev st. 2,
Almaty district, 010000, Astana, Kazakhstan.

Ibrayeva A. - doctor of legal sciences, Professor, al-Farabi Kazakh National University, Al-Farabi
Avenue 71, 050040, Almaty, Kazakhstan.

Axmemosa C.B. - foKTOpaHT, aj-Papabu aTbiHAaFbl Kasak y/aTThIK YHUBepcuTeTi, aj-Papabu
JanrbLIbl, 71, 050040, Anmatel, Kazakcras.

Kacwimorcanosa A.A. - PhD pokTtopsl, aFa okpITyiibl, JLH.['yMuneB atbingarel Eypasus yiaTbIK
yHuBepcuTeTi, CoT6aeB 2 kemieci, AnmaTtsl ayganbl, 010000, Actana, KazakcTaH.

Hépaeea A.C. - 3aH FBUIBIMJAPBIHBIH AOKTOPLI, Ipodeccop, aa-Papadbu aTeiHAaFbl Kasak yaThIK
yHUBepcuTeTi, a;1-Papabu gaHfFbLabl, 71, 050040, Aamarsl, KasakcTtaH.

Axmemoea C.B. - foktopaHT, Kazaxckuil HalMOHa/bHBINA YHHUBepCUTET UMeHHU anb-Papabuy, mp.
anb-®apabuy, 71, 050040, AnmaTsl, KazaxcTaH.

Kaceimorcanosa A.A. - poxktop PhD, crapmuii npenosaBaTesib, EBpasuiickuil HalMOHaJbHbIH
yHuBepcuteT uM.JL.LH.I'yMuseBa, yi. CatbaeBa 2, AnmaTuHckui paiioH, 010000, ActaHa, KazaxcraH.

Hépaesa A.C. - noKTOp OPUJUYECKUX HAYK, Tpodeccop, Kazaxckuil HallMOHAJbHBIA yHUBEPCUTET
nMeHU anb-Papabu, np. anb-Papabu, 71, 050040, AnmaTsl, KazaxcTaH.

Copyright: © 2025 by the authors. Submitted for possible open access publication under the terms
and conditions of the Creative Commons Attribution (CC BY NC) license (https://creativecommons.org/
licenses/by-nc/4.0/).

JLH. 'ymusnee amvindarsl Eypasus yaimmoik yHusepcumeminiy XABAPIBICHI. N21(150)/ 2025 97

KyKbik cepusicobl
ISSN: 2616-6844. elSSN: 2663-1318


https://creativecommons.org/licenses/by-nc/4.0/deed.en

