JLH. I'ymunes amviHdarsl Eypasus yimmeolk yHueepcumeminiy XABAPIIIBICHL.
ISSN: 2616-6844. eISSN: 2663-1318

KYKBIK CEPUACBHI/ LAW SERIES/ CEPH{ ITPABO

IRSTI 10.79.35 https://doi.org/10.32523/2616-6844-2024-149-4-170-185
Scientific article

The collection of digital traces in the investigation of online crimes

N.M. Apsimet*!'", Ye.T. Alimkulov?", G.Zh. Duisenbayeva?

L2A]-Farabi Kazakh National University
3«Q» University

(e-mail: ‘apsimet.nurdaulet@gmail.com, “erbol.alymkulov@kaznu.edu.kz, >sweet_303@mail.ru)

Abstract: The article is devoted to the study of methods of collecting
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The collection of digital traces in the investigation of online crimes

Introduction

The growing number of online crimes, such as cyberbullying, fraud, hacking and the
distribution of malicious software, highlights the relevance of studying methods for collecting
digital traces in the course of their investigation. Digital traces represent important evidence
that may include user data, metadata, access logs, and network footprints. They play a key
role in establishing the facts of crimes and identifying suspects, as well as in subsequent
court proceedings. The main purpose of this work is to study the methods of collecting and
analyzing digital traces, as well as to consider their legal and ethical aspects. The objectives of
the research include the classification of digital traces, the analysis of modern methods of their
collection, the discussion of existing problems and limitations, as well as the prospects for the
development of technologies in the field of digital forensics. A review of existing research shows
that, despite significant progress in the field of cyberforensis, there remain unresolved issues
related to ensuring data confidentiality, respect for citizens' rights and the legality of using the
collected data in court. This work is aimed at filling these gaps and offering recommendations
to improve the practice of investigating online crimes.

Research methods

The article uses an integrated approach to the study of methods for collecting and analyzing
digital traces in the context of investigating online crimes. The main method includes an analysis
of existing literature and scientific publications on digital forensics, which allows to systematize
current knowledge about the types of digital traces, their significance and methods of analysis.
Additionally, a comparative analysis of various approaches to digital data processing is carried
out, including methods for analyzing network traffic, metadata and user behavior, based on the
study of published studies and investigation reports.

A qualitative analysis of real cases and court cases in which digital traces played a key role
is also performed. This includes examining documents related to investigations and analyzing
their results, which confirms the effectiveness of the proposed methods and identifies existing
limitations. The applied research methods make it possible to combine theoretical and practical
analysis, providing sound conclusions and recommendations for the further development of
digital forensics.

Discussion

In the modern digital world, the amount of information available about users is constantly
growing. At first glance, this phenomenon may seem positive, but it also carries hidden threats.
Whereas the storage of information on natural media, such as stone or papyrus, which did
not present a significant risk to humans, the advent of technology has led to an increase in
the digitisation of data. Unlike traditional media, digital information has a high degree of
vulnerability.
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Modern users, often without hesitation, leave a lot of digital traces, posting photos on
social networks or just walking around the city with geolocation devices turned on. Each such
trace increases the risk of becoming a victim of digital intruders. In these circumstances, it
is especially important to understand the methods of protecting and preserving data. Digital
footprint analysis is becoming an integral part of countering cyber threats and plays a key role
in investigating online crimes. This article is devoted to the issues of collecting digital traces
and their importance in the process of investigating crimes in the digital environment, as well
as methods for minimizing the risks associated with information leakage.

In recent years, Kazakhstan has seen a significant increase in the number of cybercrimes,
which underscores the importance of developing and applying effective investigative methods,
including the collection and analysis of digital traces. According to the data provided by the
Deputy Minister of Internal Affairs of Kazakhstan, the number of cybercrimes has increased
more than tenfold over the past seven years. In 2024, 3,645 cases of online fraud were reported,
representing an increase of 8.3% compared to the same period of the previous year. These cases
account for 18% of the total number of crimes registered this year, and 43% of all fraud cases [1].

Statistics highlight the growing importance of cybercrime and the need to improve methods for
collecting and analyzing digital traces. Law enforcement agencies should not only improve
their technical capabilities to detect and record such traces, but also develop comprehensive
approaches to their analysis to effectively identify and prevent cyber threats. Digital traces left
by users and their devices on the network are becoming a key tool in investigations, helping to
establish facts, identify suspects and form an evidence base. They allow us to identify patterns
of behavior, connections between suspects and potential threats. In the context of the growing
number of cybercrimes, the analysis of digital traces is becoming an integral part of the work
of law enforcement agencies, contributing to both the detection of crimes and the prediction of
offenses, which increases the effectiveness of measures to prevent cyber threats.

According to S.R. Nizayeva [2], the digital footprint is a unique set of actions of subjects in
the information and telecommunications environment and the information they leave when
interacting with web pages. Such traces created by individuals and legal entities are an important
object of research in cybersecurity and criminology.

Nizayeva identifies two types of digital traces: active and passive. An active trail is created
when a user knowingly leaves data on the Internet, for example, through posting on social
networks, registering on platforms, participating in chat rooms or agreeing to use cookies.
The passive footprint, on the contrary, is formed without the user's knowledge and includes
automatically collected data such as IP addresses, geolocation and browsing history, used to
analyze behavior and targeted advertising.

Different types of digital traces are of unique importance in investigations. The key ones
include user data such as names, email addresses and phone numbers, which help identify
users and understand their activity in the digital environment. Metadata, including timestamps,
geolocation, and device parameters, play an important role in determining the time and location
of crimes and interactions between participants.

Network traces, including web server logs, network traffic records, and IP addresses, allow to
track data transmission routes and identify suspicious activity. In combination with other types
of digital traces, they help to reconstruct the picture of criminal activity in the digital space.
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Digital traces are also important for reconstructing the sequence of events, identifying
suspects, identifying their connections, and verifying alibis. Given the rapid development of
technology and the growth of cybercrime, effective collection and analysis of digital traces is
becoming an essential element of investigations, requiring in-depth technical knowledge and
compliance with legal and ethical standards.

The study of the types and classification of digital traces, as well as methods of their analysis
and use, is an important area in the field of digital forensics. Modern approaches include the
integration of traditional methods and new technologies such as artificial intelligence and
machine learning, which can significantly improve the efficiency of working with digital traces
and their interpretation.

Effective collection of digital traces requires adherence to a rigorous methodology that
includes the identification, identification, collection and analysis of data from digital devices
and network infrastructures. Digital traces can include system logs, files on hard drives,
network connection records, metadata, and data that has been deleted or encrypted. These
traces serve as key evidence for reconstructing events, identifying suspects and confirming
their involvement in criminal activities. The main purpose of the digital footprint collection
process is to ensure the integrity and authenticity of data at all stages, from their discovery and
extraction to analysis and presentation in court. For this purpose, specialized methods and tools
adapted to different types of data and sources are used. It is important to take into account legal
and ethical standards so that the results can be used in court and do not violate human rights.
The use of such approaches enables investigators not only to effectively collect and analyze
digital traces, but also to guarantee their admissibility in the legal process.

The methodology for collecting digital traces includes several stages: data detection on
devices (hard drives, memory), their identification and classification, as well as subsequent
extraction and storage without changing the contents. For this purpose, specialized tools are
used, such as predictive programs for data recovery and analysis. Important attention is paid
to the protection of data from distortion and the need for technical knowledge for the correct
interpretation of traces [3].

One of the elements, in gathering footprints involves examining file systems forensically to
extract data from physical storage media like hard drives and other devices. Investigators use
tools such as EnCase and FTK Imager to analyze the file system structure and retrieve deleted
files while also examining metadata using software, like Autopsy [4]. We can use these tools to
specify a timeframe for modifications, to files and reconstruct the series of computer activities
performed. For instance. An examination of metadata can reveal the timing and authorship of
file creation or alteration - an asset when probing instances of falsifying documents or stealing
data.

Analyzing network traffic and log files plays a role, in detecting cybercrimes. By conducting
network analysis, any activities can be promptly detected. Monitor the movements of potential
intruders engaging in unauthorized access or DDoS attacks. This capability enables to pinpoint
the origin of the threat and determine the timing of the incident vital during the initial phases
of an investigation. The examination of network traffic mentioned aids, in piecing together an
understanding of ongoing events. Log files keep track of all user activities and system operations
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to help connect any occurrences, on the network with actions taken within the system itself.
This enables a sequence of events to be established to pinpoint those implement strategies
to avert potential risks. The merging of information, from network traffic and log files greatly
enhances the precision of investigations giving a method for analyzing events.

In inquiries often involve examining data from mobile devices as a crucial component. Mobile
devices store a wealth of information, like text messages. Call records along, with app usage
flags that can serve as valuable evidence. This information frequently. Validates data acquired
from other channels bolstering investigators evidential groundwork.

Analyzing RAM is crucial when dealing with cyber assaults since some malware operates in
memory without leaving any traces, on disks; thus, necessitating this type of examination to
detect them effectively. Data retrieved from RAM aids in uncover hidden processes and network
links that might remain undetected, by means.

One crucial factor involves examining data gathered from social media channels and online
platforms for insights, into the relationships among individuals and their actions. This aids
investigators in gaining an understanding of criminals’ motives and uncovering specifics about
their behavior. Integrating information from networks with findings from analyses allows for a
comprehensive overview of various events, by merging diverse evidence sources into a unified
investigation.

Every technique applied in the inquiry supports one another to form a strategy, for addressing
cybersecurity issues and solving cases effectively. Employment of a variety of techniques and
tools enables an examination of evidence resulting in successful resolution of crimes in the digital
realm. Adherence to protocols and standards during data gathering and analysis guarantees
their acceptance and trustworthiness in proceedings - a crucial element in ensuring fairness, in
matters concerning online offenses.

The process of gathering footprints is closely tied to the series of actions that guarantee the
accuracy and dependability of the information obtained. One’s ability to uncover, distinguish,
take control and maintain the data at every point, within the process is crucial in assuring the
credibility and acceptability of proof, within a framework. It's vital to execute these stages to
avoid losing data or risking its distortion or manipulation which could potentially impede the
outcome [5].

In the phase of investigation called detection the focus is, on pinpointing all digital trails
that could aid in the inquiry process. This phase commences by examining the network setup,
equipment utilized and plausible data storage spots. Detection encompasses evaluating which
gadgets and platforms might have played arole, in actions. These could include servers, desktops,
smartphones, cloud storage solutions and other elements of an IT setup. Furthermore, it's
crucial to take into account resources and data backups during this stage. To detect effectively
one needs to comprehend the structure of the system and the specific features of the tools and
programs employed within a company or a system.

Upon detection of an incident or issue arises the step of identification which entails
pinpointing information or evidence pertinent, to the inquiry at hand. During this phase is when
the decision is made regarding the types of data to gather; be it logs files network connections
emails messages in chat apps or other forms of footprints. Identifying necessitates an evaluation
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of the importance of the data for the investigation as well, as an assessment of the risks linked
with their retrieval. In situations, like a data breach inquiry involving data databases or a website
cyberattack where web server logs are crucial for investigation purposes; legal compliance
with data protection laws and authorization requirements, for accessing information are also
integral aspects to consider during the identification process.

Once the important digital traces are identified and marked for extraction the next step
involves extracting them to maintain their integrity and authenticity as evidence intact,
throughout the process. To ensure alteration, to the data state during extraction a commonly
used approach involves generating images of disks or other relevant media. Generating an
image involves making a replica of all information in a systems storage without alterations even
to deleted files, for future examination purposes. This method allows investigators to handle a
duplicate of the data of the original version to prevent the possibility of losing evidence.

To safeguard data, against alterations or modifications effectively deploy write blockers -
tools that inhibit data writing onto the device itself during examination especially crucial with
tangible storage media, like hard drives or flash drives; additionally verifying data integrity
using hash functions is another vital measure to undertake. Creating hash sums before and after
extraction allows to make sure that the data has not been changed during copying.

The procedure for collecting and withdrawing data is regulated by the legislation of the
Republic of Kazakhstan. In particular, article 253 of the Code of Criminal Procedure (CPC)
describes the process of seizing specific items and documents, including digital evidence.
This article requires strict rules to be followed so that the data is extracted correctly and with
minimal risk of change. In addition, article 252 provides for the mandatory obtaining of judicial
permission to conduct searches and seizure of data, which ensures the legality of the process
[6].

Documenting all actions related to data extraction, including the tools used, timestamps, and
responsible persons, plays a key role. This ensures transparency and accountability, which is
necessary for the admissibility of data in court. It is also important to take into account the
legal rules governing the process of data seizure, such as obtaining judicial permits to access
confidential information.

The final stage, preservation, includes ensuring the safe storage of the collected data for
further analysis and use in court proceedings. This stage requires the creation of reliable
backups and the use of secure storage methods to prevent unauthorized access, modification or
loss of data. Data retention may include the use of encryption and other security measures to
ensure the security and confidentiality of the data. It is also important to comply with all legal
requirements and regulations regarding the storage of digital evidence, such as requirements for
the storage of personal data or compliance with the rules for handling confidential information.
Proper data retention ensures their suitability for use in court proceedings and protects the
rights of all parties involved.

In accordance with Article 221 of the CPC of the Republic of Kazakhstan [6], seized items
and data recognized as material evidence must be stored in compliance with all procedural
requirements. This includes inspection, documentation and transfer to safe custody, which
guarantees their safety and suitability for use in court. Article 97 also includes security protocols
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that can be used to control data access this is crucial, for safeguarding information. Maintaining
data integrity ensures its admissibility in legal proceedings and safeguards the interests of all
stakeholders, by reducing the chances of unauthorized access and data breaches.

Properly executing each step of gathering data - starting from discovery, to storage - not
guarantees the accuracy and dependability of the gathered evidence but also ensures its
acceptability in legal proceedings. It plays a role, in investigating and bringing to justice
individuals engaged in criminal activities online.

Collectin digital footprints involves more, than using techniques and tools; it also involves
taking into account technicalities along with legal and ethical factors throughout to maintain
the legality and trustworthiness of the gathered data, for potential court use and safeguard the
rights of all involved in the inquiry.

Utilizing technologies is crucial, in the data collection process to guarantee information
extraction while avoiding any potential data tampering or alteration risks. For instance
employing write blockers when handling drives helps maintain the data integrity by preventing
any modifications. Additionally generating checksums using hash functions like MD5 or SHA256
enables the verification of data immutability, at processing stages. When dealing with deleted
information data retrieval specialists and specialized tools are essential to ensure recovery
of data is possible while maintaining transparency, for potential court cases by thoroughly
documenting each step of the data handling process.

Legal considerations are just as important, as the aspects when dealing with data collections.
It's crucial to ensure that any gathered digital information follows data protection laws and
international guidelines - especially if the data is being moved between countries. This involves
securing permissions to access private data in a way that ensures its validity in legal proceedings.
Neglect of these requirements could result in evidence being deemed inadmissible and creating
hurdles in the process.

Ethical considerations are intertwined with obligations when it comes to safeguarding
individuals’ privacy rights. Investigators must ensure intrusion into lives by acquiring only
pertinent data tied to the ongoing criminal probe. Adhering to ethical norms safeguards citizens’
rights and bolsters trust, in law enforcement entities, from the eye.

Ensuring adherence to technical guidelines as well as legal and ethical principles is crucial
for effectively gathering and processing digital evidence. Next comes the analysis phase of
the gathered data which's vital in uncovering crucial details related to the crime. Analytical
techniques used vary based on the type of data and investigative goals such, as behavior analysis,
network traffic examination and metadata scrutiny to gather evidence for legal proceedings.

The utilization of intelligence (AlI) and machine learning (ML) in criminological analysis
methods marks a significant advancement, in combating cybercrime by automating the
examination of vast data sets to expedite anomaly detection and enhance result accuracy and
dependability.

Artificial intelligence and machine learning offer benefits, in automating the examination of
traces while cutting down on time and lessening the necessity for manual input from experts.
As data volumes continue to soar and cyber threats multiply rapidly the conventional analysis
approaches demand resources and time to handle data effectively. In times machine learning
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methods, like neural networks and random forests have gained widespread adoption in the
field of digital forensics. These algorithms help automate the data analysis process and enhance
the precision of anomaly detection - an aspect, in warding off cyber attacks. For instance,
utilizing networks to scrutinize log files allows for speedy identification of suspicious activities
while employing random forest methods aids in spotting intricate patterns signaling fraudulent
behavior. In comparison Al algorithms excel at executing this task effectively enabling responses,
to new security risks. Utilizing learning methods to examine log records instantly enables the
detection of irregularities, in network activity - a crucial measure, in thwart in possible cyber
breaches or data breaches [7].

One of the benefits is its capability to spot patterns and irregularities, in vast data sets that
might be overlooked with conventional methods. When it comes to scrutinizing network traffic
containing billions of records Al algorithms can pinpoint patterns, like data flow directions or
uncommon sequences of events that could signal malicious behavior. Neural network powered
tools and clustering algorithms are already extensively employed in live data analysis to greatly
enhance the chances of detecting threats.

Machinelearningtechniquesenablealgorithmstolearnfrom datatoenhancetheircapabilities,
in fields like criminology for anticipating future events accurately and efficiently by recognizing
trends and foresee potential cyber threats based on historical patterns of attacks. This plays a
key role, in forecasting and preventing potential risks as machine learning algorithms can study
pastincidents to pinpoint common traits and unique characteristics of attacks thus aiding in the
formulation of improved security measures. However, when predicting criminal behavior, it is
important to take into account not only digital footprints, but also other risk factors such as low
self-control, the influence of the criminal environment, and socio-economic conditions [8]. The
implementation of algorithms can greatly cut down on the time it takes to address emergencies
and lessen potential harm.

The effectiveness of Al and machine learning also stems from their capacity to adjust to
evolving circumstances and emerging risks. Cyber attackers are consistently enhancing their
strategies. Devisin methods to breach defenses. Machine learning techniques offer the required
flexibility and adaptability enabling models to be regularly upgraded and trained with data.
This enhances their resilience against shifts, in intruders behaviors. This is especially important
in an environment where cyberattack methods are becoming more complex and sophisticated,
requiring continuous updating and adaptation of security systems.

The use of Al and ML in real-world scenarios of digital forensics has already proven its
effectiveness. For example, Al-based algorithms are actively used to analyze network traffic in
order to identify anomalies and prevent attacks. ML methods also play an important role, which
facilitate the creation to create behavioral models of normal network activity, automatically
identifying any deviations indicating possible threats.

In addition, Al and ML play a key role in the investigation of cybercrimes, such as hacks or
data leaks. Automatic analysis of data from devices and network logs enables investigators to
quickly identify the source of the attack and determine the method of penetration of intruders.
This significantly speeds up the investigation process and increases the likelihood of bringing
the perpetrators to justice. In the financial sector and e-commerce, Al and ML are also actively
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used to detect fraudulent transactions. For example, machine learning algorithms can analyze
transaction data in real time and identify suspicious activity, preventing financial losses and
protecting users from fraud.

The effectiveness of Al and ML in digital forensics has been confirmed by a number of
international studies. These technologies not only speed up data analysis processes, but also
significantly increase the accuracy of threat detection and prediction of cyber attacks.

The use of digital traces in real investigations confirms their importance for the successful
detection of complex cybercrimes. For example, during the international investigation of
financial fraud called «JuicyFields», the analysis of digital traces turned out to be a key factor
in tracking the movement of funds through several banking institutions and identifying links
between participants in a criminal network. Coordinated actions by law enforcement agencies
from different countries, with the support of Europol, led to the arrests and liquidation of the
criminal network, which became possible thanks to in-depth data analysis [9].

With the constant growth of data volumes and the increasing complexity of cybercriminal
methods, the use of Al and ML is becoming a necessary tool for successful investigations and
cybersecurity.

The development of Al and ML, playing a key role in adapting to new threats, lays the
foundation for a more effective and comprehensive approach to the investigation of digital
crimes. In combination with traditional methods such as behavioral analysis, network traffic
analysis and metadata, these technologies allow investigators not only to automate the data
processing process, but also to significantly deepen their understanding of the actions of
intruders. The integrated use of these methods helps not only to accelerate the analysis of digital
traces, but also to identify key evidence that is critical for the successful detection of crimes and
ensuring fairness in law enforcement practice.

The analysis and interpretation of digital traces, as the final stages in the investigation of
online crimes, provide investigators with the opportunity not only to reconstruct the sequence
of events, but also to collect the necessary evidence for a trial. Practical examples of the use
of digital traces in criminal cases demonstrate their importance in establishing facts and
confirming the guilt of suspects. Every year, digital traces play an increasingly important role
in law enforcement practice, helping to solve both cybercrimes and traditional criminal cases
using digital technologies.

One ofthe moststriking examples ofthe use of digital traces in the investigation of cybercrimes,
such as hacks and attacks on information systems, is the analysis of network traffic to identify
the sources of attacks. For example, investigators often use methods such as full packet capture
and log analysis to track suspicious connections. These methods allow to identify abnormal
patterns in network traffic that may indicate the use of stolen credentials or other types of
unauthorized access.

One of the most striking examples of the use of digital traces in the investigation of
cybercrimes is the attack on Ukrainian government institutions, known as NotPetya in 2017.
In this case, the attackers used malware to compromise the systems, launching an attack from
a popular Ukrainian tax website. This has led to the infection of computer systems in various
countries, including the USA, Great Britain and Germany. Analysis of network traffic and data
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packets played a key role in identifying the source of the attack and identifying the routes of the
virus. Network analysis allowed the researchers to track the command servers, which helped
stop the further spread of the virus and localize the damage [10].

This approach, as shown by real cases, allows not only to stop attacks, but also to use the
digital traces obtained as evidence in court, which greatly facilitates the process of bringing
charges and proving the guilt of intruders.

Digital traces are actively used in financial crime investigations around the world, and
international practice shows how important digital forensics technologies are for uncovering
complex fraudulent schemes. One example is the case of United States v. Ganias [11], where
digital forensics was used to analyze electronic correspondence and financial documents that
linked the accused to the illegal actions of his clients. This case showed how the seized digital
data can be used to identify fraudulent schemes and establish the guilt of the accused. Another
example concerns fraud using cryptocurrency. According to the U.S. Department of Justice,
more than $112 million has been seized related to fraudulent investment platforms, where
digital traces such as blockchain transaction records have become a major source of evidence.
These records allowed investigators to trace the movement of funds, which helped to uncover a
complex financial scheme and identify those responsible for the crime [12].

Global practice also demonstrates the importance of digital forensics in cases involving
identity theft and tax fraud. In one case reviewed by the U.S. Internal Revenue Service (IRS),
digital traces helped expose a criminal network that stole more than $6 million. Investigators
used forged documents and digital correspondence to gather evidence and further prosecute
[13].

These instances demonstrate the increasing significance of footprints, in investigations by
equipping investigators with resources to accurately pinpoint perpetrators and uphold justice
standards. Leveraging traces to establish facts and evidence helps construct an evidentiary
foundation crucial in legal proceedings for ensuring a just trial while safeguard rights of
everyone involved in the process. However this analysis of traces encounters challenges and
constraints despite its critical role and efficacy, in modern investigations of cybercrimes. These
issues can make it more challenging to determine facts and evidence accurately. Could impact
the acceptance of data, in proceedings too. It's crucial to recognize these constraints to enhance
analysis techniques and reduce the dangers linked with using information, in law enforcement
activities.

A significant challenge lies in preserving the reliability and genuineness of the information
gathered through means during its collection and analysis phase to maintain its credibility and
safeguard it against manipulation or tampering attempts that could render it unacceptable, as
evidence in proceedings ensuring data integrity necessitates employing specific techniques
like hashing algorithms and encryption methods while controlling access, to the information
[14]. However, with these precautions, in place there is no assurance, against all potential
dangers particularly when assailants possess considerable technical prowess to tamper with
information.

One other critical issue involves the evolving technologies and tactics used for hiding data that
pose obstacles for investigators to overcome. Recent advancements, like encryption techniques,
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steganography practices and the utilization of networks greatly increase the complexity of
retrieving and examining information. Malicious actors are employing tools that enable them to
conceal their activities and minimize their footprints within systems. For instance, by utilizing
steganography individuals are able to embed information within types of files (such as images
or videos) making it almost undetectable, through analysis methods. This makes it difficult to
detect illegal data and requires the use of specialized tools to identify them [15].

Legal norms related to the protection of personal data and information security play a key
role in the process of collecting digital traces. These laws impose restrictions on the amount
and nature of data that can be collected as part of an investigation. In the same case about
United States v. Ganias [11], special attention was paid to the volume of seizure of digital
evidence. As part of this case, investigators confiscated much more data than was necessary
for a specific investigation, which called into question the permissibility of such widespread
seizures in digital forensics. In particular, the problem of the seizure of data that is not relevant
to the case and their storage for a long time was discussed, which may violate the rights of
citizens and cast doubt on the legality of using such evidence in court. This case highlights the
need to limit the amount of data collected, following the principles of minimization and focus
when collecting digital traces. Different jurisdictions have different legal requirements, which
creates difficulties for international investigations, especially when access to data is required
from foreign servers. Obtaining judicial permits to access private information can slow down
the process and limit the capabilities of investigators, which can negatively affect the efficiency
of the investigation. Moreover, non-compliance with legal norms can lead to the recognition of
evidence as inadmissible in court, which jeopardizes the success of the entire case. These legal
complexities are closely related to the ethical issues that inevitably arise when dealing with
digital traces. Digital data analysis often involves personal information, which requires special
attention to privacy and citizens' rights. Investigators are required to minimize interference
with privacy by collecting only the data that is necessary for the investigation, so as not to violate
ethical standards. Not abiding by these guidelines can not just hinder the investigation. Also
shake the trust of the public in law enforcement operations. A situation that can have effects, on
public safety.

In addition, one of the significant problems is the management of large amounts of data
and the complexity of their analysis. Modern digital investigations often involve working with
large amounts of data that need to be analyzed quickly and accurately. This requires the use of
high-performance computing power and advanced analytical tools such as machine learning
and artificial intelligence to automate analysis processes. However, even with the use of such
technologies, there is a risk of errors or false positives, which can lead to incorrect conclusions
and compromise of evidence.

These challenges and limitations highlight the need for continuous improvement of methods
and tools for analyzing digital traces, as well as the development of a legal and ethical framework
for their use. Overcoming these challenges requires cooperation between law enforcement
agencies, information technology experts and legislators to ensure the effective and legitimate
use of digital data in the fight against crime.
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Conclusion

This research showed how crucial it is to take an approach when gathering and examining
footprints in online criminal investigations. The rise, in cybercrimes like scams and hacking
underscores the need to enhance techniques for forensics. The study reviewed methods, for
analyzing information and highlighted the benefits of using artificial intelligence and machine
learning technologies to enhance threat identification accuracy amidst the growing volume of
data.

Methods, like examining network traffic and log files remain crucial in pinpointing the origins
of attacks while leveraging Al and ML offers a chance to automate the analysis of data sets,
for anomaly detection and reducing human error - a significant advantage when dealing with
intricate and ever evolving cyber threats.

However, the successful application of these methods requires strict adherence to legal
and ethical standards so that the results can be acceptable in court proceedings. An important
area of further research is the development of approaches that will ensure not only technical
accuracy, but also the legality of using the collected data in international investigations.

The practical significance of the analysis lies in recommendations for improving existing
methods of working with digital traces and the use of advanced technologies, which can
significantly increase the efficiency of law enforcement agencies and reduce the response time
to cyber threats. Further development of digital forensics methods and deeper integration of
modern technologies will ensure higher accuracy of threat forecasting and improvement of law
enforcement practice in the digital world.
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OHJIaiiH KBIJIMBICTAP/AbI TEPrey Ke3iHae U pJIbIK, i3gepai )KuHay
Angarna: Makasia oHJIalH KbIJIMBICTapAbl Tepreyae HUPPJIbIK, i3/1epai }KUHAy 9/1iCTepiH 3epTTeyre

apHaJIFaH. 3epTTeyAiH MaKcaTbl — KOJIAAHBICTaFbl TACUIAEpAl XKyHeJsiey KoHe OJIapAblH, THIMJIIIriH
Oafasiay. JKyMbICTBIH FbIJIBIMA MaHbI3ABLIBIFbI U PJIBIK i3/1e pAi KOJIJaHYAbIH KYKbIKThIK, TEXHUKAJIBIK
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»K9HE 3THUKAJIbIK aClIeKTiJIEPiH XKaH-KaKThbl TaJAay/a }KaTblp. MakaiaZa JepeKTepAi xKUHay NPOLEeCiHiH,
Ke3eHJlepi, COHbIH illliHAe aKmapaTThl Taby, aHbIKTAy, KMHAy >KOHe CaKTay, COHJai-aK 3aMaHayu
KubepdopeH3rKa TEXHOJIOTUANAPhI CUNTATTalFaH. JlepekTepai eHAeyliH A2J1Airi MeH Xbl1JaMAbIFbIH
YKaKCcapTy YLIiH »KacaHAbl MHTEJJIEKT MeH MallWHaJbIK OKBITY 9/IiCTEPIH KOJIAAaHyFfa epeKlle Ha3ap
ay/lapbLIaabl. 3epTTey/AiH Herisri HaTmKesepi KblIMbIC QakTijiepiH aHbIKTayAa nudpabiK i3gep/iiH
MaHbI3JbLIBIFbIH KepceTei. ZKyMbICc flepeKkTepAi Tanay a/icTepi MeEH KYKbIK KOJIJaHY MPaKTHUKaCbIH
YKeTiJlipe OThIPHIN, [UGPJIbIK KPUMUHATUCTUKAHBIH, [aMybIHA AU TapJIbIKTal y/1ec KOCaabl.

Makasiaza uudpJiblK i3fepAi KbIJIMBICTBIK TEpPrey MpolieciH/ie HUHTerpalyaaay/iblH MaHbI3/bLIbIFbI
’KOHe oJIapAblH JaJjiesjeMesik 6a3aHbl KypyZaFbl peJsi aTaibll eTinai. AJIbIHFAaH HOTUXKeJsep
IUOPJbIK KPUMHHAJUCTHUKA CajachlHAAFbl MaMaHAAap VIUiH NPAKTUKa/IbIK KYH/bLJIbIKKA He KoHe
KUOEpPKbLIMBICTapAbl TepreyAiH »kaHa TaciaZepiH a3ipJieyre >xoHe KOJIAaHBICTAFbl dJicTeMesiepai
»KaKcapTyFa NaiJjajaHblIybl MyMKiH.

TyiiH ce3aep: nudp/bIK i3/1ep, OHIANH KbIJIMbICTAP, KNOEpPOPEH3UK], AEPEKTEP/Ii TA/IAAY, TEPTEY,
»KUHAy dlicTepi, KHOEPKBIJIMBIC.

H.M.AncumeTt*?, ET. Anumkysos?, LK. lyiicen6aeBa’
L2Kazaxckuill HayuoHa1bHbIl yHUBepcumem umeHu aab-Papabu
3«Q» University
(e-mail: ‘apsimet.nurdaulet@gmail.com, “erbol.alymkulov@kaznu.edu.kz, *sweet_303@mail.ru)

C60p uMPpOBBIX C/I€L0B NPU PACC/IeJ0BAHUM OHJIANH-IPECTYNJIEHU

AnHoTanuA: CTaTbs NOCBALlEHA HUCCAe[0BaHUI0 MeTOZAO0B cbopa LUQpPOBBIX CJle0B B paccie-
JIOBaHUSIX OHJIAWH-TIPeCTyIIeHU . Llesibio HccieJoBaHUS SBISETCS CUCTEMAaTU3aLUSA CYIeCTBYOIUX
NOJXO/I0B U OLieHKa UX 3¢ deKkTuBHOCTU. HayuHas 3HaYMMOCTb paboThl 3aK/II049aeTCs B KOMIJIEKCHOM
aHa/IM3e IPUAUYECKUX, TEXHUYECKUX M ITUYECKUX aCHEKTOB MCIOJIb30BaHHUS LUPPOBBLIX CJIEJOB.
B craTbe omnMcaHbl 3Tambl INpolecca c6opa AaHHBIX, BKJ04Yasg OOHapykeHHe, HJeHTUUKALMUIO,
cbop U coxpaHeHHe UHPOpMaLMH, a TaKKe COBpeMeHHble TeXHOJIOrud KubepdpopeHsuku. Ocoboe
BHUMaHHUe y/ieJIeHO UCI0JIb30BaHNI0 MEeTO/J0B HCKYCCTBEHHOI'0 UHTEJIJIEKTa U MAllMHHOTO 00y4YeHUs
JUJIsl TIOBBIIIEHUs] TOYHOCTH U CKOPOCTH 06paboTKU AaHHbIX. OCHOBHBIE pe3yJbTaThbl UCCJeL0BaHUSA
JIeMOHCTPUPYIOT BaXKHOCTb LUQPPOBBIX CJ€L0B B YCTAaHOBJIEHHWM (PaKTOB INpecTylsieHHH. PaboTa
BHOCUT 3HAYMTeJIbHBIN BKJIaJ B pa3BUTHe LUPPOBOW KPUMHUHAJUCTUKY, yaydllass MeTOJbl aHaIu3a
JIaHHBIX ¥ TPaBONPUMEHUTENbHYIO IPAKTHKY.

CraTbsl NoAYEpKHUBAET BaXKHOCTb MHTerpaluu LUQPPOBBIX CJIELOB B IpPOLEcC YroJOBHOTO
paccyieloBaHUsl U UX pOJib B IOCTPOEHUM Jl0Ka3aTeJbHOU 6a3bl. [losydeHHble pe3y/ibTaTbl UMEIOT
IpPaKTUYECKYI0 LEHHOCTb [JJisl CIelUaJUCTOB B 06JacTH LUPPOBOM KPUMHHAJUCTUKA U MOTYT
ObITh MCNOJIb30BaHbI /i1 Pa3paboTKH HOBBIX MOJAXOA0B K paccje/loBaHUI0 KUGeprpecTylieHUH U
YJIYyULIEHHUIO CYIIECTBYIOLUX METOAUK.

KiioueBble coBa: 1dpoBble cie/bl, OHJANH-NpecTyI/IeHHs], KubepdopeH3uKa, aHa/lIu3 JaHHBbIX,
paccyiejoBaHue, MeTOAbI C60pa, KUGepnpecTyIIeHHUs.
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