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Abstract: Digital economy cooperation has become an emerging area of
cooperation for the SCO. However, data security issues such as data leakage
and cross-border data flow risk have been highlighted. The fundamental
reason is that there are obvious differences in data security laws and the lack
of a legal mechanism for data security cooperation. Therefore, according to the
characteristics of the SCO member states, the basic principles and the idea of a
legal mechanism. These legal mechanism ideas include a win-win cooperation
data security concept, a data security cooperation platform, digital products,
and a digital services supply chain security legal framework system to protect
the citizens of personal data security legal mechanism and form a "good data
protection” and "data development and utilization" system environment. At
the same time, these mechanisms must provide data subjects between "data

resources and data assets" "sharing, reciprocity, trading, and exchange" activities
of data security cooperation system compatibility. The legal mechanisms of
data security cooperation in the SCO digital economy cooperation should be a
sustainable development and dynamic legal mechanism.
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Introduction

The SCO has gradually improved its organizational structure and legal framework agreements.
For example, in 2019, the Kazakh government formulated and adopted the Roadmap for the
Development of E-commerce until 2025. In June 2020, Kazakh President Kassym-Jomart
Tokayev signed the Bill on the Amendment and Supplement to the Law on the Management of
Digital Technology. This legislation, which included 35 amendments, revised the information
law and introduced numerous new terms, such as chain blocks, distributed data platforms,
data analysis, intelligent robots, Kazakhstan Internet space, digital assets, digital document
services, digital mining, and digital tokens. In October 2020, the Kazakh government revised the
National Plan for Digital Kazakhstan, defining 10 priority development directions, including the
development of digital tools for public security. According to the international experience, the
basic ways, and goals of developing the domestic relevant industries are put forward. In 2023-
2024, Kazakhstan is developing the Digital Code. The Code covers three main areas: digital
human rights and civil rights, digital economy, and digital state. The goal is to create a secure,
accessible, and comfortable digital environment that provides high-tech, reliable, accessible, and
secure information communication. A series of legal mechanisms have been formed. However,
with the continuous expansion and upgrading of cooperation areas, data security issues such
as data leakage and cross-border data flow risks have also become prominent. Therefore, in the
era of big data, using legal mechanisms to ensure data security is the requirement of regulating
the development of the SCO's digital economy. Without data security, the SCO cannot achieve
digital economy cooperation.

Research methods

This article uses the historical analysis, literature analysis, and comparative legal analysis
method through the analysis of the Shanghai economic cooperation in the process of data
security legal documents, comparing the differences and the legal system from the perspective
of international law conception of the SCO legal mechanisms, promoting the digital economic
cooperation and the development of data security.

This article analyzes a series of important documents on the economic cooperation of
the SCO, including the National Plan for Digital Kazakhstan, the Cyber Security Law, and the
National Cyberspace Security Strategy successively issued by China in recent years. At present,
the research on SCO economic cooperation, especially digital economy cooperation, mainly
focuses on two aspects. The firstis the development status of the digital economy infrastructure.
Second, to review and discuss the impact of data security legal regulations on the SCO digital
economy cooperation, to provide reference and basis for this study. On this basis, to find more
effective legal ways to improve data security.

Discussion and results

The necessity of the legal construction of the SCO data security cooperation.

The development of the digital economy has become the key to global development and
competition. For example, the Kazakh government formulated a digital Kazakhstan, and the
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Chinese government issued a different digital economy development plan [1]. For instance,
during the first China-Central Asia Summit in May 2023, Huawei Kazakhstan Company and
Kazakhstan National Railway Company signed a partnership agreement to build smart
and digital railways. In February 2024, the Joint Innovation Center of Huawei-Kazakhstan
National Railway Company was officially established in Astana, the capital of Kazakhstan.
Kazakh President Tokayev unveiled the center and delivered a speech. The Joint Innovation
Center will rely on Huawei's advanced technologies and solutions in artificial intelligence,
cloud, LTE, and other fields to help Kazakhstan build an efficient, safe, personalized, and
intelligent railway system. The above cooperation in the field of the digital economy of the
SCO member states requires legal mechanisms to ensure their data security. However, the
current legal mechanism does not fully guarantee the data security of the SCO member states
in the development of the digital economy.

There is a big gap between the data security laws of the SCO member states and the
developed countries in the world. The members of the SCO have recognized the strategic value
behind these data resources. At the same time, the data security rule of law among the member
states has been elevated to the level of "national security" and "national competitiveness". For
example, China has promoted the construction of a new legal relationship for data security
and actively participated in the reform and construction of the global data security governance
system. Kazakhstan has improved the domestic data security legislation, established a data
security legal system, prevented the data system from being attacked and threatened, improved
the national data security guarantee capability, and established a data security emergency
mechanism. Despite the numerous efforts of the member states, there is still a gap with the
developed countries [2].

The SCO lacks a unified and applicable data security legal system in economic cooperation.
Data security has been recognized and concerned in the process of the economic cooperation
of the SCO, but there is no unified legal system to regulate and restrict the data security of the
SCO. This is an important issue that deserves both attention and research. At present, multi-
domain and multi-dimensional SCO data security involves the inconsistency of the needs of
multiple data subjects, which also leads to the fragmentation and lack of legal supervision and
supervision in the development of data security rules. The SCO data security involves the subject
of, diversity and the demands of members, making the SCO members data security regulation
difficult to reach a consensus on. It is difficult to form data security cooperation will, which led
to the development of the SCO data security governance data security rules fragmentation and
lack of legal regulation, etc. In addition, many countries employ data localization measures as
the primary means of data security, with each member implementing distinct legal regulations
governing cross-border data flow and localized storage data security. This leads to a lack of
unified data security legal regulation across the region, resulting in a more distinct global data
security legal system. The efficacy of data security measures is ambiguous, and the global data
flow is restricted, which consequently leads to the stagnation of global data security legal
regulations. Therefore, this reflects the complexity of the SCO data security legal regulation.

The SCO rules and regulations for data security cooperation are missing. The data security
cooperation is limited to initiatives and statements, and there are no binding legal rules and
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institutions, let alone relevant cooperative operating platforms. Because the SCO does not have
a legal system for data security cooperation, it lacks strict constraints on cooperation. There
are no data-secure communication channels between Member States, cooperation initiatives
are loose, and there are no rules for implementation. At the same time, there is no platform
for unified action. In the absence of the data security cooperation platform of the SCO, the
consensus on data security cooperation only stays in the statement and appeal and cannot be
implemented in the system construction of action constraints.

Data security cooperation is not deep enough. The development history of the SCO has a
short economy. In recent years, cross-border e-commerce trade between China and Kazakhstan,
as well as digital communication, warehousing and logistics, information communication, and
digital construction, have become new highlights of bilateral economic and trade cooperation.
In October 2022, Huawei Technology, the Kazakhstan company, and the digital development,
innovation, and aerospace industry signed a memorandum of understanding to create a digital
center and open the digital economy in the field of cooperation. The main areas of cooperation are
in the communication infrastructure development that introduced advanced digital solutions,
broadband Internet, mobile Internet, and 5G project. The legal guarantee of data security still
needs to be explored and developed gradually in practice.

In order to address the above issues, we need to establish a legal mechanism for data security
cooperation in the development of the SCO digital economy. Here are some fundamental
principles for building this data security legal mechanism within SCO framework.

Data security is an important area to ensure the development of the SCO's digital economy.
Its basic principles should include the principles of data sovereignty, security development,
fairness and justice, and cooperation.

This is the core principle of the legal mechanism of the SCO for data security cooperation. Data
security is the key strategic resource guarantee of modern countries, and it is related to human
security, national security, and social stability. Having the generation, utilization, processing,
management, security, and exchange of any data within the sovereign jurisdiction, as well as
the decision of data procedures and methods to participate in international data activities, to
protect its data security and avoid the data rights and interests of any country, which is an
important part of ensuring national data security.

The principle of security development is an important principle to be followed in the
construction of the SCO data security legal mechanism; that is, countries should seek the
development of a digital economy while strengthening the protection of data security. The
principle requires the SCO to adopt laws to protect the data security of the countries, enterprises,
and individuals of its member states and not to harm the national data security of any member
state. To provide security protection for the digital services of the SCO enterprises.

The SCO member states follow the basic spirit of fairness, mutual benefit, win-win
cooperation, and equal development. All the member states should achieve the goal of common
development. The SCO member states advocate data security multilateralism and respect data
sovereignty, and the status of the member states should be equal, not privileged, big, or small.

The SCO data security cooperation is a key factor. In the construction of the data security
legal mechanism, the SCO should strengthen data security cooperation, seek common data
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development, and jointly promote the construction of the SCO data security cooperation
platform and legal mechanism that meets the requirements of member states and does not
violate the data interests of member states.

The SCO Data Security Cooperation Committee has been established. Staff members will meet
andestablishthecorrespondingorganizationalstructure. Thesecurity dataconcessionagreement
connects the institutions and rules of data security and stability and establishes the consultation
and decision-making mechanism, supervision mechanism, and dispute resolution mechanism of
the data security platform. Sub-committees include Trade Data Security Committee, Investment
Data Security Committee, Financial Data Security Cooperation Committee, Intellectual Property
Data Security Committee, etc. Through the data security platform, supervise, use, and protect
the security of all kinds of data, and sign the data security agreement through the platform to
ensure that the data security has a legal basis. The SCO data security cooperation platform can
carry out data security law enforcement cooperation, crack down on and prevent data security
crimes, and promote data security in the economic cooperation [3]. The data security platform
is also the basis of sharing the future network community. The SCO data security platform can
cooperate with the data security law enforcement. In November 2020, the SCO member states
called on the international community to strengthen cooperation in the digital economy and
jointly build a community that shares the future in cyberspace, including preventing disputes
caused by data security, ensuring economic development, and improving people's livelihoods [4].

Digital products and digital service supply chains are a kind of network structure that links
the demand side and the supply side in the process of digital data resources and data services.
The data products and data services provided to the demand side are the supply chain links
connecting the supplier and the demand side in each link of the data products and data services,
including production, use, and circulation. If there are supply chain problems such as security
loopholes and security defects, the whole order of the supply chain will be affected, and even
both the supply side and the demand side may suffer losses. Therefore, there needs to be a
stable, open, and secure data-running environment for the digital products and data services
supply chain.

Legally collected and used citizens' names, genders, ID card numbers and other information
related to individual citizens, that is, citizens' personal information. Information that a citizen
does not wish to disclose or shall not be disclosed without the consent of the individual. This
is the personal privacy of the citizens. At present, the personal information and privacy on the
SCO Internet are facing the risk of leakage, theft, and tampering. To protect the data security
and privacy rights of citizens in the SCO member states, efforts must be made at the technical,
organizational, and legal levels to innovate and build safeguards [5].

The SCO Data Security Cooperation Organization performs its duties as a data security-
related agreement. The function of the organization is to establish the basic principles, legal
system, and operation mechanism of SCO data security cooperation through negotiations to
help its member states better formulate legal systems related to data security. The domestic
data security legal systems of all members promote the establishment of formal and informal
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review exchanges through SCO data security organization activities, such as regular meetings
and policy reviews. The SCO data security cooperation initiative should be implemented in the
construction of legal mechanisms. The SCO Data Security Cooperation Organization and its legal
mechanisms include data security rules and institutions and establish a legal system related to
data security.

The dispute settlement mechanism of the SCO data security cooperation is to handle peaceful
disputes over data security in the process of data generation, application, circulation, and
exchange of data in the SCO digital economy cooperation. Dispute settlement experts should
be selected from the members of the SCO data security expert group, and the SCO data security
disputes should be under the jurisdiction of the agency. The SCO Data Security Cooperation
Organization Agreement authorizes the jurisdiction of the SCO body, and its data security entity
rules and procedural rules are established through the rules of the SCO Data Security Dispute
Settlement Mechanism. The data security dispute of the SCO shall first be settled through
negotiation and consultation. If an agreement cannot be reached, it shall be conducted through
the agency [6].

Conclusions

On July 2, 2024, the Chinese President Xi Jinping arrived in Astana attend the Shanghai
Cooperation Organization summit. In Kazakhstanskaya Pravda and the Kazakh international
news agency published and signed an article titled "Concentric Written China-Kazakhstan
Relations New Chapter". The article stated that China is willing to work with "fair Kazakhstan"
economic policy, deepen economic and trade cooperation, fully explore the potential digital
economy collaboration, and add more new momentum for cooperation between the two
countries. It is the proper meaning of the big data era to make reasonable legal regulation on
the data security development in the SCO digital economy cooperation. Based on the SCO's
consensus on developing a digital economy and information security cooperation and the
experience of innovation cooperation in countries developed in digital information technology,
the SCO needs to achieve synergy in legal mechanisms. Specific measures include the principle
of data sovereignty, security and development, and the concept of a digital economy featuring
win-win cooperation in accordance with the principle of fairness and justice. Establish the
Shanghai Cooperation Organization data security cooperation platform, establish a digital
products and digital services supply chain security legal framework system, and create the
protection of citizens' personal data security and privacy. The SCO data security cooperation
dispute settlement mechanism and establish the SCO digital economic cooperation committee
set up the data security cooperation working group to ensure the data security has a stable
working mechanism. The best legal mechanism for data security in the SCO digital economy
cooperation should maintain a balance between data security and data availability, effectively
connect the laws and regulations related to data security of member states in digital economy
cooperation and be a legal mechanism for sustainable development.
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JKT. Caiipam6Gaera’, I>kaH Li310!
'Kazaxckull HAYUOHA/LHBLU YyHUBEpcUmMem umeHu aab-Papabu
(e-mail: zhuldyz.sairam@gmail.com, zhangju@hrbipe.edu.cn)

IIpaBoOBBI€e acnEeKThI COTPYAHNUYECTBA B 06J1aCTH 6€30MaCHOCTH JAaHHBIX B pa3BUTUHU BUPPOBOI
3KOHOMMKHM rocyJapcTB - 4ieHoB lllaHxalcKoil opraHusanuy COTpyAHUYECTBa

AaHHoTanusa: Kak MHOrOCTOpPOHHSS pervoHa/ibHash MeXAyHapoJHasi OopraHu3alius, MPaBOBOU
acleKT COTPYAHHUYECTBA SABJAETCA BaXKHOU MOAJEPKKOHW €ero CylecTBOBaHHWA M Ppas3sBUTHUA.
CorpynnuyectBo lllanxaiickoil opraHusanuu coTpyaHudectBa (ILIOC) B 3koHoMu4eckoit cdepe
yriaybJsieTcss U pacliMpsieTcs, 4 PeXUM M MeXaHHU3M COTPYLHHUYECTBa NOCTENEHHO MEHSIITCA U
MoJilepHU3UPYIOTCA. COTpyAHUYECTBO B 06J1aCTH LUPPOBOM IKOHOMHUKHM CTajJ0 HOBOH 06J1acTbIO
cotpysHudectBa A4 [IOC. OgHako 6b11M NOAYEPKHYTHI Ip06/eMbl 6€3011aCHOCTH JJaHHBIX, TAKUe KaK
yTeuKa JAaHHbIX U PUCK TPAHCIPAHUYHOTO NMOTOKA AAaHHbIX. OCHOBHAs MPUYMHA 3aKJIOYAETCS B TOM,
4YTO MeXJy rocyfapcreaMu-dieHamu l10C cymecTBylOoT o4eBUHble pPAa3/U4UA B 3aKOHOJATEJIbCTBE
M HOpPMaTHUBHBIX aKTax N0 6e30MacHOCTU JAHHBIX, a TaKXe B OTCYyTCTBUU IPAaBOBOr0 MeXaHHU3Ma
COTpYyZAHUYECTBA B 06JilacTH 6e30MacHOCTH JAaHHbIX. [103TOMY, B COOTBETCTBHUU C OCOBEHHOCTAMH
rocypapctB-uieHoB IIOC, oCHOBHBIMKM NpHUHUMNAMU W HJAeeld I[pPaBOBOr0 MeXaHU3Ma. IJTHU
uJled INpaBOBOr0O MeXaHU3Ma, BKJOYasg KOHLENLUI0 06e30MacHOCTH JAaHHBIX B3aUMOBLITOZHOIO
COTPYAHUYECTBA, MJ1aTGOPMYy COTPYAHHUIECTBA B 06J1aCTH 6€30MaCHOCTH JJAHHBIX, CHCTEMY IPABOBBIX
paMoK 0e30MacHOCTH 1elI0YKU NOCTaBOK MQPPOBBIX NPOAYKTOB U HUPPOBBIX YC/IYT, 3aLUTY IPaKJaH
IIpaBOBOr0 MexaHUM3Ma 6e30MacHOCTH NepCOHaJNbHbIX JAaHHbIX, GOpMUpPOBaHME CUCTEMHOHN cpejbl
"Xopoulel 3alUThl JaHHbIX" U "pa3paboTKU U UCIOJIb30BAHUS JJAHHBIX", B TO K€ BpeMsi HE06X0AUMO
06ecneynTh CyO'bEKT JaHHBIX MeX/Y "pecypcaMu JaHHbIX U aKTUBaMU JJaHHBIX" "06MeH, B3aUMHOCTb,
TOProBJisl, 00MeH" 1eATeTbHOCTbI0 COBMECTUMOCTHU CUCTEMbI COTPYAHUYECTBA B 06/1aCTH 6€30MaCHOCTH
JaHHbIX. [[paBOBBIN MeXaHU3M COTPYAHUYECTBA B 06/1aCTU 6€30MaCHOCTH JJaHHBIX B chepe nudppoBou
3KOHOMUKH JI0/KEH ObITh YCTONYMBBIM Pa3BUTHEM U JJUHAMUYHBIM IPABOBbIM MEXaHU3MOM.

Knwo4yeBbie cioBa: IllaHxalickasg opraHusanusi COTPYLHHUYECTBA, COTPYLHUYECTBO B 006/1aCTH
nudpoBoN S5KOHOMMKHM, [IpaBOBble acneKTbl COTPyJHHYeCTBA B 006/1acTU HMHPOPMALMOHHOMN
6e30MacCHOCTH.

KT. Caitipam6aeBa’, IxaH I1310!
Tan-®apabu amwsindarsl Kazax yambik yHUgepcumemi
(e-mail: 'zhuldyz.sairam@gmail.com, “zhangju@hrbipe.edu.cn)

IllaHxail BIHTBIMAKTACTHIK YBIMbIHA MYIlIe MeMJIEKeTTePAIH LU PIIbIK, FIKOHOMUKAHBI
JAMBbITY Ca/IaCbIHAAFBI JepeKTep Kayincis3jiri casmacblHAarbl bIHTBIMAaKTACTBIKTBIH, KYKbIKTBIK,
acnekTijiepi

AnpgaTtna: KemxakTbl eHipJiK xaJblKapaJblK YHbIM peTiHAe bIHTbIMAKTACTBIKTbIH, KYKbIKTBIK,
acrnekTici OHBIH 6Mip Cypyl MeH JaMybl VIIiH MaHbI3Zbl KoJijay 6oJsibin TabbuLiagbl. lllanxai
BIHTBIMAKTACTBIK YUBbIMbIHBIH, (IblY) skoHOMUKaJbIK canaZaFbl bIHTBIMAKTAaCTbIFbl TepeHJell,
KeHele TYCTi, bIHTBIMaKTacThIK pe>KUMi MeH TeTiri 6ipTiHjen e3repin kesefi xaHe xxaHapTy. Luppbik
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3KOHOMMUKA CaJIaCbIHAAFbI BIHTBIMAKTACTHIK LIIbIY yII1iH BIHTBIMaKTaCThIKThIH, KaJIbIIITACBIN KeJle XKaTKaH
casiacblHa aHa/bl. COHbIMEH KaTap, JAepeKTeP/iH KblIbICTAybl KoHe TPaHClIeKapaJblK AepeKTep
aFbIHBIHBIH, TAyeKeJli CUSKThI JepeKTep Kayincisziri macesnesepi epekile atan eTinai. Herisri ce6en
- lIbI¥-Fa Myllle MeMJIeKETTEpP apacblHa JepeKTepAiH Kayilci3Airi Typasbl 3aHA4ap MeH epexeJsiepze
AW KbIH allbIpMallbLIBIKTAP 60J1ybI )KoHE ZilepeKTePAiH Kayilnci3Airi casacblHaFbl BIHTBIMAKTACTBIKTBIH
KYKBIKTBIK TeTiriHiH »K0KTbIFbl. CoHJIbIKTaH IIIbI¥-Fa Mylile MeMJIeKeTTepP/liH epeKieJiKTepiHe colKec,
Heri3ri KaruJaTTap MeH KYKbIKTBIK TeTIK UeAChl. byJl KYKBIKTBIK TETIK UJedaaphbl, OHbIH iLIiHAE YThIC
KOOIEepPaLMACBIHBIH, JAepeKTep Kayilci3Ziri Ty»KbIpbIMZIaMachkl, AepeKTep Kayilci3Ziri casacblHAaFbI
BIHTBIMAKTACTHIK, IIaTdopMachl, HUPPJbIK 6HIMAeD *koHe HUPPJIbIK KbI3METTED KETKi3y Ti36eriHiH
Kayinci3ziikTi kaMTamachi3 eTy/liH KYKbIKTBIK 6a3acbIHbIH XyHeci, Jepbec aepekTep Kayincisairiiyg
KYKBIKTBIK TETITiHIH a3aMaTTapblH KOpPFay, «AepPeKTepP/i *KaKCbl KOpFay» XoHe «JepeKTepai asipsey
»K9He MaiJlasaHy» KYHeJliK OpTachlH KaJbINITACThIPY, COHbBIMEH Oipre «JepeKTep pecypcTapbl MeH
JlepeKTep aKTUBTePi» apacblHAAFhI JlepeKTep CyO'beKTIiCiH KaMTaMachkl3 eTy KaXeT. e3apaJiblK, cay/a,
OUpIKAJIBIK' JlepeKTep Kayilci3airi casacblHAaFbl bIHTBIMAKTACTBIK KYHeCiHiH Yi1eciMAiIiK KbI3METi.
IIBbIY nudpablK 3KOHOMHKA caJacblHAAFbl bIHTBIMAKTACThIKTA JepeKTep Kayilcisairi casacblHAaFbl
BIHTBIMAKTaCThIKThIH KYKbIKTbIK TETITi ODHBIKTHI JJaMy >KoHe CepHiH/i JaMblIl KeJle })KaTKaH KYKbIKTBIK
TeTiK 60JIybI THIC.

Tyuninai ces3aep: lllanxall bIHTHIMAKTACTBIK YUbIMbI, IU(PJIbIK 3KOHOMHUKA CaJlaChIH/IaFbl bIHTHI-
MaKTacCThIK, JiepeKTep Kayilci3iri casacblHAaFbl bIHTBIMAKTACThIKTBIH KYKBIKTBIK aclleKTiIepi.
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