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Abstract. Phishing, vishing, and broader forms of online fraud pose
significant threats to Kazakhstan’s citizens, yet existing legislative and
policy frameworks do not comprehensively address these increasingly
sophisticated tactics. This article undertakes a comparative legal analysis
of Kazakhstani legal documents, including the Penal Code, the Law «On
Personal Data and Their Protection», and other relevant regulations, to
examine how such crimes are defined and codified. The findings reveal that
while fraud statutes broadly accommodate certain dimensions of cyber
deception, explicit references to phishing and vishing remain absent or
insufficiently developed, leaving enforcement agencies to interpret modern
social engineering schemes through traditional legal provisions. Similarly,
national cybersecurity strategies, such as the «Cyber Shield of Kazakhstany,
recognise social engineering as a growing threat but fail to offer targeted
measures for mitigatingit. The article argues thatthese omissions, combined
with the dynamic nature of cybercrime, create enforcement ambiguities. By
highlighting critical gaps and ambiguities in current legislation, this analysis
underscores the need for an updated legal framework capable of keeping
pace with evolving cybercriminal methodologies, ultimately ensuring more
robust protection for both individuals and institutions.
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KYKBIKTBIK, TETIKTEepAi KapacTbIpy: QUIINHT, BUIIUHT k9He KazakcTaHaaFbl
OHJIANH aJIafAKTBIKTBIH, KAJIBINTACKIN KeJle JKaTKaH KepiHici

AngaTna. PUUIMHT, BUIIMHI XKOHEe OHJIAWH aslasKThIKTBIH, e3re Je TypJiepi KasakcraH
asaMaTTapblHa eJsiey/i KaTep TOHAIpyZJe, ajailfila KOJJAHbICTaFbl 3aHHAMAJIbIK K9He CasiCH
TeTiKTep OyJ 6apFaH calblH KypZeJieHill KeJie )KaTKaH dJlicTepre XeTKIMIKTi Jjopexeze KeHi1
6esiMen/i. bepinren Makasazia casbICThipMaJibl KYKBIKTBIK Tasjay »kyprisinin, Kasakcran
Pecny6sinkacbiHbIH, KbIIMBICTBIK, KoZeKci, «XKeke fepekTep *KoHe oJlap/ibl KOpFay TypaJibl»
3aHbl KoHE ©3re Jle TUICTI HOPMaTUBTIK-KYKBIKTBIK aKTiJiep KapacTbipblaaabl. by Ttangay
aTasIFaH KblJIMbICTAp/IblH 3aHHAMa/la Kajlall aHbIKTaJIbII, KOAUPUKAIUATAHATBIHBIH alKbIH-
JlayFa OafFbITTaJiFaH. 3epTTey HOTWKeJepi KepceTKeHJeH, alasKTbIKKA KaTbICThI »KaJIlbl
epexxesiep KubepasasKTbIKTbIH Kelbip KbIpJapblH KaMTbIFaHbIMeH, QUILMUHT MeH BUILIUHTKe
HaKThl CiJiTeMeJsiep KeTiclel/i HeMece >XeTKIJIIKCi3 KapacTbipbliraH. COHBIH, casjapblHaH
KYKbIK KOpFfay OpraHapbl 3aMaHayd oJIeyMeTTIK HHXXeHepus CcxXeMaJlapblH J9CTypJil
KYKbIKTBIK HOpMaJap asicblHAAa TyciHAipyre Max0yp. CoHbiMeH KaTap, KasakKcTaHHBIH,
Kubepkayimncizgiik TyxbipbiMJamMacbl (Kubepkaikacbl) CHUSKTbl YATTBIK KHOepKayinciszik
CTpaTervsjapblH/a 9JIeyMeTTiK WHXXeHePUAHBbIH, OCill KeJle »KaTKaH KayIli MOMbIHAA/IFaHbIMEH,
OHbI HaKThl 6O0JI/IblpMayFa apHa/iFaH MaKCaTThbl Lapajap Kydeci ycblHbLIMaraH. Makasiazia
OCbl OJIKbLJIBIKTAp KUOEPKBbLIMBICTBIH, KapKbIH/bl JaMbIll OTbIPFaH CHUNAThl asiCbIHAA KYKbIK
KOJIIaHy/la eKIYUITbIBbIK TYyFbI3aThbIHbl aWThLIbII, Ka3ipri 3aHHaMazafbl 6acThbl TETIKTEP MeH
TYciHikci3ziikTep aTan kepceTijieni. COHbIH HOTWXKeECiHZE, KUOepalasKThIKTbIH 63repMmeJii
d/licTepiHe iJiecin OTbIPAThIH }XaHAPThIJIFAH KYKbIKTBIK 0a3aHbIH KAXKETTIrl HAKTbI AJ1eJJIeHe/].

Ty#iH ce3aep: QUILNHT, BUIIMHT, OHJIAlH aNasgKThIK, Ka3akcTaH, KYKbIKThIK 6a3a
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PaccMmoTpeHue npaBOBbIX NP06ea0B: GUIIMHI, BULIIUHT U popMupyoieecs noJje
OHJIAaH-MOLIeHHUYecTBa B KaszaxcraHe

AHHOTauMAa. QUIIYHI, BUIIUHT U jpyrue GOpMbl OHJIalH-MOILIEeHHUYeCTBa IPe/CTaBASA0T
CylLeCTBeHHbIe yIPo3bl AJ1d rpax/aH KasaxcTaHa, ojHaKo CyleCTBYOIMe 3aKOHOAaTe/IbHbIe
Y IIOJINTUYECKH e PAMKH He B IOJIHOU Mepe yYUTHIBAIOT 3TU BCE 60J1ee U301 pPEHHbIE MeTO/bl. B
JlAaHHOW CTaTbhe POBOAUTCA CPAaBHUTE/IbHBIM IPABOBOM aHA/IM3 Ka3aXCTAaHCKUX HOPMAaTUBHBIX
JIOKYMEHTOB, BKJII0Yasi YT0JIOBHBIM KOJIEKC, 3aKOH «0 mepCcoOHa/IbHBIX JaHHbIX U UX 3aLATE»
U Jipyrye pesjieBaHTHble HOPMaTUBHO-IIPABOBbIE aKThl, C LieJIbI0 BbIICHUTbH, KAKUM 00pa3oM
JlaHHble TPeCTYIJIEHUA ONpeJie/ieHbl M 3aKpellJleHbl B 3aKOHOZATeJbCTBe. Pe3ysbTaTbl
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MIOKAa3bIBAIOT, YTO, XOTSI HOPMbI O MOIIIEHHUYECTBE B 1I€JIOM 0XBAaTbIBAIOT HEKOTOPHIE ACMEKThI
udpoBOro obMaHa, YETKUX (GOPMYJIHPOBOK, Kacamouuxcsd (GUIIMHTA W BUIIKMHIA, IO-
IpeXXHeMYy He XBaTaeT UM OHU Pa3BUThbI HEJIOCTATOYHO, BbIHYK/1asl IPABOOXPaHUTE/IbHbIE
opraHbl HWHTEpPNPEeTUPOBATh COBpPEMeHHble CXeMbl COLMAJIbHOW HWHXXeHEepPHUM B paMKax
TPaJIUI[MOHHBIX MPABOBBIX MOJIOXKEHUNW. AHAJIOTUYHBIM 06pa30M, HallMOHAJIbHbIE CTPATEruu
KHubep6e30onacHOCTH, Takue Kak «KubepmuT KazaxcTaHa», MPU3HAIOT pacTyIlyl yrposy
COLIMAIbHOW WHXKEHEePHUH, OJIHAKO He MpeJJiaraloT aJ[peCHbIX Mep 10 €€ mpeoTBpalleHHIo.
B cTaTbe yTBepXJaeTcs, UYTO NOA00HbIe TPO6eJibl, yCyTyoJisieMble JUHAMHUYHBIM XapaKTepoM
KUOepHnpecTyNnHOCTH, BeAYT K MPAaBONPUMEHUTENbHBIM HeONpeAe/IEHHOCTAM. YKa3biBasi Ha
KJIIOUeBble HeIOCTAaTKU M TPOTUBOPEYHS B TEKYII[eM 3aKOHOaTe/IbCTBE, JaHHOE UCCIeJOBAaHUE
noA4YépKUBaeT HE0OX0AUMOCTb OOHOBJIEHHOW 3aKOHO/JaTe/IbHOU 6a3bl, CHOCOOHOM OCNIEBATh
32 9BOJIIOLIMOHUPYIOLUUMU METOJaMU KHOEPIPECTYITHUKOB U 00eCliedMBaTh 60Jiee HaIEXKHYI0
3aL[UTY JJis TPaXKJaH U OpraHU3alUH.

KinwueBble csioBa: GUIIKHT, BUIIMHT, OHJIalH-MOlLIleHHHUYeCcTBO, KazaxcTaH, mpaBoBasi 6a3a

Introduction

The internet and cybercrimes are a global phenomenon and are as ubiquitous as consumer
and business access to the technology it is performed on. There are a variety of sophisticated
ploys used by fraudsters to deceive unsuspecting victims of their personal and financial
information, which may result in stolen identities, bank account takeovers, redirection of mail,
and appropriated loans. Fraudsters regularly change locations to evade detection, operate in a
legal grey area, and seek small amounts of money [1]. Internet fraud and cybercrimes manifest
in a myriad of different ways, including scam calls, emails, and text messages [2].The worldwide
cost of cybercrime has risen from $445 billion in 2014 to $608 billion in 2017. In 2017, it was
disclosed that cybercrime impacted a total of 978 million individuals across 20 different nations
[3]. According to data from the legal statistics and special records committee of the General
Prosecutor’s Office, Kazakhstan experienced a 70.6 percent rise in internet fraud in 2020. Over
the first 11 months of 2019, 7,000 fraud incidents were documented, whereas the figure for the
corresponding period in 2021 reached 12,000 [4].

Despite a wealth of literature on cyberfraud globally, there has been scant research into the
internet fraud landscape, specifically phishing in Kazakhstan. It is also essential to note that
research and features of phishing prevalent in other states may not be directly applicable to the
Republic of Kazakhstan. However, due to the lack of literature on Kazakhstan, it is important
to understand how the practices of phishing are dealt with in other countries. It is our hope
that this work will shed light on phishing in Kazakhstan and fill the gap of research which
exists. Therefore, it is appropriate to outline the aim of this study. In this article, a comparative
legal analysis of the primary legal frameworks, policy documents, and regulatory provisions
in Kazakhstan that address such crimes is undertaken, examining how current statutes define
phishing and other forms of online fraud. By situating the discussion within the broader context
of the nation’s cybersecurity policies, the efficacy of existing legal instruments in deterring
would-be fraudsters has been scrutinised.
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Literature review

[tisnecessaryhereto clarify exactly whatis meantby phishing. Phishingisaform of cyberattack
where a fraudster uses social engineering tactics to steal someone's identity, deceive victims into
revealing sensitive information, and obtain identifying information, banking and payment card
data, and passwords. Phishing often involves sending fake emails, texts, and phone calls that
imitate legitimate online platforms such as banks, auctions, or payment websites. These emails
direct visitors to a fraudulent webpage that is skilfully crafted to resemble the authentic login
page of the legitimate site [5]. Phishing emails, texts, and phone calls may result in significant
financial losses for those who are deceived by the messages. Moreover, they pose challenges for
the institutions whose brands are being imitated by the fraudsters [6].

There has been a wealth of research into phishing globally, and an affluence of government
statistical reports. For example, in 2022 in the United States alone, the IC3 (FBI’s Internet Crime
Complaint Center) received 800,944 complaints of internet fraud, with potential total losses
amounting to over $10.2 billion (FBI, 2023). According to the same report, the most common
victims by age group were persons aged 60+ with a total of $3.1 billion in losses from internet
fraudsters, and the most common internet crime type was phishing (Receiving unsolicited
communication via email, text, or phone from a seemingly reputable company asking for personal,
financial, or login information), totalling 300,497 victims and $52,089,159 in 2022 alone [7].

In the United Kingdom, there were 4.5 million fraud offences reported in the Telephone-
operated Crime Survey for England and Wales (TCSEW) for the year ending March 2022,
marking a 25% rise from the previous year ending March 2020 (ONS, 2022). 50 percent of
TCSEW respondents said they may have received a phishing email, SMS, or social media message
(ONS, 2022). 54% of those who received phishing communications were targeted by fraudsters
impersonating delivery firms, 32% by banks or financial institutions, and 29% by e-commerce
companies. Of the responders who received phishing communications, 3% responded or clicked
on a link in the message. 11% of respondents or link-clickers shared personal information
susceptible to exploitation by scammers [8].

There are many psychological characteristics that contribute to being a victim of Internet-
based fraud [9]. Most of the evaluated research focused on 'phishing' and analysed various
elements from personality to heuristics. Most of the information and opinions that exist
about the psychological aspects linked to susceptibility to online fraud are mostly anecdotal
and might potentially contribute to the formation of erroneous myths, such as the notion that
elderly individuals are easy targets. Policies aimed at reducing fraud should acknowledge that
compliance is universal and that no one population is inherently more or less susceptible [9].
This is echoed by other authors, who assert that it is crucial to differentiate between the targets
of fraudsters, those who fall victim, and the total number of victims within various demographic
categories. Fraudsters that focus only on older age groups are more likely to have a higher
number of victims from that demographic [1]. A 2009 UK-based study found that in 2009, the
average victim of identity theft was more likely to be a man in his late 30s or early 40s than a
woman (60:40). Over three-quarters of the victims were between the ages of 25 and 54, with an
average victim age of 42 [10].

A study in South Africa concluded that conducting a simulated phishing attack together
with integrated training might help enhance users' ability to resist phishing attempts, thereby
lowering their vulnerability to future attacks [11]. Interestingly, an analysis of trends in phishing
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attacks in 2006 found that phishing incidence decreases significantly on weekends. Additionally,
phishers mostly impersonate financial businesses, but they also target other areas such as
commerce, community, government, job forums, certificate authorities, and greeting cards [6].
Furthermore, it takes an average of 416 days for fraud victims to recognise they had been a victim
[10]. Fraudsters had almost a year to exploit their victims' accounts, accumulate debts, damage
their credit scores, and then target new victims. From this same study, the richest residents in the
UK are the ones most likely to fall victim to fraud, with an average loss of £1,100 per victim [10].

Within Kazakhstan, few studies have observed the problems of cyber fraud, and more
specifically phishing. Some authors have developed suggestions for enhancing victimological
criteria to tackle fraud [12]. Consistently alerting the populace about new deception strategies,
updating practical recommendations on protecting oneself from fraudsters, and enhancing
citizens' legal awareness are suggested to reduce the number of fraud victims in Kazakhstan
[12]. Another noteworthy study in this area has utilised several machine learning techniques to
forecast instances of fraud, namely credit card and e-commerce fraud. The study concluded that
machine learning methods can be utilised to increase the detectability of credit card fraud [13].

Both theoretical and practical components of combating computer technology fraud is
examined by some Kazakhstani authors. The research is intended to serve as the basis for
revisions to Kazakhstan's laws and the creation of instructional guides for investigating
certain criminal offences in law enforcement [14]. To provide efficient strategies to combat
fraud, namely housing fraud, using information technology, since theft often originates from
cyber assaults on information systems themselves, comprehensive research was conducted by
scholars from Kazakhstan [15]. This research used methodologies such as comparative legal
analysis and expert review. Proposed amendments to the criminal code of the Republic of
Kazakhstan focus on expanding jurisdiction, adding qualifying criteria, and the need of enacting
a new Law on real estate business. The authors maintain that an inadequate identification of
fraud in the information technology industry in Kazakhstan is due to the operational police
units' staff lacking competence in IT technologies. The authors assert that all law enforcement
personnel and judges should get basic training on cybercrime and electronic evidence, or as
many as practicable. This fundamental information should be included in the initial training of
prospective workers and judges, as well as in further training and retraining programmes for
existing employees and judges [15].

Based on survey data on young people in Kazakhstan, one study revealed that young
people in Kazakhstan are unaware of how to protect themselves from cyber threats, lack
knowledge, and misunderstand the importance of cybersecurity [16]. This article also provides
recommendations for ensuring cybersecurity, namely the involvement of the state, educational
institutions, and the corporate sector in maintaining cybersecurity, along with the significance
of international collaboration.

Materials and methods

This study employs a qualitative methodology, centring on the comparative legal analysis of
official documents. A search for «phishing» (¢umunr) in Russian on the Adilet portal (adilet.zan.
kz), Kazakhstan'’s official repository of legislative and regulatory documents, produced a limited
number of results. However, upon closer examination of these documents, it appears that most
references do not undertake a substantive discussion of phishing as a distinct form of cybercrime;
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rather, they make passing or ancillary mention of the term within broader contexts such as
explanations, disclaimers, or notices of risk in general cyber-related regulations and guidelines.
None of the identified documents present a dedicated, in-depth legal framework or enforcement
mechanism specifically targeting phishing, and the term itself is typically used to illustrate general
fraudulent practices involving the unauthorized acquisition of financial or personal data.

This absence of a robust, standalone legal definition or comprehensive policy provisions
devoted to phishing suggests that the Kazakhstani legal corpus, as currently indexed on
Adilet, has yet to formally codify or elaborate on the precise nature and scope of phishing as
a cyber threat. Instead, any legal ramifications for phishing-related activities are subsumed
under broader statutes addressing fraud, unauthorised data access, or misuse of information
technology. Consequently, the search results highlight a gap in explicit legislative coverage
of cyber-enabled social engineering offenses: while authorities recognise and occasionally
reference phishing, the lack of tailored statutory language or clear prosecutorial guidelines may
hinder consistent enforcement and public awareness efforts. As such, although the documents
retrieved allude to phishing in broad, often cautionary terms, they offer limited insight into how
Kazakhstani law specifically confronts and prosecutes this rapidly evolving cybercrime.

Following the initial query on Adilet, additional key legal documents were manually searched
to shed further light on the scope and treatment of phishing, vishing (voice-based phishing),
and online fraud in Kazakhstan. In particular, the Criminal Code of the Republic of Kazakhstan,
the national “Cyber Shield” Concept, and the Law of the Republic of Kazakhstan “On Personal
Data and Their Protection”, among other potentially relevant statutes and policy frameworks,
were reviewed. Through the scrutiny of these sources, it was sought to determine whether
and to what extent existing legislation explicitly addresses emergent tactics of cybercriminals,
provides a coherent prosecutorial basis for such offenses, and includes provisions for victim
redress. This broader investigation was also undertaken to yield a more nuanced assessment of
any legislative gaps or inconsistencies that may impede the country’s efforts to combat cyber-
enabled social engineering crimes effectively.

Results and Discussion

The national Cyber Security Concept

The 2017 Government of Kazakhstan Decree No. 407 [17], which approves the national
Cybersecurity Concept (commonly referred to as the «Cyber Shield of Kazakhstan», aims to
establish a high-level strategic framework for safeguarding the country’s digital infrastructure
againstabroad spectrumofonline threats.Inprinciple, the Conceptoutlines key objectives suchas
fortifying critical information systems, increasing institutional capacities, and improving public
awareness. By emphasising the importance of public-private cooperation and more robust legal
provisions, it signals official recognition that cyber threats, from hacking to social engineering,
pose significant risks to the nation’s socioeconomic stability. However, its treatment of phishing,
vishing, and other forms of online fraud remains partial and subsumed under generalised
categories of «cyber fraud» and «social engineering», without offering a clear or systematic
plan for enforcement, awareness, or remediation. Although the Concept underscores social
engineering as an evolving and highly detrimental vector of attack, it does not delineate specific
guidelines or penalties for common tactics such as phishing emails, fraudulent phone calls, or
SMS-based scams. Instead, it gestures broadly toward the need for collaboration among law

JLH. I'ymunes amouindarel Eypasus yammuoik yHusepcumeminiy XABAPIIBICHI. N23(156)/ 2026 193

KyKbik cepusicobl
ISSN: 2616-6844. elSSN: 2663-1318



N.S. Temirbolat, S.Sh. Urkumbay, R.A. Alshurazova

enforcement, telecom operators, and financial institutions, while stopping short of explaining
precisely how these stakeholders ought to identify, counteract, and penalise phishing or vishing
attempts in everyday practice.

In its vision to create a national «Cyber Shield», the Concept aspires to mobilise a holistic response
involving public agencies, private companies, and international partners. Yet the document, being
largely conceptual in its orientation, offers little by way of concrete implementation protocols or
explicit legal frameworks that would be vital in addressing the increasing prevalence of phone-
based fraud, phishing websites, and other internet scams targeting Kazakhstani citizens. The
inclusion of measures to enhance digital literacy and promote ongoing training points to an
implicitacknowledgment that human error remains a key vulnerability in cyber defence, but even
these mentions lack detail regarding scale, target populations, or funding mechanisms. Although
the Concept does call for amending existing legal and regulatory structures to address new forms
of cybercrime, it does not define essential terms such as phishing or vishing in a manner that
would allow for streamlined investigations or consistent enforcement practices across regions.
Consequently, while the Concept succeeds in positioning cybersecurity as a national priority, it
defers most meaningful action on cyber fraud, particularly in the realm of phishing and vishing,
to subsequent regulations or agency-specific decrees, leaving a notable gap between the policy’s
overarching aspirations and the practical needs of individuals and organisations contending
with sophisticated online scams on a daily basis.

Overall, the Concept’s vision of bolstering cybersecurity in Kazakhstan is commendable as a
guiding framework, yet its language around social engineering threats remains predominantly
aspirational and broad. This approach neglects the nuanced complexities of phishing and vishing
attacks, which continue to evolve in both technique and scale. By embedding such forms of fraud in
a generalised discussion of cyber threats, the document fails to address how existing institutional
capacities, and legal mechanisms should be adapted or strengthened to effectively counter
these persistent and increasingly sophisticated criminal methods. Moreover, the lack of explicit
protocols for public education campaigns, reporting mechanisms, and cross-industry intelligence
sharing diminishes the Concept’s ability to mitigate real-world threats in an immediate and visible
manner. In that sense, while the «Cyber Shield of Kazakhstan» offers a valuable starting point,
significant additional legislative and operational steps appear necessary to transform its broad
declarations into comprehensive, actionable, and adequately funded measures for defending
citizens and organisations against phishing, vishing, and other forms of online fraud.

Law of the Republic of Kazakhstan «On Personal Data and Their Protection»

The 2013 Law of the Republic of Kazakhstan «On Personal Data and Their Protection» (No.
94-V) [18] primarily focuses on regulating the collection, storage, processing, and protection of
individuals’ personal data. Although it provides definitions and guidelines aimed at safeguarding
the confidentiality and integrity of personal information held by various public and private
entities, it does not explicitly address specific types of cyber fraud such as vishing or phishing.
Instead, it generally stipulates that data controllers and processors must adopt organisational
and technical measures to prevent unauthorised access, loss, or misuse of personal data, thereby
implying a duty to mitigate security breaches that could occur through fraudulent or criminal
acts. This indirect mention of security obligations leaves considerable interpretative room for
whether and how the law can be applied to concrete incidents of online fraud, especially those
facilitated by social engineering techniques targeting the victim directly, rather than a data
controller’s databases.
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From a critical standpoint, the law’s focus on organisational data protection measures, rather
than individual scams that exploit users’ lack of awareness, underscores a significant gap in
addressing the realities of cybercrime in Kazakhstan. While personal data protection is a core
concern, the statute’s absence of explicit provisions on vishing or phishing suggests that these
offenses are subsumed under broader, often imprecise categories of unauthorised data access
or fraudulent misuse of personal information. Consequently, enforcement agencies and courts
must rely on other criminal or administrative statutes when prosecuting or adjudicating cases of
online fraud, potentially complicating the legal process and diluting the specific harm associated
with tactics like voice-based deception. In effect, this law provides only a partial framework for
securing personal data, offering no dedicated mechanism for redressing the personalised, real-
time manipulations, such as vishing, that commonly bypass purely organisational defences.

The Penal Code of the Republic of Kazakhstan

The Penal Code of the Republic of Kazakhstan (No. 226-V, dated 3 July 2014) [19] contains
general provisions for criminalising fraud, unauthorised access to information systems, and
other offenses that could, in principle, encompass vishing and phishing activities. Most notably,
fraud is penalised under broad clauses that prohibit the illegal acquisition of property or
property rights through deception or abuse of trust, and certain articles address the misuse
of information and communication technologies. Nonetheless, these provisions stop short
of explicitly defining or naming phishing, vishing, or analogous social engineering tactics,
effectively folding such offenses under traditional fraud classifications. Because the language
remains relatively technology-neutral, enforcement authorities are left to interpret whether
specific online or phone-based deceptions fit the existing statutory elements, a process that
can create legal ambiguities and evidentiary challenges when prosecuting crimes of this nature.

From a critical perspective, the Penal Code’s approach highlights a structural gap in adapting
legal definitions to the rapidly evolving ecosystem of cybercrime. While incorporating terms such
as «electronic information» and «telecommunication networks» signals an acknowledgment
of modern-day criminal methods, the absence of dedicated articles or clear sub-provisions
specifically addressing phishing or vishing impedes a more nuanced grasp of how these crimes
function. In practical terms, victims of sophisticated online fraud, who may be manipulated via
phone calls or spoofed emails, are often left with few guidelines for seeking redress under a legal
framework that was not designed with these schemes in mind. Consequently, the burden falls
on investigators, prosecutors, and courts to interpret technologically diffuse behaviours within
older, more generalised fraud statutes, thereby raising the risk of inconsistent enforcement and
overlooking the unique harms associated with contemporary forms of cyber-enabled deception.

The Code of the Republic of Kazakhstan on Administrative Offences

The 2014 Code of the Republic of Kazakhstan on Administrative Offences (No. 235-V) [20]
provides a framework for penalising a wide variety of non-criminal legal breaches, including
some that involve improper use of telecommunications and information systems. While certain
clauses could theoretically be invoked in cases of unauthorised data handling or the misuse of
telecommunications networks, the text does not explicitly reference phishing, vishing, or other
methods of social engineering aimed at extracting confidential information.

Instead, the Code largely covers administrative violations ranging from unlicensed activities
to procedural failings by companies and individuals, imposing fines and other non-criminal
penalties for infringements. As a result, there is no straightforward mechanism under these
provisions for holding perpetrators of cyber-enabled scams administratively liable unless their
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actions fit within pre-existing definitions of telecommunication violations or illegal handling of
personal data.

Critically, this gap exemplifies a broader systemic challenge in Kazakhstan’s legislative
environment: social engineering crimes, particularly those executed through phone calls or
deceptive emails, are neither distinctly categorised nor clearly delineated under administrative
norms. Although the Code could be applied in peripheral areas, such as penalising telecom
providers who fail to implement certain cybersecurity protocols, it offers limited avenues for
addressing the core misrepresentation and deception atthe heart of phishing or vishing schemes.
Consequently, the Code’s regulatory approach may place undue emphasis on compliance issues
rather than on deterring and penalising those who target victims through manipulative online
or telephone tactics. Without further legislative refinement, administrative law will continue to
offer only fragmentary remedies that fail to capture the unique harm inflicted by these rapidly
evolving cyber fraud methods.

Additional statutes and regulatory acts

Beyond the core legal instruments already examined, several additional statutes and
regulatory acts in Kazakhstan warrant attention for a more comprehensive analysis of phishing,
vishing, and online fraud. In particular, equally pertinent is the Law «On Informatization» [21],
which outlines the legal foundations for the development and use of information technologies
in Kazakhstan and may shed light on any responsibilities of internet service providers or digital
platforms to prevent fraudulent activities. Law «On Electronic Document and Electronic Digital
Signature» [22] was also reviewed to understand how electronic transactions and signatures
are protected under current regulations, relevant in instances where phishing scams exploit
digital credential systems. Additionally, exploring the Law «On Banks and Banking Activities»
[23] helped to identify financial-sector obligations to mitigate fraudulent transfers, while
official decrees or strategies from the Ministry of Digital Development, Innovations and
Aerospace Industry revealed evolving government measures and priorities. Taken together,
these documents deepened an understanding of the legal ecosystem governing cyber fraud in
Kazakhstan, highlighting both explicit and implied mechanisms that either address or fail to
address phishing, vishing, and similar forms of online deception.

Conclusion

It has been demonstrated that although Kazakhstan’s legislative frameworks address cyber
fraud in general terms, explicit coverage of phishing, vishing, and other social engineering
tactics remains inadequate. Existing provisions, which rely on traditional definitions of fraud
and unauthorised access, demand interpretive stretching when modern cybercrimes are
prosecuted. This reliance on broad categorisation has been noted to create ambiguity, as law
enforcement agencies often lack clear guidance on how to classify and investigate deceptive
schemes that manipulate human behaviour rather than technical vulnerabilities. The absence
of precisely formulated legal definitions also weakens preventive measures, since public
awareness campaigns and reporting mechanisms cannot be effectively structured around vague
statutory language.

Such gaps are further exacerbated by the rapid emergence of new phishing and vishing
techniques, making sporadic legislative updates insufficient to curb evolving criminal methods.
It has been observed that while some policy documents, including the “Cyber Shield of

196 N23(156)/ 2026 JLH. ['ymunes amoindarel Eypaszus yammuoik yHueepcumeminiy XABAPILBICHI.

KyKblK cepusicol
ISSN: 2616-6844. elSSN: 2663-1318



Navigating the Legal Gaps: Phishing, Vishing, and the Emerging Landscape of Online Fraud in Kazakhstan

Kazakhstan,” acknowledge social engineering threats, they do not prescribe specific remedies or
enforcement protocols. Future research is therefore needed to map the full scope of cyber fraud
incidents, assess the effectiveness of existing investigative procedures, and explore targeted
legislative reforms capable of encompassing the broad array of social engineering tactics. By
integrating robust legal definitions with systematic public education initiatives, a more coherent
and dynamic approach to safeguarding digital transactions and personal data may be achieved.

The findings of this study imply that researchers and policy analysts must expand traditional
understandings of cybercrime to include the unique psychological, technical, and social
dynamics of phishing and vishing. Such a shift could encourage interdisciplinary inquiries,
blending criminology, law, psychology, and information security, to produce holistic frameworks
that address both the technical and human dimensions of modern cyber-fraud.
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