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Abstract: The article examines the current state of legislation governing the protection of
personal data, the challenges arising in its implementation, and the prospects for improving
the protection mechanism through the use of blockchain technology. Frequent cases of
unlawful dissemination of personal data in Kazakhstan are directly linked to unresolved
issue of cybersecurity and the need to address vulnerabilities in the existing legislation,
which underscores the relevance of the chosen research topic. The purpose of this study
is to establish a legal framework for the protection and security of personal data through
the use of digital technologies. The scientific novelty of this work lies in the fact that, for the
first time since the formation of the legislative framework governing personal data in the
Republic of Kazakhstan, legal norms regarding personal data have been defined, as well as
areas of legal regulation for the circulation of certain types of personal data. Measures to
improve existing legislation governing the circulation of personal data have been proposed.
The above constitutes a national scientific doctrine in the field of personal data protection.
New practical conclusions have been summarized, allowing for the improvement of existing
national legislation and, consequently, their application in legislative activity. The research
methods used include a general logical approach (induction, deduction), systematization,
analysis, formulation, scientific methods, and empirical methods.

Ensuring the security of personal data is a state obligation arising from the duty to protect
individual human rights; therefore, the authors emphasize the particular importance of
strengthening control over digital threats and introducing a procedure for assessing their
impact on human rights in accordance with international standards. The study concludes
that the Republic of Kazakhstan should accede to international instruments establishing
standards for the protection of personal data. A potential pathway for strengthening the
legal framework on personal data protection lies in establishing systemic safeguards that
restrict unauthorized access to information. Such mechanisms should operate across all
levels of data governance, ensuring consistent compliance among data holders, processors
and supervisory entities. Based on the results of the research, it is proposed to adopt a legal
norm regulating continuous control and monitoring by data owners, operators, and persons
responsible for organizing the processing and storage of personal data.
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Introduction

In Kazakhstan, the process of digitalization and information processing is developing
intensively. One of the priorities of the National Development Plan of the Republic of Kazakhstan
until 2029 is the optimization of regulation aimed at supporting innovation, as well as the
digital and creative economy. The second strategic direction of the National Development Plan
highlights that improving regulatory procedures in the sphere of personal data governance
should decrease the likelihood of information breaches, enhance operational reliability,
and reinforce public and investor confidence in Kazakhstan's digital infrastructure. It also
underscores the necessity of strengthening the accountability of data controllers who infringe
upon citizens' rights to informational privacy and of establishing preventive mechanisms for
identifying and mitigating data leaks, including timely notification of affected individuals [1].
The practical implementation of this state program presupposes a complex set of actions,
foremost among which is the modernization of cybersecurity legislation and the establishment
of an integrated framework for legal and technological protection.

The second strategic direction priority emphasizes that «the optimization of regulation in the
field of personal data protection will reduce the risk of data leakage, increase the reliability of
operations, and strengthen the confidence of investors, businesses, and citizens in Kazakhstan's
digital ecosystem. In addition, it is envisaged to tighten the liability of operators who have
violated the rights of other citizens to the protection of personal data, as well as to develop
mechanisms for detecting and preventing data leaks, including notifying data owners».

The implementation of the National Development Plan requires the application of
comprehensive measures, beginning with the improvement of legal regulation in the field of
cybersecurity.

The establishment of e-government has influenced not only the transformation of relations
betweenthestateand society buthasalso contributed to the reduction ofbudgetary expenditures.
However, alongside these positive developments in Kazakhstan's information space, there is a
growing trend of risks and threats in the field of information security.

The relevance of the topic is determined by the aggravation of the problem of ensuring
the security of digital data in Kazakhstan. Insufficient protection of personal data has led to
information leaks, as a result of which citizens increasingly become victims of fraud. Citizens
are deceived over the phone, and numerous loans are fraudulently registered in their names.
Given the limited effectiveness of current law enforcement measures against cybercrime, the
challenge of ensuring secure storage and protection of personal data continues to be a critical
concern. Multiple high-profile breaches demonstrate persistent vulnerabilities within national
information systems. A notable example is the recent revelation of unauthorized access to
databases containing personal details of Kazakhstani citizens, which subsequently appeared on
various social media platforms.

According to the Department for Combating Cybercrime of the Ministry of Internal Affairs of
the Republic of Kazakhstan, more than forty cases of data leaks have been recorded since the
beginning of 2025. Instances have been identified where employees of private organizations,
having access to such data, sold them for remuneration [2]. It has also been reported that this
data is currently being sold on closed Telegram channels.

In June of the current year, the leakage of personal data of more than sixteen million
Kazakhstani citizens caused a wide public outcry and heightened public concern. Assuming
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that each record corresponds to one individual, it can be stated that the data of approximately
70 percent of the country’s population became publicly accessible [3].

The published data included the surname, first name, patronymic, gender, date of birth,
individual identification number (IIN), address, date of residence registration, mobile, home,
and work telephone numbers, citizenship, nationality, and other personal information [4].

In his recent Address to the Nation, the President of the Republic of Kazakhstan set forth
the task of entering the era of universal digitalization and artificial intelligence, as well as
transforming Kazakhstan into a full-fledged digital state [5].

President Kassym-Jomart Tokayev emphasized that emerging technologies also bring
significant threats: artificial intelligence systems are capable of generating biometric imitations
of people, reproducing their likeness through synthesized voice, visual, or behavioral patterns.
Such capabilities, he warned, could compromise personal data and financial security, while also
enabling the spread of fabricated media aimed at influencing public perception [6].

The dissemination of data increases the risks of fraud. Criminals may launch cyberattacks on
the eGov system, target banks, or contact clients with fraudulent offers.

The right to privacy contributes to the development of other human and civil rights and
freedoms, to the creative development of the individual, and to the democratization of society.
Therefore, the proclamation of the right to «privacy, personal and family secrecy» as one of
the fundamental human rights, and the establishment of legal guarantees for its observance,
constitute one of the key functions of the Constitution of the Republic of Kazakhstan.

The purpose of this research is to provide a comprehensive understanding of the concept
and classification of personal data, to conduct a comparative legal analysis of international
instruments and national legislation governing their legal regulation, and to develop
recommendations aimed at improving the mechanisms for the protection of personal data.

In order to realize the stated research goal, several specific objectives have been formulated.
First, the study seeks to conduct a detailed examination of incidents involving breaches and
improper handling of personal data. Second, it aims to clarify the theoretical foundations of the
concept of personal data identifying its essential characteristics, structural elements, and key
classifications. Third, the research proposes a set of recommendations designed to enhance
citizens' ability to manage digital data and to secure their legal rights to supervise and erase
such information within the framework of national legislation. Fourth, it seeks to determine
effective mechanisms for the incorporation of international legal norms into the domestic legal
system. Finally, the study explores the potential application of modern digital technologies that
can ensure the reliable protection and long-term security of personal data.

To date, no fundamental scientific research has been conducted in Kazakhstan on the topic
under consideration, and it has not been the subject of specialized academic study, since no
monographic works have been published on this issue. The content of the existing articles is
informational in nature; the problems raised in them are treated superficially and limited to a
general analysis. The number of academic studies conducted within this topic is limited. Among
the scholars who have contributed to the study of this topic are Russian researchers such as
Sokolova 0.S., Travkin Yu., Chernyaeva D.V, and others, as well as Kazakhstani researchers
including Suleimenov M.K,, Nesterova E.V, Ilyassova G.A., Aitimov B.Zh., Zhamburbayeva S.,
Turysbekuly M., and Tokatov R.A.

Scientific novelty. For the first time, this study develops scientifically grounded proposals
to improve national legislation aimed at ensuring the protection of personal data through the
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use of blockchain technology. The study proposes ways to enhance the legal mechanisms for
regulating the protection of personal data.

Materials and Methods

In the process of writing this article, a combination of deductive and inductive methods
is used, allowing the research to move from the analysis of specific legal issues to broader
generalizations. This methodological approach makes it possible to refine existing mechanisms
for the legal protection of personal data to substantiate the economic and legal prerequisites for
the use of blockchain technology.

Special attention is paid to analytical and systematization methods, which are used to identify
the key elements of the research object and to examine the interconnections between them.
This approach enables a comprehensive assessment of the challenges with which the Republic
of Kazakhstan is faced, including issues related to the unlawful dissemination of personal data
and the insufficient level of digital culture in society. Blockchain technology is not considered
in isolation, but as part of an integrated legal and socio-economic system, whose elements
continuously interact and influence one another.

The study is based on a clearly defined conceptual framework, which determines the main
directions, priorities and methodological approaches of the research. The scientific method
relies on established doctrines and scholarly findings, uses recognized scientific categories, and
is also oriented towards achieving concrete research objectives rather than a purely descriptive
analysis.

Comparative legal analysis is applied to examine international experience in regulating
personal data protection mechanisms. The results of this comparison serve as a basis for
developing proposals aimed at improving national-level regulation, taking into account both
foreign best practices and domestic legal realities.

At the same time, the formal legal method is used selectively, primarily for the analysis of
cases concerning the protection of citizens' personal data and instances of violations of personal
data legislation. This allows the study to assess not only the normative order of regulation, but
also its practical implementation.

To evaluate the effectiveness of existing legal mechanisms for personal data protection in the
Republic of Kazakhstan, statistical and descriptive analytical methods are employed. In addition,
advanced international experience in the application of blockchain technology is analyzed in
order to determine the feasibility and potential effectiveness of its use for the development of
the national economy.

The empirical component of the research draws on previously conducted studies as well as
the author's own academic experience, which provides an additional practical dimension to the
analysis.

In the process of preparing the article, statutory and regulatory acts were examined, relevant
legal scholarship was analyzed, statistical data and electronic information resources were
processed, which ensured the reliability and completeness of the findings.

The following documents were used in the process of writing the article: the Law of the
Republic of Kazakhstan «On Personal Data and Their Protection» No. 94-V dated May 21, 2013;
the Law of the Republic of Kazakhstan «On State Secrets» No. 349-1 dated March 15, 1999; the
Law of the Republic of Kazakhstan «On Informatization» No. 418-V dated November 24, 2015;
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ETS Convention No. 108 for the Protection of Individuals with regard to Automatic Processing
of Personal Data (Strasbourg, January 28, 1981); General Data Protection Regulation (GDPR)
of the European Union of 2016; analysis of sources in legal literature, statistical indicators and
processing of electronic information.

Results and Discussion

In the modern world, it is generally impossible to completely eliminate the possibility of
identifying an individual; however, it is both possible and necessary to prohibit the storage,
processing, and use of personal information without the consent of its subject. Measures
to ensure the security of personal data and to prevent unlawful actions have acquired legal
expression in the form of the concept of personal data protection. Although its foundations
were established through foreign experience, Kazakhstan has successfully adopted them, taking
into account not only the accumulated legal practices of foreign states but also the political
transformations within Kazakhstani society, social realities, and contemporary trends in the
development of law.

The adoption of the Law of the Republic of Kazakhstan «On Personal Data and Their
Protection» (No. 94-V, 21 May 2013) marked an important step in forming the foundations of
cross-sectoral regulation of relations arising in the field of personal data circulation. Today,
within the Kazakhstani system of personal data regulation, three key areas are developing
successfully:

a) the formation of a comprehensive body of legislation aimed at regulating the circulation
of personal data;

b) the establishment of specific principles for handling personal data, consistently enshrined
in normative acts of various levels;

c) the creation of a special institutional framework ensuring oversight of the observance of
the rights of personal data subjects.

However, the process of developing a regulatory framework governing the circulation of
personal data, in our view, still remains at a formative stage, which is primarily evidenced by
the active legislative activity in this field.

As defined in the Law of the Republic of Kazakhstan «On Personal Data and Their Protection»
(No. 94-V, 21 May 2013), Article 1 establishes that personal data comprise any information
referring to an individual who is identified or can be identified, and such data may exist in
electronic, paper, or other material form [7]. The same provision also specifies that biometric
data represent a distinct subset of personal data, reflecting a person's physiological and
biological characteristics that allow for their identification [7]. Such biometric data include an
individual's facial image, fingerprints, genomic information, and other similar identifiers.

In the context of identification information, this group encompasses data elements such
as document numbers verifying an individual's legal or civil status - including identity cards,
passports, birth certificates, and educational diplomas - alongside personal identifiers like
the individual identification number (IIN) and biometric attributes. At present, centralized
automated databases are being created in Kazakhstan. However, as recent events have
demonstrated, the level of their protection against cyberattacks remains extremely low. In
certain cases, the unlawful dissemination of personal data has resulted from the actions of public
officials themselves. Some information relating to citizens' personal data is, in fact, not subject
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to protection at all. For instance, there currently exist Telegram bots that allow the identification
of an individual by their IIN. A similar situation is observed with vehicle registration numbers,
for which there is no explicit legal prohibition on dissemination. Meanwhile, the increase in
criminal activity associated with fraud in large cities is largely due to the uncontrolled use of
such information.

The legislation of the European Union maintains a clear and consistent position on this
matter. The Directive of the European Parliament and of the Council of the European Union
«Concerning the Processing of Personal Data and the Protection of Privacy in the Electronic
Communications Sector» (No. 2002/58/EC) (12 July 2002) (GDPR) states that «information
relating to subscribers of publicly available telecommunications systems contains data
concerning the privacy of individuals» [8]. In particular, under this document, citizens are
granted the so-called «right to be forgotten», which entitles them to request the deletion of
their personal data.

The next block of information belonging to the category of personal privacy consists of
biographical data that describes an individual's life path. If access to identification data is
regulated by normative legal acts through the method of prohibition, biographical information
may be collected, stored, and disseminated exclusively with the consent of the citizen - that s, itis
protected by means of authorization. Information on whether an individual has previously been
subjected to criminal liability and on the completion or serving of a sentence may be disclosed
only within the competence of state authorities. Furthermore, questions concerning criminal
records should be excluded from questionnaires completed during employment procedures.

The next group of data falling within the category of personal privacy comprises information
on an individual's family status. At first glance, this category of personal data may appear to
constitute part of biographical information and not to belong to confidential data. However,
such information includes data constituting the secrecy of adoption, information on marriage
or divorce, children born out of wedlock, and details regarding alimony obligations. All these
elements form part of an individual's informational portrait - aspects that a person may wish
not to disclose. Therefore, such information must be protected by official authorities and should
not be publicly accessible. Consequently, information regarding an individual's family status
may rightfully be classified as personal data.

Since information about a citizen's family status constitutes a legally protected personal
secret, such data, in our view, must be subject to enhanced legal protection. The secrecy of
child adoption, details of marriage or divorce, obligations to pay alimony, as well as information
about children born out of wedlock, are strictly personal and therefore should not be publicly
accessible. Given that data concerning the family status of citizens are classified as personal
data, the state must ensure their proper and reliable protection.

Another type of data comprising personal information is information on an individual's
social status. Market relations have contributed to the stratification of the population by
property status, which in turn has generated other forms of social differentiation. If the goal of
the state is the construction of a civil society, then the legal division of citizens into social groups
is inadmissible. Therefore, questions concerning social status (for example, family, material,
orphan, large family, disability status, etc.) should be excluded from most questionnaires and
survey forms. The decision to provide such information must be made by the citizen personally,
and if such data are provided, the procedures for their collection, storage, and protection must
be clearly defined.
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The next group of personal data that deserves particular attention is information
characterizing an individual's financial status. With the development of market relations, the
relevance of protecting this category of information has significantly increased. There are
several reasons for this. First, a person's financial (property) status largely determines their
social position. Second, even lawfully obtained information, if disclosed without the individual's
consent, may become the subject of discussion among various groups and result in financial
difficulties. Third, many public authorities attempt to collect unjustified information concerning
the financial situation of citizens.

Medical information relating to a natural person requires a special regime of protection.
The issues of securing information systems in the field of healthcare that contain personal
medical data, ensuring their integrity and confidentiality, the patient's right to access their own
medical data, as well as the obligation to inform citizens when such information is requested,
are regulated by the Code of the Republic of Kazakhstan «On the Health of the People and the
Healthcare System» (No. 360-VI, 7 July 2020).

In our view, this category represents one of the most protected types of personal data.
Beyond data on an individual's physical and mental health, medical records should also
encompass relevant information about the health condition of immediate family members. The
availability of precise and trustworthy medical data serves as a key prerequisite for making
objective diagnoses and choosing the most appropriate therapeutic strategies. Such information
must be maintained exclusively within the confidential framework of the «patient-physician»
relationship and may only be shared with third parties upon the patient's explicit consent,
or, when the patient is unable to make an informed decision, with the authorization of close
relatives or legal guardians.

To gain adeeper understanding of the nature and essence of the category under consideration,
itis necessary to distinguish between the concepts of «health status» and «medical information
relating to an individual» [9]. The term «medical information relating to an individual» refers
to a set of data concerning past illnesses, the presence of diseases, their progression, applied
methods of treatment and medicinal products, prognosis, and other similar information. The
concept of «health status’,in accordance with subparagraph 11 of paragraph 14 of Article 1 of the
Law of the Republic of Kazakhstan «On State Secrets» (No. 349-1, 15 March 1999), encompasses
general information regarding an individual's illnesses and correlates such information with
the person's ability to perform official duties, based on the overall condition of the body [10].
A citizen holding a high-ranking state position has the right to demand compliance with the
regime of medical confidentiality, provided that they fully perform official duties. However,
maintaining the regime of state secrecy with respect to such information may lead to adverse
consequences for the future of the country. Therefore, the protection of medical information
relating to an individual requires the development of mechanisms distinct from those ensuring
the protection of state secrets.

In recent years, society has shown particular interest in a category of personal privacy
associated with the characteristics of citizens' sexual life and their sexual orientation. This
category of personal data has a distinctly individual nature and has traditionally been subject
to strict confidentiality. Therefore, the right to collect and process such information should be
maximally restricted. If such data becomes known to medical professionals for any reason, they
must be isolated from the general category of personal data - they should not be included in
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the medical record and may be transferred from one physician to another only with the explicit
consent of the patient.

The current legislation divides personal data by the level of accessibility in to «publicly
available» and «restricted-access data» [11].

According to the law, personal data to which the confidentiality requirements established
by the legislation of the Republic of Kazakhstan do not apply are considered publicly available.
However, even in such cases, access to these data is permitted only with the consent of the data
subject. The consent of the data subject may be formalized in written form, in an electronic
document, or by other means that make it possible to confirm consent through the use of an
electronic digital signature. It can therefore be concluded that the data subject independently
defines the category under which their personal information falls, depending on the purpose
of its collection and the extent to which such data is required. In accordance with current
legislation, if an individual considers that the acquisition or processing of their personal
information has taken place in breach of legal norms, they are entitled to petition the competent
public authority or initiate judicial proceedings seeking the deletion of this information from
open-access databases. Should the request be approved by the relevant authority, the decision
must be executed within one working day.

Personal data is stored in databases located on the territory of the data owner (operator) or
third parties. They may be used solely for the purposes specified in the initial request and may
be disseminated only if such dissemination does not infringe upon the rights and freedoms of
the data subject or prejudice the legitimate interests of other natural or legal persons.

The dissemination of personal data beyond the declared purposes is permissible only with
the consent of the data subject or their legal representative. The protection of personal data is
understood as a set of measures aimed at preventing unauthorized disclosure, use, alteration,
or destruction of such data without the consent of their owner, as well as at ensuring the
prevention of potential violations in this field.

Under subparagraph 1, paragraph 1 of Article 1 of the Law of the Republic of Kazakhstan
On Personal Data and Their Protection (21 May 2013), biometric data are defined as personal
information reflecting the physiological and biological traits of an individual, which allow that
person to be identified or authenticated [11]. This category encompasses such identifiers as
facial geometry, fingerprint patterns, vocal characteristics, iris configuration, DNA profiles, and
other physiological or biological indicators capable of confirming or verifying a person's identity
[11]. Such biometric data include a person's facial features, fingerprints, voice, iris pattern, DNA
analysis results, as well as other physiological and biological characteristics that enable the
identification or verification of an individual's identity.

In recent years, biometric data have been increasingly used in emerging technologies based
on their recognition and application. For example, voice is used in «smart home» systems, while
fingerprints, facial images, and iris patterns are employed for accessing personal accounts and
unlocking mobile devices. Technologies utilizing the geometry of the palm, iris scans, and even
human DNA are also in active use.

However, a facial image is not recognized as personal data in all cases. The Kazakhstani
legal scholar Turysbekuly M. provided a clear interpretation of this issue, noting that a digital
photograph or video recording of a person collected for identification purposes constitutes
personal data [12].
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Public debates concerning the potential abuse of authority by the state and law enforcement
agencies in ensuring the security of citizens' fingerprint information have continued within
society. «In our case, the risk of unlawful use of fingerprints always exists. In certain situations,
data may be sold or powers may be abused, given the low level of public trust in law enforcement
agencies», says Zhovtis E., Director of the Kazakhstan International Bureau for Human Rights
and Rule of Law [13]. Some experts believe that biometric data can be forged, thereby creating
risks of identity substitution or passport falsification. «If such data are stolen or transferred to
foreign entities, this may provide them with extensive information about the subject» [14]. As
a result of the public discussions surrounding the dactyloscopic registration of citizens of the
Republic of Kazakhstan, a legal norm was adopted establishing that citizens have the right to
undergo fingerprint registration and (or) provide biological material only upon their consent.

One of the key challenges lies in the inability of the state to exercise direct control over the
information systems of private companies. Previously, the Ministry of Digital Development,
Innovations, and Aerospace Industry of the Republic of Kazakhstan emphasized the need to
strengthen oversight of private-sector databases. This issue arises from the absence of a unified
centralized data management system in the country.

Domestic scholars believe that this issue can be addressed through the introduction of a
supervisory mechanism and continuous monitoring using information and communication
technologies, including blockchain technology. Such technologies exclude the possibility of
unauthorized access to personal data. «To minimize the risks of data leakage and unauthorized
processing of personal information, it is recommended that all records be maintained through
a blockchain-based architecture. This decentralized structure provides a higher degree of
data integrity and protection against external interference. The key benefit of blockchain lies
in its ability to preserve the confidentiality and authenticity of stored information, effectively
eliminating the possibility of unauthorized disclosure or modification without the explicit
consent of the data owner» [15].

Blockchain is a distributed database (ledger) organized as a chain of interconnected blocks
used for storing data. Each block contains information about transactions and is linked to the
previous through cryptographic encryption.

Blockchain technology is characterized by the following key features:

1) Decentralization - the system operates without a central governing authority, while data
is stored simultaneously across multiple nodes within the system;

2) Immutability of data - once information is recorded in a block and confirmed, it cannot be
altered, which ensures protection against fraud and data falsification;

3) Transparency - all participants in the system have access to the transaction history.

4) Cryptographic security - blocks are linked using cryptographic hash functions, while each
transaction is verified and confirmed by an electronic digital signature, ensuring its authenticity.

5) Consensus mechanisms - the addition of a new block requires agreement among network
participants in accordance with a specific algorithm, such as Proof of Work, Proof of Stake and
others;

6) Smart contracts - blockchain technology enables the creation of programmable algorithms,
known as smart contracts, which are executed automatically once predefined conditions are
met.

7) Reliability and resilience - even if one node fails or is compression, the data remains
preserved on other nodes within the network. [16].
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The socio-economic effectiveness of work blockchain technology lies in its ability to eliminate
intermediary barriers, reduce transaction costs, enhance the reliability and accessibility of data,
and strengthen trust among participants in economic and public governance relations.

Unfortunately, most citizens lack basic knowledge of personal data protection rules. The
requirements governing the use of electronic digital signatures are frequently violated, which,
in our view, is attributable to the low level of digital literacy within society.

As an information security expert observes, even after submitting a loan application, citizens
do not always fully understand their rights. According to experts, if an individual refuses to
obtain aloan or open a bank account, they have the full legal right to submit a written request to
the bank for the deletion of previously provided personal data. However, the majority of citizens
do not exercise this right and are often unaware of its existence [17].

At present, the Parliament of the Republic of Kazakhstan has commenced discussions on
the draft Digital Code. In the latest version of the draft, dated 3 September 2025, the concept of
«digital data» is introduced, along with the definition of their identifiers. Paragraph 3 of Article
22 provides that: «Unique public identifiers shall constitute publicly available data processed
in accordance with this Code, taking into account the legislation of the Republic of Kazakhstan
on personal data and their protection» [18]. However, this provision contradicts paragraph
2-1 of Article 7 of the Law of the Republic of Kazakhstan «On Informatization». Pursuant to
this provision, Order No. 526/NK of the Minister of Digital Development, Innovations, and
Aerospace Industry of the Republic of Kazakhstan dated 29 August 2024 approved the «List
of Personal Data of Individuals Included in the Composition of State Electronic Information
Resources». This order recognizes the Individual Identification Number (IIN) as personal data
included in the structure of state electronic resources. According to the current legislation and
the draft Digital Code, such data may be used only with the consent of the data subject or their
legal representative. Therefore, it is proposed to delete the words «publicly available data» from
the text of the draft as inconsistent with the law.

Paragraph 3 of Article 24 of the draft Digital Code, which regulates biometric identification,
provides the following: «For the purposes of identification, the following biometric data of
citizens of the Republic of Kazakhstan shall be subject to processing:

1. «digital facial image»;

2. «dactyloscopic information» [18].

According to subparagraph 38-1 of paragraph 1 of Article 1 of the Law of the Republic of
Kazakhstan «On Informatization» (No. 418-V, 24 November 2015), «biometric identification
is a set of measures aimed at establishing a person's identity on the basis of their immutable
physiological and biological characteristics» [19].

Furthermore, paragraph 1 of Article 1 of the Law of the Republic of Kazakhstan «On Personal
Data and Their Protection» defines «biometric data as personal data characterizing the
physiological and biological features of a personal data subject, on the basis of which such a
person may be identified».

Thus, the current legislation does not provide a comprehensive and detailed definition of
the concept of biometric data. This is due to the fact that, as mentioned above, the category of
biometric data should include not only fingerprint information, but also DNA analysis results,
distinctive facial features and expressions, the iris of the eye, as well as other physiological and
biological characteristics that make it possible to identify a person or associate specific data
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with an individual. Such characteristics include a person's facial image (in the form of a photo
and video recordings).

In the global biometric systems market, the following technologies based on biometric
recognition are actively utilized:

1. Fingerprints - over 50% of the market;

2. Facial recognition - 21,6%);

3. Iris recognition - 10,2%;

4. Voice recognition - 4%;

5. Retinal pattern recognition - 3%);

6. Palm geometry, DNA, and other identifiers - approximately 7%.

Therefore, the draft Digital Code does not provide for an exhaustive list of biometric data to
be registered as biometric data of citizens to be processed for identification purposes included
in paragraph 3 of Article 24. For example, we concluded that genomic information (DNA), the
retinal pattern, iris image and voice data should also be included.

It should also be noted that Kazakhstan has not ratified international instruments on the
protection of personal data, in particular the Convention for the Protection of Individuals with regard
to Automatic Processing of Personal Data (ETS No. 108) (Strasbourg, 28 January 1981) [20].

An important direction for further development is the consideration of Kazakhstan's
accession to this Convention. Such a step would grant the right to conduct investigations into
violations of the personal data protection rights of Kazakhstani citizens by operators that are
parties to the Convention. Moreover, the Convention establishes the right of every individual
to be informed of the existence of automated databases containing their personal information,
their main purposes, as well as the name and location of the data controller.

Althoughthe above-mentioned convention hasnotbeenratified by the Republic of Kazakhstan,
the Law of the Republic of Kazakhstan «On Personal Data and Their Protection» dated May 21,
2013 (No. 94-V), which incorporates its key provisions, was adopted. At the legislative level,
this represented an attempt to consolidate the fundamental rules governing the processing
and protection of citizens' personal data within a single legal act. However, according to many
experts in this field, the adoption of the Law of the Republic of Kazakhstan «On Personal Data
and Their Protection» resulted in only short-term positive effects.

A major turning point in the development of personal data protection mechanisms was the
adoption of the General Data Protection Regulation (GDPR) by the European Union in 2016.
This instrument laid the foundation for the modernization and legal consolidation of personal
data protection systems in developed countries [20].

The GDPR brought about profound changes in the regulation of personal data processing
across the EU. It significantly transformed existing approaches to data handling, increased
awareness of personal data protection issues among both professionals and the public, and
expanded the rights of individuals to control the use of their personal data. As a result, EU
citizens became better informed and more autonomous in exercising their data protection
rights. These developments were confirmed by the results of a survey conducted among EU
citizens within the framework of the Eurobarometer project in 2019 [21].

In addition to introducing stricter regulatory requirements, the GDPR granted EU citizens
a number of new rights, including the right to request the erasure of personal data, thereby
considerably strengthening individual control over personal information. Comparable legal
mechanisms are largely absent from the current legislation of the Republic of Kazakhstan.
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A comparison of the Law Republic of Kazakhstan «On Personal Data and Their Protection»
with the legislation of foreign states shows that the Kazakhstani law is relatively detailed and
comprehensive in its formulation. Nevertheless, practical implementation reveals a number
of significant shortcomings in ensuring personal data security. In particular, the law does not
provide a clear concept of «personal data processing». Moreover, Article 2 of the Law does not
explicitly cover activities related to the storage of personal data. As a result, violations affecting
the integrity, confidentiality and availability of citizens' personal data are not clearly delineated
in legislation. This regulation gap has led to risks and threats, including frequent cases of loss
of personal data in both electronic and paper form, which has resulted in a loss of control over
data processing experienced among citizens.

Article 9 of the Law allows for the collection and processing of personal data without the
consent of the data subject or their legal representative in certain cases. Among others, in
practice, such situations arise during elections and referendums. However, neither the Law
Republic of Kazakhstan «On Personal Data and Their Protection» nor the Constitutional Law
of the Republic of Kazakhstan «On Elections» establishes clear procedures for the collection,
processing and storage of personal data during electoral processes at any level.

Clause 2 of Article 25 of the Law imposes an obligation on the owner or operator to take
measures to destroy personal data once the purposes of its collection and processing have been
achieved. At the same time, the legislation does not regulate mechanisms of ongoing control
and monitoring by the owner and/or operator, nor does it define the responsibilities of persons
organizing the collection and processing of personal data. This legal uncertainty created
conditions under which responsible parties may avoid liability in cases of incomplete destruction
or loss of personal data. From this perspective, it is necessary to develop technological solutions
that prevent unauthorized access to personal data, while simultaneously imposing clear legal
obligations on responsible persons or operators to ensure continuous control and monitoring
of the data destruction process.

Current legislation also fails to regulate personal data storage as an independent stage of data
processing, including requirements related to data integrity, confidentiality and availability.
The absence of such regulation significantly increases the vulnerability of stored data and
facilitates breaches of data security. Comprehensive regulation of personal data storage prior to
the introduction of blockchain technology as a data protection mechanism would significantly
reduce these risks.

In recent years, blockchain technology has emerged as one of the most promoting tools in
the field of information security for the collection, processing, storage and transfer of personal
data. While many states are actively developing personal data, the Republic of Kazakhstan
still lacks a coherent conceptual approach to ensuring data security throughout the entire
lifecycle of personal data. For this reason, before implementing blockchain based solutions, it is
necessary to adopt «National Regulation on the Protection of Personal Data based on Blockchain
Technology». Such regulation would ensure transparency in data processes and provide for
informed and reasonable consent of personal data subjects regarding the collection, processing,
transfer and destruction of their data. Importantly, it would also grant citizens effective control
over the movement and use of their personal data.
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Conclusion

The Constitution of the Republic of Kazakhstan established legal guarantees for the exercise of
the right to privacy and the inviolability of personal and family secrets. Therefore, all information
concerning an individual's private and family life, financial situation, correspondence, or
personal communications must remain confidential and may not be accessed or disclosed
without the explicit consent of the data owner, except in instances clearly prescribed by law.
Simultaneously, the Constitution of the Republic of Kazakhstan affirms every citizen's right to
obtain access to documents, decisions, and materials that contain their personal data.

To ensure the realization of these constitutional guarantees, the Law «On Personal Data and
Their Protection» defines personal data as information recorded in electronic or paper form,
as well as on alternative media such as disks, flash drives, or other storage devices. However,
the current legislation does not yet provide a clear definition of the legal status of personal
information transmitted orally, which represents an unresolved issue within the national
regulatory framework.

At present, in foreign countries, the security of personal data is ensured through the use of
technologies such as blockchain, cryptography, distributed ledgers, and others. Applying this
experience in our country, the processes of control and monitoring should be implemented
through distributed ledger (blockchain) technologies, since, in our opinion, this approach helps
prevent unauthorized access to personal data.

The improvement of national legislation can also be achieved by joining the international
convention on the protection of personal data and by implementing its provisions into domestic
law. For instance, within the European Union, the Directive (GDPR) establishes international
standards for the protection of personal data. This would enhance the effectiveness of legal
mechanisms for data protection, strengthen citizens' confidence in the security of their personal
information, and provide a safeguard for the inviolability of private life.

In addition, the GDPR grants citizens of the European Union simple and accessible
mechanisms to exercise their rights, while simplifying the procedure for submitting complaints
to supervisory authorities.

At the present stage, the state faces an important task of ensuring the protection of personal
data by strengthening control over digital threats and introducing a procedure for assessing
their impact on human rights in accordance with international standards.

We believe that consideration of the above-mentioned mechanisms in the legislation will
ensure the personal safety of citizens.
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Ka3zakcraH Pecny6/iMKacbIHAA a3aMaTTapAbIH, JAep6ec AepeKTepiH KOpFayAblH KYKBIKTBIK
Macesenepi

Anpgarna: Makasaza jkeke JepeKkTepZi KopFay TypaJ/ibl 3aHHaMaHbIH OYTiHTi »Kal-Kyii, OHbI icKe
acelpy 6apbICbIH/A TYbIHJaFaH MaceJseep XXaHe 6JIOKYEH TEXHOJIOTUSIChIH KOJIAaHy apKblIbl KOpFay
TeTIiriH XKeTiNAipyAiH NepcneKTHUBaMIapbl KapacThIpblLIFaH. KazakcTaHaa gepbec AepeKTepaiH 3aHChI3
Tapasy >KafJadJapblHbIH >KHi OpbIH a/lybl KHOEpKAYIIllCi3AiK MacesieCiHiH IlelrisiMeyiHe Tikesei
6alIaHbICThl 6OJIYBI, KOJJAHBICTAaFbl 3aHHAMaHbIH OCaJl TYCTapblH XeTNAIpy KaXeTTiri 3epTTey
TaKbIPbIOBIHBIH, ©3€KT/IIriH aWKbIHAaNn 6Gepeji. 3epTTey MaKcaThl — HUQPJBbIK TEXHOJIOTHUSAIapAbl
KOJIZIaHY apKbLIbl iepbec JiepeKTepAiH KOpFadyblH, Kayillci3liriH KaMTaMachl3 eTyre KOJ1 XKeTKi3eTiH
KYKBIKTBIK Heriziepai KaJablnTacTbipy. JKyMbICTBIH FhIJIBIMU KaHaJIbIFbI Ka3zakcTad Pecriy6/iMkaceIHia
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Jlepbec JepeKTep HHCTUTYTBHIH PETTEeUTiH 3aHHaAMaJbIK KelleH KaJbITaCKaHHAH KeHliH asFail
peT nepbec JepeKTepAiH KYKBIKTBIK TaOWFaTblH, Aepbec JepeKTepAiH >KeKeJiereH TypJiepiHiH
allHaJIbIMbIH KYKBIKTBIK PeTTeYy 6aFbITTapbIH aHbIKTAYbI, epOec AepeKTep/iiH ailHaAbIMbIH pETTEUTIH
KOJIZIAHBICTAFbl 3aHHAMaHbI XKeTi/[ipyre 6aFbITTAJFaH YChIHbICTAP/Ibl 6epyi 60JIbIN TabbLIaAbl. OJap
Jlepbec iepeKTepAi KopFay cajlacblH/a YATTHIK FhIJIBIMU JOKTPUHAHBI KaJbINTACTbIpaAbl. Taxipubesik
MaHbI3bl )XaHa TXKipUbeliK MaHbI3/bl TYKbIPbIM/IAP KOPTHIH/bLIAHA/IbI, 0J1ap KOJITAaHbICTAFbI YJITTHIK
3aHHaMaHbI XKeTiJipyre MYMKiH/iK 6epe/i. COHABIKTaH, oJlapbl KYKbIK IIbIFAPMAIbLIBIK CaJlachIH1a
KoJIZJaHyFa 60J1afibl. 3epTTeY TACIAepi peTiHAe KaJllbl JTOTUKAJIbIK, Taciaaep (MHAYKU U, AeyKIH1s),
KyHeJIeHAipy, Taajay, TY>KbIpbIM/ay, FbIIBIMU TOCI/IAED, IMIIUPUKAJIBIK TOCIIAEP KOJIJaHbLI/bI.

Jlepbec nepekTepAiH Kayinci3/jiriH KaMTaMachbl3 eTy — MeMJIEKeTTiH, alaMHbIH KeKe KYKbIKTapbIH
KOpFay MiH/ieTi 60/IFaH/bIKTaH, aBTOpJap HUPPJIbIK KayinTep/i 6aKblaayAbl KYLIEHTY, XaJblKapaJblK
CTaHAApTTapFacolKecasaM KYKbIKTapblHaacepAi6aFrasiay paciMiH eHri3y Kasiprike3eH/e 6Te MaHbI3/Ibl
Jlen aTtan kepceTineni. O yuiiH gepbec AepeKTep/li KOpFay CTaHAAPTTapblH OpHATAThIH XalbIKapaJiblK
akTisiepre KasakcraH Pecny6J/iMKacbIHBIH KOCBLIYbl KQXKET JereH KOPbITBIH/bI Kacasnajbl. Jlepbec
JlepeKTep/i KopFay cajacblHAaFbl 3aHJapAbl XKeTIAAipy/AiH 6ip 06l - Alepbec AepeKTepre 3aHChI3 KOJT
YKeTKi3y MYMKiHZiriH 60/1AbIpMaliTbIH TeTiKTep eHri3y XaHe OHbI JAepeKTepAiH 6akpLiaylbichl (Heci,
omnepaTop) cekisii TapanTap/bl Aa KAMTUTBIH JeHTel/e icke acblpy MaHbI3/bl. 3epTTEY HOTHXKECIH/E,
KOJIZIAHBICTAFbI 3aH OOMBIHIIA MEHIIIK HECi XXaHe ollepaTop, COHJAM-aK Aepbec JepeKTepAi eHeyai
’K9He CaKTayJbl YUBIMAACTBIPYFa KAyalThl TYJIFA TapalblHaH TYPAKTbl OAKbLIay >KoHE MOHUTOPUHT
NpOLeCiH PeTTeNTiH HOpMa Kabbl1Jay KaXKeTTiri *keHiH/e nikip 6ingipiaren.

Tyiin ce3aep: uudpaauawipy, Ludpabik koaekc, Aepbec fepeKTep, 6UOMETPHUSIBIK, JAepeKTep,
coMiKecTeHipy, Aepbec JepeKTepAi KopFay, KHGepKayilci3mik.
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npaBOBble l'lpOﬁﬂeMbI 3alIUThI NI€PCOHAJIbHBIX JAHHBIX I'PAXK/JAaH B PeCHY6JIPIKe KaszaxcTtaHn

AHHOTanusA: B cTaTbe paccMaTpUBAIOTCA COBPEMEHHOE COCTOSIHME 3aKOHO/IaTeJbCTBA O 3al[UTe
IepCOHAJIbHBIX JaHHBbIX, BO3HHKAIOIIHE MPOO6JIeMbl IPU €ro peaqu3alidH, a TaKKe IMepCHeKTUBbI
COBEpPIIEHCTBOBAHUS MexXaHU3Ma 3allMThl C MCHOJIb30BAaHHEM TEXHOJIOTUM 6JioK4YeldH. YacTble
Cly4au He3aKOHHOT'0 PaclpoCTpPaHeHUsl MepCOHa/NbHBIX JaHHBIX B Ka3zaxcTaHe HampsiMyl0 CBSI3aHbI
C HepeléHHOCTbI0 BONPOCOB KHOEpPOE30MAaCHOCTH, YTO TMOAYEPKUBAET AKTYaJbHOCTb TEMBI
UccaejoBaHUS U HeOOXOJUMOCTb COBEPIIEHCTBOBAaHUS YA3BHUMbLIX IMOJIOKEHUH JeHCTBYIOIIETO
3aKoHoJaTeJbCcTBa. llesb Hcc/lenoBaHMUS 3aKJw4YaeTcsi B (OPMHPOBAHMM IMPABOBOM OCHOBBI,
obecrneuyrBarolied 3alUTy U 6e30MacHOCTb MEePCOHAJIbHBIX JAHHBIX MOCPEJCTBOM HCIOJb30BaHUA
IUPPOBBLIX TeXHOJIOTHH. HaydyHass HOBU3HA pabOThl 3aKJ/I0YAETCs B TOM, YTO BIIEpBble C MOMEHTa
dopMUpOBaHUS 3aKOHOJATENBHOTO KOMILJIEKCA, PETYJUPYIONIEr0 UHCTUTYT MEePCOHANbHBIX JAHHBIX
B Pecny6snke KasaxcTaH, onpe/ie/ieHbl IpaBoOBble HOPMbI B OTHOIIEHHWM MEPCOHANbHBIX JaHHBIX, a
TaK)Xe HalpaBJieHUs MPABOBOr0 PEryJIMPOBaHUs 060pOTa OT/IeIbHBIX BU/IOB MePCOHATbHBIX TaHHBIX
Y TIpe/IJIoKeHbI Mephl 10 COBEPIIEHCTBOBAHUIO CYLIECTBYIOIIET0 3aKOHOIaTe/IbCTBA, PETYJIHUPYIOIIETO
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060pOT NMepPCOHANBHBIX JJAaHHBIX. M3/100)keHHOE 06pa3yeT 06IeHAMOHANbHYI0 HAYYHYI0 JIOKTPUHY B
006J1aCTH 3aLUThI IEPCOHANTBHBIX JaHHBIX. 060611[eHbl HOBblE TPAKTHYECKHE BbIBO/IbI, TO3BOJISIONIHE
YCOBEPIIEHCTBOBAThL CYIIECTBYOIee HAlMOHAJbHOE 3aKOHOJATEJbCTBO U, CJIe/IOBATEJbHO,
NPUMEHSTh UX B3aKOHOTBOPYECKOH e TEJIbHOCTH. B KauecTBe MeTO/[0B HCCJIeJOBAHUSA UCII0/Ib30BaHbI
001e/I0orHYeCcKUH moaxon (MHAYKIUS, IeAYKIIUs ), CUCTeMaTH3al U, aHaJIu3, GOPMY/JIHPOBKA, HAyYHbIe
MeTO/Ibl U SMIIUPUYECKUE METO/IbI.

OGecrieueHre 6e30MACHOCTH MEPCOHAJIbHBIX JAHHBIX SIBJSETCA 00S13aHHOCTbIO TOCYJAapCTBa IO
3alUTe JIMYHBIX PaB YeJI0BEKa, TO3TOMY aBTOPbI NOJYEPKUBAIOT BAXKHOCTh YCUJIEHUS KOHTPOJIS HaJl
IUPPOBLIMH YTpO3aMH, a TaKKe BBeJeHHUs MpoLeAyphbl OlleHKH BO3JeHWCTBUS Ha IIpaBa yeJOBeKa B
COOTBETCTBHUH C MEXAYHAPOIHBIMHU CTaHAapTaMu. [lesiaeTcs BBIBOJ, 0 HEOOXOJUMOCTH TPUCOEJUHEHUSA
Pecniyosiikn KasaxcTaH K MeXJIyHapoAHbIM aKTaM, YCTaHaBJMBAWOIIMM CTaHAAPThHI 3allUThI
NepCOHAJIbHBIX JJaHHbIX. OZIUH U3 MyTel COBEPIIEHCTBOBAHUS 3aKOHOJATENbCTBA B chepe 3alUThI
IIepCOHAJIbHBIX JIaHHBIX — BHEJpeHHe MeXaHHW3MOB, HCKJIIOYAIU[UX BO3MOXXHOCTh HE3aKOHHOTO
JIOCTyMa K JTaHHBIM, U peaju3alus 3TUX MeXaHU3MOB Ha YPOBHE, OXBAThIBAIOIIEM TaKHe CTOPOHBDI,
KaK KOHTPOJIEp JJaHHbIX (Byajeieln, oliepaTop). [lo pesysbTaTaM HccieJoBaHUS BICKA3aHO MHEHUE O
HeOO6X0JUMOCTH MMPUHATUSA HOPMBI, PETYJIUPYIOIIEN MPOIECC TOCTOSIHHOI0 KOHTPOJISI U MOHUTOPHUHTA
CO CTOPOHBI BJIaZieJiblla, OIlepaTopa, a TAKXKe OTBETCTBEHHOIO JIMIIA 3a OpraHU3alMI0 06paboTKH U
XpaHeHHUSs ePCOHATBHBIX JAHHBIX B COOTBETCTBUH C JIeMCTBYIOU[UM 3aKOHOAATENbCTBOM.

KioueBble cioBa: llupposusaius, LludpoBoi KoaeKc, IepcoOHabHbIE JaHHbIE, DUOMETPHYECKHUE
JlaHHbIe, UAeHTUDUKAIKA, 3aIUTA TEPCOHATbHBIX JAHHBIX, KHOEep6e30acHOCTb.
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