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Abstract. This article examines the pressing challenges of pre-trial
investigations into online fraud involving deepfake technologies and social
engineering methods. The primary goal is to provide a comprehensive analysis
of digital crime mechanisms through the lenses of biosocial and life-course
criminology to enhance investigative effectiveness. The scientific and practical
significance of the study lies in the necessity of adapting traditional legal
instruments to conditions of technological asymmetry and digital volatility. The
research methodology includes analyzing typical criminal scenarios, studying
the specifics of digital traces, and modeling offender behavioral patterns based
on their criminal trajectories. Key findings demonstrate the multi-level structure
of the criminal mechanism and identify systemic barriers such as rapid data loss
and the uncertain procedural status of synthetic content. The author concludes
that forming interdisciplinary investigative teams and implementing standards
for the immediate preservation of the digital environment are essential. The
study's value lies in integrating behavioral analysis into criminal proceedings,
facilitating a shift from reactive response to proactive profiling. The practical
significance of the outcomes consists of improving investigative tactics and
modernizing the regulatory framework to counter high-tech crime.
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Introduction

The digitalization of social relations has transformed not only economic and communicative
practices butalso the very morphology of crime, giving rise to qualitatively new forms of unlawful

behavior based
as aptly noted

on high-technology tools and manipulative digital practices. In a context where,
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entered an era of “unprecedented challenges and radical change,” and the technological race
has acquired the status of a determinant of global development. The digital environment is
constituted not merely as a space of economic and social growth but also as a zone of heightened
criminogenic vulnerability.

The state’s course toward digitalization, articulated in the Address to the People of Kazakhstan
of 1 September 2023, objectively increases the importance of legal protection of the individual
in the virtual sphere, where traditional mechanisms for detecting and investigating crime
demonstrate growing functional insufficiency [1].

Fraud, historically rooted in models of interpersonal contact, in the digital environment
acquires a networked, transboundary, and asynchronous character: criminal influence no
longer requires the physical presence of the offender, while communication between the
perpetrator and the victim is mediated by platform infrastructures, algorithms, and the media
environment. This radically modifies the criminal mechanism of the act, its temporal structure,
and the modes of procedural detection, shifting the focus from localized episodes to distributed
digital interactions [2].

A special place in this transformation is occupied by the convergence of deepfake technologies
with methods of social engineering. Deepfake generates the illusion of the authentic visual
and auditory presence of a specific person, placing the victim in the position of an ostensible
eyewitness to an event and thereby reconfiguring the epistemic status of the information
received. As R. Chesney and D. Citron emphasize, audio and video recordings possess
exceptional persuasive power, creating an effect of direct testimony and reducing the level of
critical perception. In the conditions of the “post-truth era,” technological simulation of reality
significantly enhances the effectiveness of fraud by appealing to basic cognitive and affective
mechanisms of trust, blurring the boundaries between the genuine and the constructed, and
complicating both prevention and proof [3; 4].

The choice of this research topic is due to the emergence of a fundamentally new type of
criminal threat - technologically mediated deception capable of reproducing a person’s identity
and behavioral patterns with high realism. Despite the rapid spread of deepfake technologies
and the growing number of incidents worldwide, comprehensive criminological and procedural
studies devoted specifically to pre-trial investigation of such offenses remain limited, while
existing works are predominantly technological or cybersecurity-oriented. This creates a
problematic situation characterized by a discrepancy between the scale of the phenomenon
and the level of its doctrinal and methodological elaboration.

The technological complexity of such offenses enters into a systemic contradiction with
the traditional architecture of criminal procedure, which has historically been oriented
toward material traces and spatially localized sources of evidentiary information. Procedural
instruments designed for the physical world prove insufficiently adapted to an environment
in which the key elements of a crime exist in the form of ephemeral digital data distributed
across servers, often located beyond national jurisdiction [5; 6]. Investigative authorities are
compelled to operate under conditions of technological asymmetry, where the speed at which
relevant information is lost systematically exceeds the capacity for procedural response.

These circumstances determine the growth of the latency of online fraud and the structural
complication of proof [7]. A significant proportion of victims either fail to recognize the fact
of the offense or refrain from contacting law enforcement agencies, a priori assessing the
identification of the offender as impossible [8]. Even when criminal proceedings are initiated,
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investigative bodies confront the fragmentary nature of the digital trace, the absence of direct
subject identifiers, and institutional dependence on private technological intermediaries, which
together generate a persistent gap between the real prevalence of such acts and their statistical
representation.

The relevance of the study is determined by the practical necessity of developing effective
investigative approaches capable of operating under conditions of digital volatility, cross-border
infrastructure, and the synthetic nature of evidentiary objects. The lack of comprehensive
answers to questions concerning the procedural status of deepfake content, methods of
preserving digital traces, and behavioral characteristics of offenders confirms the theoretical
and applied significance of this research.

Under these conditions, pre-trial investigation ceases to be an exclusively legal-technical
procedure and requires the integration of analytical approaches that take into account the
behavioral nature of digital deception, the stability of criminal patterns, and their temporal
dynamics [9]. Empirical practice demonstrates that investigative actions in cases of digital
fraud are often reactive in character and are undertaken only after critical data have already
been lost. Short log-retention periods, dependence on foreign providers, and the absence of
unified standards for handling synthetic media content create a situation in which, even when
indications of an offense are present, the investigation finds itself in a position of perpetual
catch-up [10], while a stable structural gap becomes entrenched between the technological
level of criminal groups and the procedural capacities of investigative authorities.

The scholarly development of this problem remains markedly fragmented. Technocratic
research is predominantly concentrated on algorithms for generating and detecting deepfake
content, as well as on cybersecurity issues, remaining outside the framework of criminal-
procedural analysis. Legal doctrine, in turn, focuses on qualification and normative aspects,
interpreting deepfake either as a digital object or as a method of committing an offense, without
moving beyond the boundaries of a formal-legal paradigm [11]. The divergence of these
research vectors impedes the formation of a coherent model of pre-trial investigation of online
fraud capable of accounting not only for the technological parameters of the act but also for the
behavioral nature of criminal influence.

The object of the research is the system of pre-trial investigation of online fraud committed
using deepfake technologies and social engineering methods.

The subject of the research comprises the mechanisms of committing such crimes, the
formation of digital traces, the behavioral characteristics of offenders and victims, and the
procedural tools used to detect, fix, and prove these acts.

Criminological factors-features of the offender’s personality, the stability of deviant strategies,
stages of involvement, and the specificities of victim behavior-are virtually not integrated into
procedural practice [12]. Investigative activity is constructed around the formal attributes of
the event, while the dynamics of criminal behavior remain outside systematic analysis.

The absence of such integration constrains the prognostic and preventive potential of
the criminal process. Pre-trial investigation is oriented primarily toward the retrospective
reconstruction of the fact of the offense and operates in a mode of point-based response, which
reduces its capacity to adapt to persistent and evolving forms of digital fraud. Overcoming
this gap requires recourse to interdisciplinary models that link procedural mechanisms with
the regularities governing the formation and reproduction of criminal behavior in the digital
environment.
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The purpose of the study is to develop a comprehensive analytical model of pre-trial
investigation of deepfake-enabled online fraud based on biosocial and life-course criminological
approaches.

To achieve this purpose, the following research objectives are formulated:

- to analyze the transformation of fraud mechanisms in the digital environment;

- to identify typical scenarios of deepfake-based deception;

- to examine the nature and evidentiary value of digital traces;

- to determine systemic procedural barriers to investigation;

- to assess the behavioral characteristics of offenders through biosocial and life-course
perspectives;

- to formulate practical recommendations for improving investigative tactics.

Biosocial criminology proceeds from the premise that criminal behavior is formed through
the interaction of biological, psychological, and social factors [13; 14]. Deviance is conceptualized
as a dynamic system in which neuropsychological characteristics, cognitive distortions, levels of
self-control, and impulsivity correlate with environmental conditions, available opportunities,
and cultural norms [15; 16]. Empirical studies reveal a stable correlation between specific
neurobehavioral traits and a propensity for manipulative and risk-oriented conduct, a
relationship that acquires particular significance in the digital environment, where barriers to
entry are minimal and the likelihood of sanctions is perceived as low [17].

A core tenet of this approach is the idea of the stability of criminal patterns: behavior is
interpreted not as an isolated act but as a reproducible model of response [15; 18]. Having
mastered techniques of manipulation and evasion of control, the subject tends to replicate them
across diverse digital contexts, altering their form while preserving the behavioral core. Online
fraud, within this logic, is transformed into a stable strategy rather than a situational deviation.

Life-course criminology complements thislogicin the temporal dimension, viewing crime as a
process unfolding over the life span [19]. The concept of a “criminal trajectory” reflects the stages
of involvement, consolidation, and transformation of deviant activity. Research demonstrates
that early behavioral traits, social ruptures, and deficits of institutional attachment generate a
predisposition toward alternative, including unlawful, forms of self-realization [20]. The digital
environment, by providing anonymity and rapid access to resources, accelerates the transition
from episodic actions to sustained criminal activity.

Applying the biosocial and life-course paradigms to the analysis of online fraud makes it
possible to move beyond a purely technological and formal-legal understanding of the act [12].
Deepfake technologies and social engineering function not merely as tools but as means for
implementing already formed behavioral strategies. Consideration of the criminal trajectory
allows digital fraud to be viewed as a stage in a deviant career rather than as an incidental
product of technical accessibility [20].

For pre-trial investigation, this framework is of fundamental importance, as it enables a shift
from episodic analysis to the identification of regularities in the formation and reproduction
of criminal behavior [21]. The integration of biosocial and life-course factors expands the
possibilities for profiling, recidivism prediction, and the selection of procedural tactics in
light of the subject’s behavioral logic, which is especially significant under conditions of high
adaptability and concealment inherent in digital crime.

The scientific significance of the study lies in integrating biosocial and life-course criminology
into the analysis ofhigh-tech crime, thereby expanding the theoretical foundations of criminology
and criminal procedure.
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The practical significance consists in developing recommendations aimed at increasing
the effectiveness of pre-trial investigation, improving evidence collection, and adapting legal
instruments to the realities of digital criminality.

Literature review

The review of scientific literature shows that foreign studies on online fraud involving
deepfake technologies are predominantly interdisciplinary and focus on the technological,
psychological, and legal aspects of the phenomenon. Fundamental works in the field of digital
evidence and cybercrime (E. Casey, TJ. Holt, AM. Bossler) have established the theoretical
foundation for understanding the specifics of digital traces and the peculiarities of investigating
crimes in a virtual environment. Studies by R. Chesney and D. Citron, L. Verdoliva, Y. Mirsky, and
W. Lee have made a significant contribution to understanding the nature of deepfake content, its
generation, detection, and associated risks for legal systems. At the same time, the works of M.
Button and C. Cross, M. Whitty, and other scholars reveal the mechanisms of social engineering
and the psychological factors of victimization, demonstrating that the effectiveness of fraud is
determined not only by technology but also by the characteristics of human perception and trust.

Contemporary criminological research based on biosocial and life-course approaches (A.
Raine, T.E. Moffitt, D.P. Farrington) makes it possible to explain the persistence of deviant
behavior, the formation of criminal trajectories, and the recurrence of criminal scenarios in
the digital environment. These studies significantly expand the understanding of the offender’s
personality and the temporal dynamics of criminal activity; however, they are rarely applied
directly to the analysis of high-technology forms of fraud.

Despite the substantial volume of scientific publications, the foreign literature still contains
a number of significant gaps. Most studies consider deepfakes either as an information security
and disinformation problem or as an object of technical expertise, paying insufficient attention to
the criminal-procedural aspects of pre-trial investigation and evidence. In addition, issues such
as behavioral profiling of offenders, the integration of criminological models into investigative
practice, and the prompt collection and preservation of digital evidence under conditions of
its rapid disappearance remain insufficiently explored. Therefore, there is an objective need
for comprehensive research combining technological, criminological, and procedural analysis,
which determines the scientific novelty of the present study.

Research methods

The empirical basis of the study comprises materials from investigative and judicial practice,
data from criminological research on online fraud, analysis of typical criminal scenarios
(“personalized trust,” “institutional simulation,” and emotionally dependent schemes), as well
as large sets of digital traces (logs, metadata, transaction records) and reports of international
organizations, ensuring cross-jurisdictional comparability and the identification of universal
patterns of digital crime. The research was conducted in successive stages, ranging from the
theoretical synthesis of the biosocial paradigm and life-course criminology to the decomposition
of the criminal mechanism, the analysis of procedural barriers in recording digital evidence,
and the development of applied tools for profiling and adapting interrogation tactics. The

methodological framework integrates biosocial modeling, the life-course approach to examining
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criminal careers, scenario analysis and typology, digital forensics for reconstructing distributed
traces, criminological profiling based on the “digital footprint,” and comparative legal analysis
of international practices for data preservation and cooperation with service providers.

Findings/Discussion

Pre-trial investigative practice demonstrates the formation of stable and repeatedly
encountered scenarios of online fraud in which deepfake technologies function not as auxiliary
tools but as a core structural element of the criminal mechanism [22]. Analysis of investigative
materials and judicial decisions shows that such crimes are typically organized according to
reproducible models rather than isolated improvisations [8; 17].

The most widespread scenario is “personalized trust,” where offenders simulate the
appearance or voice of a specific person possessing authority for the victim. In documented
cases, victims transferred funds or disclosed confidential information after receiving a synthetic
video or audio message perceived as authentic communication [23; 24]. This format proves more
effective than classical phishing because it relies on an already established trust relationship.

Another frequently recorded scenario is “institutional simulation,” involving imitation of
representatives of banks or law-enforcement agencies. Victims are instructed to “protect funds,”
verify transactions, or temporarily transfer money to “secure accounts.” Investigative practice
indicates that the combination of visual credibility and authoritative commands significantly
increases compliance rates.

Athird group consists of long-term manipulative schemes, including romantic and investment
fraud [25]. Offenders maintain prolonged communication using synthetic personas, gradually
forming trustand introducing financial demands. Such cases often involve repeated transactions
over time, which complicates detection and legal qualification.

Despite differences, these scenarios share a multistage structure: data collection on the
victim, selection of a suitable persona, initiation of contact, creation of urgency or trust, and
extraction of funds. Each stage may be performed by different participants or automated tools,
forming a distributed criminal architecture. For investigators, this requires reconstruction of
the entire sequence rather than focusing solely on the final fraudulent transaction.

The mechanism of deepfake-enabled fraud can therefore be described as multi-level. The
first stage involves the systematic collection of personal data from social networks, open
sources, or leaks to create a victim profile [8]. The second stage consists of generating synthetic
audio-visual content using image and voice technologies [26; 27]. The third stage includes
direct psychological influence through communication designed to induce urgency or anxiety.
The final stage involves financial extraction and concealment through intermediary accounts,
cryptocurrency, or proxy infrastructure.

In practice, this structure results in significant investigative difficulties because the offense
unfolds entirely within a digital environment without stable material traces. Evidence often
exists only in the form of temporary files, logs, or network identifiers, many of which may be
deleted before procedural fixation.

Visual and auditory communication plays a decisive role in these crimes [27]. Synthetic
images and voices activate cognitive mechanisms of face and speech recognition, leading victims
to perceive the interaction as genuine [28]. As a result, decisions are made in an emotional
rather than rational mode, reducing critical evaluation of instructions received [29].
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This psychological effect also influences the victim's behavior during the investigation.
Victims frequently remain convinced of the authenticity of the communication even after
discovering the fraud, which may delay reporting and complicate testimony [17]. Investigators
must therefore consider the distortive impact of synthetic media when assessing evidence and
witness statements.

The digital trace in such cases differs fundamentally from traditional forensic traces. It is
fragmented, distributed across multiple platforms, and highly volatile [30]. Evidence may
consist of metadata, server logs, transaction records, or communication fragments, often stored
in different jurisdictions and subject to rapid deletion [31].

Additional complexity arises from the use of disposable accounts, VPN services, encrypted
messengers, and automated tools. These technologies allow offenders to change technical
parameters without altering the underlying criminal model, making identification of stable
markers difficult. Consequently, investigations rely on analysis of correlations between
heterogeneous data rather than on single decisive pieces of evidence [32].

A major procedural challenge is the preservation of digital evidence. Investigative practice
shows that key data may disappear within hours or days due to platform policies or automatic
deletion. Screenshots or copied files provided by victims often lack original metadata, which
complicates verification of authenticity, especially in deepfake cases where establishing the
origin of content is crucial [33].

Existing procedural approaches based on static physical evidence are insufficient in this
context. Effective investigation requires rapid preservation of data and coordinated collection
of information from multiple sources, including content, timestamps, network routes, and
platform records. Without such measures, reconstruction of the event remains incomplete and
vulnerable to procedural challenges.

Another difficulty is the uncertain procedural status of deepfake content. Synthetic audio-
visual materials do not fit traditional categories of evidence based on recordings of real events
[27]. In practice, they may be treated either as physical evidence or as auxiliary digital files,
leading to inconsistent approaches and uncertainty in court [34].

Expertexamination also faces methodological problems because traditional forensic methods
were designed for authentic recordings rather than algorithmically generated media [35]. This
often results in probabilistic conclusions that reduce evidentiary strength.

Investigations are further complicated by dependence on private digital platforms. Commu-
nication, data storage, and financial operations are controlled by corporate entities that determine
retention periods and access conditions [36]. Delays in responding to official requests may lead
to irreversible loss of evidence. Moreover, platform moderation policies may remove suspicious
content before investigators can secure it, eliminating valuable metadata [37].

This creates a structural asymmetry between the speed of criminal activity and the tempo
of procedural response. Access to critical information frequently depends on international
cooperation and corporate compliance rather than solely on investigative authority [38].

Time, therefore, becomes a decisive factor in digital investigations. If reporting is delayed,
primary data may already be deleted, leaving only victim testimony. In deepfake cases,
such delays are common because victims initially doubt their own interpretation of events.
Consequently, investigations often begin under conditions of evidentiary deficit determined by
technological factors rather than investigative shortcomings [39; 40].

Online fraud employing deepfake technologies is also characterized by stable behavioral
patterns of offenders. Analysis of investigative practice indicates that perpetrators typically
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demonstrate high adaptability, risk tolerance,and a pronounced orientation toward manipulative
interaction, treating the victim primarily as a resource rather than as a subject of communication
[41; 42]. Such behavioral traits contribute to the serial nature of offenses and facilitate the rapid
modification of scenarios depending on situational conditions.

From a life-course perspective, involvement in digital fraud often develops through stages—
from initial experimentation with simple schemes to systematic activity using specialized tools
and participation in organized online networks. Access to technological resources, informal
mentorship within criminal communities, and repeated successful episodes reinforce deviant
behavior and accelerate the formation of a stable criminal trajectory [45-47].

This trajectory-based nature of online fraud explains the high probability of recurrence.
Individual incidents frequently represent only one episode within an ongoing series of criminal
activities. Indicators such as technological competence, multistage planning, and the use
of synthetic media suggest professionalization of the offender and justify prioritization of
investigative resources, including coordinated actions across jurisdictions [48-50].

These findings support the need for an interdisciplinary investigative approach involving
digital forensics specialists, information security experts, and behavioral analysts. Such teams
are better equipped to reconstruct complex digital mechanisms, preserve volatile evidence, and
interpret synthetic media.

Modernization of procedural standards is therefore essential. Effective investigation of
deepfake-enabled fraud requires emergency data preservation mechanisms, specialized expert
methodologies for synthetic content, and clear rules for the admissibility and evaluation of
digital evidence [26].

Overall, the analysis shows that combating deepfake-based online fraud demands a shift from
a reactive model focused on isolated events to an analytical model capable of reconstructing
distributed criminal mechanisms and responding to the rapid dynamics of the digital environment.

Conclusion

The conducted study demonstrates that digitalization has not only expanded the toolkit of
criminal activity but has also altered the very morphology of crime, giving rise to a qualitatively
new form of online fraud grounded in the synergy of deepfake technologies and social engineering
methods. The findings substantiate the author’s hypothesis that traditional criminal procedural
mechanisms, in their current configuration, prove functionally inadequate under conditions
of technological asymmetry and the specific features of the digital environment, where the
boundaries between the real and the synthetic become operationally indistinguishable.

In this context, the transformation of scientific knowledge in the field under consideration
is manifested in a shift from a narrowly technocratic or purely formal-legal understanding of
cybercrime toward an interdisciplinary biosocial and life-course paradigm. The application of
this approach makes it possible to conceptualize digital fraud not as an isolated episode, but
as the realization of stable behavioral patterns and “digital criminal trajectories” characterized
by seriality and high adaptability. This perspective expands the explanatory capacity of
criminological analysis and enables a more precise understanding of the mechanisms through
which digital crime is reproduced.

Within the framework of the present study, a set of generalized conclusions has been
formulated, bearing significance for the development of criminology and criminal procedure.

First, the multi-layered nature of the criminal mechanism has been established: deepfake
technology functions as its core element, exploiting fundamental cognitive mechanisms of trust
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and shifting the interaction with the victim from a rational domain to an emotionally reactive
one. This transformation fundamentally alters the nature of victim behavior and substantially
increases the effectiveness of criminal influence.

Second, it has been demonstrated that digital traces in cases of deepfake-based fraud are
characterized by a fragmented, distributed, and ephemeral nature. This feature necessitates a
reorientation of the investigative paradigm from reliance on static material evidence toward
the analysis of aggregated data, network correlations, and behavioral “imprints” formed within
the digital environment.

Third, systemic barriers hindering pre-trial investigation have been identified, among which
particular importance is attached to the institutional dependence of law enforcement agencies
on private technological platforms, as well as to the uncertainty surrounding the procedural
status of synthetic content, which often lacks a direct analogue in physical reality.

In light of the identified patterns, the need to modernize the regulatory framework and
investigative tactics is substantiated. The following priority directions are proposed:

- the establishment of interdisciplinary investigative teams bringing together legal
professionals, digital forensics specialists, and behavioral analysts for the comprehensive
reconstruction of criminal events;

—thelegislative recognition of deepfake content as an independent object of proof, functioning
as a carrier of criminal impact;

- the implementation of standards for the prompt capture of the digital environment,
ensuring the emergency preservation of data prior to its automatic deletion or modification by
service providers;

- the integration of criminological profiling methods and adapted interrogation tactics that
take into account the biosocial characteristics of offenders, including impulsivity, deficits in
empathy, and cognitive distortions.

Prospects for further research are associated with the development of automated systems
for the proactive profiling of digital threats, as well as with the improvement of mechanisms
of international legal cooperation. This orientation is driven by the transboundary nature of
digital crime and the objective impossibility of countering it effectively within the confines of
exclusively national jurisdictions.
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Buo3asieyMeTTiK K9He eMipJIiK K0/ KpMMUHOJIOTHSIChI TYpFhicbiHaH deepfake TexHo10THsIAPHI
MEH 3JIeyMeTTiK HHKeHePUSHbI KOJIJaHAThIH OHJIaHH-a/IasKThIK, GOMbIHIIA COTKA AeHiHri
Tepren-reKcepy NPaKTUKACBIH TaJIAay

AnpgaTtna. Makana aundeilk TeXHOJIOTUsJIapbl MeH dJIeyMeTTiK WHKeHepus 3JiCTepiH KoJJaHy
apKbLJIbl KacaJaTblH OHJIAMH-aJIasfiKTbIKTbl COTKa JleHiHTi Tepremn-TeKCepyAiH 63eKTi MaceJieJiepiH
KelleH i Typ/ie 3epTTeyre apHa/faH. JKyMbICThIH HeTi3ri MakcaTbl — GH09JIEyMETTIK oHe eMipJik
’KOJI KPUMHHOJIOTHSACHI TYPFbICBIHAH LUQPJBIK KbUIMBICTApAblH MexaHW3MJepiH TepeH Tajjay
apKblIbl Teprey KbI3MeTiHIH TUIMZAINIriH apTThIpy. 3epTTeyAlH FBIJIBIMU XoHe NpPaKTHUKaJIbIK Ma-
HBbI3/IbLJIBIFBI JOCTYPJli KYKbIKTBIK KypaJsAapAbl TEXHOJIOTHUSJIbIK aCUMMEeTPHUs MeH LUQPIIbIK KyObl-
MaJIBLIBIK KaFJaiiJlapblHa OelimM/ley KaKeTTisiriMeH aWKbIHAA/MaAbl, OyJ Kasipri KbLJIMBICTBIK
NPOIECTiH, WIbIHAWBI Ta/JaNTapbiHA ayan Oepeji. OAicHaMa THUNTIK KbLJIMBICTBHIK ClieHapuiiepai
Ky#esi Tangaynbl, [UOPJBIK i37jepliH TabUFaThl MeH CaKTaJy epeKIIeJiKTepiH 3epTTeyAi, CoHAau-
aK KyYKbIK Oy3ylIblIapAblH MiHe3-KYJblK TpPaeKTOpUsJapblH MOJeabJeyAi KaMTHUZbl. AJIbIHFaH
HOTMKeJlep KbIJIMBICTBIK MeXaHU3MHIH KeIlleHreJli KypblIJIbIMBIH alllbll, lepeKTep/iH Te3 }KOFalyshl,
TpaHCclIeKapaablK LUQPJIbIK OpTa *K9HEe CUHTEeTHUKa/blK KOHTEHTTIH OeJrici3 nmpouectik MapTebeci
CUSAKTBI XyHeJsi Kejeprisiepi aHbIKTaWAbl. ABTOP NMOHapasbIK Teprey TONTAapblH KaJbIITAaCThIPY
’KoHe LUQPJIBIK OpTaHbl XkKejes 6eKiTy cTaHAapTTapblH €Hri3y KaKeTTiriH Heriszgeifi. 2KyMbICTbIH
KYH/JbUIbIFbl KbIJIMBICTBIK, HPOLLECTIK KbI3MeTKe MiHe3-KyJbIK TajJayblH UHTerpauusaayna, OyJ
peTpoCNeKTHUBTI TajajaylaH NpPOaKTUBTI mnpoduibjeyre Keulyre MyMKiHAiK 6epeni. 3epTTey
KOPBITBIHJbLIAPLl Teprey TaKTHUKACbIH XeTUlJipyre, »O0fapbl TEXHOJIOTUAJBIK KbLJIMBICKA KapChl
ic-KUMBLIAbl KYLIEHTyre >XoHe HOPMATHBTIK 06a3aHbl >KaHFbIPTYFa OaFbITTaJfaH NPAKTHUKAJbIK,
YCBIHBIM/AP KaJIbINTACThIPAa/bl.
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TyiiH ce3aep: nundeiik, oHMaWH-aMASIKThIK, 9JIEYMETTIK UHXXeHepUsl, COTKA JleliHri Tepremn-Tek-
cepy, 610aJIeyMeTTiK KPUMUHOJIOTHS, ©MipJIiK 30/ KPUMUHOJIOTUSChI, U PJIBIK, i3/1ep.
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AHa/U3 NpaKTUKHU JOCYyAe6HOro paccjaeA0BaHHUsA OHJIAWH-MOLIEHHUYeCTBA C MCII0/Ib30BaHUEM
deepfake-TexHo10THi1 ¥ COUAILHON UHXKEHEPHH B 6MO0COLMAIbHOU U )KU3HEHHO-NIYTEBOM
KPUMHMHOJIOTUYECKOH NepcrneKTUuBe

AnHoTanuA.CTaTbaNOCBALIEHAUCCIeA0BaHNI0 AKTYaIbHBIXIP06J1eM 10CYyAieOHOT0 paccie;,0BaHUSA
OHJIaMH-MOLIeHHUY€eCTBa, COBEPILIAeMOro C IpUMeHeHUeM TeXHOJI0TUH Aundeiik U MeTol0B COLlua/lb-
HOM uHXeHepudu. OCHOBHas Liesib pabOThl 3aKJIYAETCS B KOMILJIEKCHOM aHa/M3e MeXaHU3MOB
M PPOBLIX NIPeCcTyNJeHUH Yepe3 NPU3My OMOCOLMAIbHOUN U }KU3HEHHO-NyTEBOW KPUMHUHOJIOTUHU A1
noBbllIeHUsI 3$PEeKTUBHOCTU CJIeICTBEHHOU JesTeNbHOCTH. HayyHas u mpakThyeckasi 3HaYUMOCTb
uccae0BaHKA 00yC/I0BJIeHa He00X0AUMOCThIO aiaNTalluy TPaAULIMOHHBIX IPABOBbIX UHCTPYMEHTOB K
YCJIOBUSIM TEXHOJIOTUYECKONW aCUMMETPUH U M POBOU BOJATUIbHOCTU. METO0/10T S UCC/IeL0BAHUS
BKJIIOYAeT aHa/Iu3 TUIMYHbIX KPUMUHA/IBHBIX ClieHapHeB, U3ydeHue crnequPuku NHUPpoBbIX C1e[0B
Y MOJleJITMpOBaHue NMOBeJeHYECKUX NMAaTTEPHOB NMpPaBOHApPYLIMTeJed Ha OCHOBE MX KPUMHHAJIbHBIX
TpaekTopHuil. OCHOBHbIE pe3y/abTaThl AEMOHCTPUPYIOT MHOTOYPOBHEBYIO CTPYKTYpY NPECTYIHOIO
MexaHM3Ma U BbISIBJSIOT CHCTEMHbIE 6apbephl, TAKKe KaK ObICTpasi yTpaTa JJaHHbIX U HeollpeJe/IeHHbIN
IIpolLeccyaJbHbId CTAaTyC CHHTETHYEeCKOTO KOHTeHTa. ABTOp /JeJjlaeT BBIBOJ O He0O6XOAUMOCTHU
dbopMUpOBaHUS MeXIUCLUIJIMHAPHBIX CJ1eCTBEHHBIX IPYINI U BHEJPEHUS CTAaHAAPTOB OllepaTUBHON
dukcauuu nuPpoBoi cpepl. LleHHOCTb paboThI 3aKJII0YAETCs B UHTErpalluy N0BeleHYeCKOro aHaI13a
B YTOJIOBHO-TIIPOL€CCYaJIbHYIO 1eAITeJbHOCTD, YTO II03BOJISET IEPENTH OT PeaKTUBHOTO pearupoBaHUs
K NPOAaKTUBHOMY NpoduanpoBaHuio. [IpakTHUyeckoe 3HayeHHWe WTOrOB MCCJeJOBaHUS COCTOUT B
BO3MO)XHOCTH COBepLIEHCTBOBAHMSA C/1eJCTBEHHON TaKTUKU U MOJEepHU3aLUU HOPMAaTUBHOHN 6a3bl
JUJ1 TPOTUBOeMCTBHUS BBICOKOTEXHOJIOTUYHOU [IPeCTYNHOCTH.

KioueBsle coBa: aundeiik, OHJIaliH-MOLIIeHHUYECTBO, COLMa/IbHAsA MHXKEHePUs, oCcyieOHOe pac-
c/lef0BaHUe, 6MocoLMalbHasi KPUMUHOJIOT U, })KU3HEHHO-TTyTeBask KPpUMUHOJIOT U, [UPPOBBIE Cle/bl.
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