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Abstract. The emergence of new technologies such as nanoteachnology, cybertechnology,
outer space and unmanned systems and its rapid development have had an impact on the
existing rules of international law, and vice versa, due to advances in technology of weaponry.
Handling such situations by law goes through interpretation by the ‘old” international law
and application to a new situation, or if necessary via the enactment of new law. In some
cases, existing international law might be applicable to it by the extension of as the appropriate
reinterpretation of international conventional norms as customary international law
counterparts. Despite the fact that some international laws have been adopted during times of
reduced development of technologies and weaponry types, they are nevertheless still likely to be
applicable to the challenges and issues of security threats. Given the examples of using chemical
weapons and cyber-attacks, this can be considered evidence of weaknesses of some international
law norms due to interpretation issues as necessity to strength existing law through application
of customary international law rules. Therefore, it is difficult to state that international law
is unable to secure peace or help to avoid the threats inherent to new technology and weapons
development because of states practice and the contribution of academics.
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Introduction

The modern relationship between
international law and weaponry through
the employment of technology has been
formalised in multilateral conventions on
weapon varieties evolving from the 1868
St. Petersburg Declaration, which regulates
the use of explosive projectiles to the 1899
Hague Declarations II and III, as concerning
on the use of asphyxiating gases and the
use of bullets, respectively [1]. However,
the emergence of new technologies such
nanoteachnology, cybertechnology, outer
space and unmanned systems and their
rapid development have had an impact on
the existing rules of international law, and
vice versa, due to advances in technology
of weaponry. Handling such situations by

law goes through interpretation by the “old’
international law and application to a new
situation, or if necessary via the enactment of
new law. In some cases, existing international
law might be applicable to it by the extension
of as the appropriate reinterpretation of
international conventional norms as customary
international law counterparts. However,
in other situations ‘the law has struggled to
keep pace with technology’ [2] due to a lack
of multilateral treaty regulations. While cyber-
attacks and use chemical weapons have had
an impact on the development of technology
through the modification of conflicts on the one
hand, whilst inflaming controversy through
the use and interpretation of international
law on the other. Despite the fact that some
international laws have been adopted during
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times of reduced development of technologies
and weaponry types, they are nevertheless
still likely to be applicable to the challenges
and issues of security threats. This paper
will concentrate on two types of weaponry
due to its proliferation. Firstly, development
of technology will be analysed in relation to
international law; then, chemical weapons and
their associated controversy will be discussed.
Finally, cyber-attacks in international relations
and state responsibilities in this complex area
will be examined.

Methodology

In this article, general scientific and
special methods of legal science are applied.
Thus, the method of analysis and synthesis, as
well as the logical method, were used to form a
holistic view of the development of technology
and international law. The historical method
applied to study the history of the formation of
international law in the field of the weaponry.
The empirical base of the research involved
studying international treaties and cases of
cyber-attacks occurred over the last decades.

Discussion
Technology development and international
law:  proportionality — and  discrimination.

Although the development of high technology
has advanced the quality of human life, it
often is used in the evaluation of weaponry
and certainly influenced on security threat
through the military and defence situations as
well in armed conflict. However, the contrary
might also be true; for example, the latter
is required and has stimulated technology
enhancement due to necessity to address new
methods of warfare. Moreover, the purposes
of new technologies that have both civilian
and military usage are referred to as “dual-use’
technologies [1]. Therefore, from the beginning
on crystalizing of customary principles of
superfluous injury or unnecessary suffering
and indiscriminate attack, the enhancement
of technologies hand-by-hand with weapons
evolution raises requirements for flexibility
of law to solve unexpected challenges.
Nevertheless, technology is issued to clarify
conventional provisions by providing the
appropriate legal framework in more detailed
and precise form, as, for example, in the

Chemical Weapons Convention (CWC) with its
Annex of detailed technological arrangements
and provision clauses [3].

However, weapons using new technologies
are likely to result in disproportionate and
indiscriminate damage, which is banned by
the general rules of the law of armed conflict,
as well as customary international law [4]. One
example is non-lethal weapons that employ
new technology in relation to indiscriminate
use could give rise to certain issues [5], as
well as cyber-attacks where the destruction
of computer programs through the use of a
virus could affect untargeted computers. Both
types of weapon could rapidly lead to grave
consequences despite the minimum effort
needed for their deployment.

Use of chemical weapons: the «types and
quantities» for law enforcement purposes. The
enactment of the CWC in 1993 was the one
the great achievements of international
multilateral treaty law, though the general
movement towards the prohibition of these
weapons that started in the mid-twentieth
century. Moreover, when it entered into force
it was supplemented by the creation of the
organisational structure of Organisation for
the Prohibition of Chemical Weapons [6]. Art.
II(9) of the CWC lists purposes that are not
prohibited under this convention; amongst
these, one of the more debatable omission is
the use of them for law enforcement, including
for domestic riot control purposes. The
definition of ‘chemical weapons” in Art.II(1)
(a) of the CWC states that “Toxic chemicals and
their precursors, ... are not prohibited ..., as
long as the types and quantities are consistent
with such purposes ...” (emphasis added)
[7]. Observing these two provisions appears
to be controversial in reality. One particular
example, for instance, could be the Chechen
terrorist attack in a Moscow theatre in October
2002, when about 830 hostages were taken.
Because of the use of the opiate fentanyl, an
incapacitating chemical, by Russian security
before the storming the theatre, about 130
hostages died. As a result, debates as to
the controversy of the provisions and the
use incapacitating chemicals for domestic
riot control purposes have arisen, as a non-
lethal weapons issue. While some scholars
think that as such use, in combination with
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conventional weapons, was necessary to
save lives, others argue about the issues of
distinction [5]. Both sides’ concerns refer to the
violation of the principles of international law
in terms of international humanitarian law
and international human rights. Moreover,
questions about the CWC provisions regarding
incapacitating chemicals and their use for law
enforcement have arisen [8].

However, the principle concern is
treaty interpretation where the relationship
between the «types and quantities» for law
enforcement requires careful examination.
Dando claims that the concentration of
chemical in part of a building, the effects on
people as well as differentiating of lethal or
incapacitating effects, and discrimination of
individual’s unconsciousness or breathing is
most challenging to control [9]. Although this
particular example from Russia appears to be
quite extreme, and with use of incapacitating
chemicals being otherwise legitimate [9], this
incident nevertheless contradicted the state’s
obligation to protect the right to life with no
derogation from this right for any reason,
including an emergency [10].

Therefore, the «types and quantities» rule
interpretation should consider international
human rights law as being most relevant.
Moreover, in this context the «types and
quantities» rule in a law enforcement situation,
the scope for the use of incapacitating
chemicals is itself limited by the scope of
international human rights law in this regard.
The reality of using of chemical weapons and
incapacitating chemicals shows that the CWC
does not provide any clear definition of terms
such as «law enforcement» or «types and
quantities». Therefore, treaty interpretation
practice is required [8].

Cyber-attacks as a new type of threat or use
of force. Due to the development of technology
and increasingly sophisticated computer
programs, cyber-attacks are not only a new
technology, also it used in a battlefield between
the States and non-state actors. For instance, a
cyber-attack with serious consequences was
launched on 27th April, 2007, via a DDoS
(distributed denial of service) attack that
shut down the Estonian government and
other private sector websites for a two-week
period; it stopped the usual activities of the

banking system, government services, and
telecommunications. As this incident occurred
at the same time that signs of the previous
Soviet period were being removed, such as
the «Bronze Soldier of Tallinn» monument
to World War II which was alter called the
«Bronze Soldier Attack». The DDoS method
was found as the less adverse type of cyber-
attacks which is used among the States with
volume and size of this kind of incidents is not
such a large-scale, although it would be grave
and negative in comparison with this case.
Given the capacity a cyber incident of this
scale would require implied the connection to
a state (probably Russia, or from its territory,
in this instance). Although the cyber-attacks
were directed from various places worldwide,
the beginning and end of these distributed
attacks were simultaneous [11].

This incident was the object of major
international condemnation and academic
debate as to whether it constituted a threat or
the use of force against Estonia under Art.2(4)
of the UN Charter. It is worth noting that this
norm is a cornerstone of international law and
states that ‘all Members shall refrain in their
international relations from the threat or use of
force against the territorial integrity or political
independence of any state, ...” [12]. Reflection
of this provision to customary international
law and to peremptory norms of jus cogens was
supported by the International Court of Justice
(ICJ) in its case reports of Nicaragua v. US [13,
paras 187-190 ] and Legal consequences of
the construction of the wall in the occupied
Palestinian territory [14, para 87].

‘Art.2(4)’'s express prohibition is both
straightforward and ambiguous’ [15, 427], and
therefore it allows considerable latitude as to
the interpretation of its meaning and usage.
Some scholars argue that the cyber-attack
in Estonia did not have particularly severe
consequences, and therefore did not violate
the norms of Art.2(4), even though bank and
communication systems were targeted as
critical infrastructure [16]. It is important to
note the arguments of a number of scholars
regarding the necessity of meeting the
conditions of Art.2(4) and the application of
customary law rules as regards cyber-attack.
Roscini gives three main reasons for it: first,
attribution of the cyber operation to states only,
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because other subjects of international law
do not fall under the scope these provisions.
Another reason is the existence of a ‘threat’
or the ‘use of force’, and, finally, these actions
must be conducted in ‘international relations’
[16]. Furthermore, Green argued that in
majority view cyber-attacks that do not result
in any physical damage or destruction do not
fall within the scope of Art.2(4), and are more
analogous to economic force [17].

Scholars have debated the interpretation
of the words ‘use of force’ since the 1970s.
Some argue that it depends on how much
harm it causes. While some scholars argue
that economical pressure does not constitute
the use of force, others claim that cyber-attacks
could fall under of the definition of use of
force, just with a difference level of adverse
effects. Consequently, the question arises as
to what the threshold that one might consider
a ‘use of force” actually is. Roscini states that
cyber-attacks that result in material damage
of property, or injury or loss of life, as well
as severe disruption of critical infrastructure
functions are considered to constitute a “use of
force’ under Art.2(4) and are thus prohibited
by customary international law [16]. Similarly,
Dinniss states that if cyber-attacks, in their
various forms, either directly or indirectly
cause the physical destruction of property,
injury or loss of life, then they will fall under
the scope of Art2(4) as the ‘use of force’.
However, author goes on to claim that minimal
physical consequences, or their absence, does
not constitute the use of force, and therefore
does not fall within the scope of Art.2(4).
Nevertheless, this does not mean that such
attacks are permitted. Moreover, as an illegal
interference with a state’s affairs, such an attack
might be seen as a threat to peace and security.
[18] Although the consequences and effects of
cyber-attacks are not necessarily serious, or if
they do not target critical infrastructure, it is
unlikely that it can be claimed that they are
somehow lawful purely because they do not
violate Art.2(4). However, it is interconnected
with principle of non-intervention [19].

Debates as to the applicability of existing
norms of international law to threats from
new types of technology and weapons such as
cyber-attacks, and the absence of multilateral
treaty in this area, have certainly lead to various

types of interpretation and perspectives in
this regard. Attempts to adopt multilateral
treaties on information security were initiated
by Russia, for instance [20], which prepared a
draft Convention on International Information
Security, that was subsequently released at
an international meeting in Yekaterinburg
in September 2011 [21]. Despite the absence
of any multilateral treaties regulating this
type of technology and weaponry and their
obvious necessity, any attempts to produce
such treaties appear thus far to have been
unsuccessful. Although some scholars argue
as to the applicability of ‘old” law to cyber
operations, though it is challenging, such a
multilateral treaty would clarify area of use
cyber operations as a valuable guidance [17].
Nonetheless, Waxman claims that efforts
towards treaty regulation, particularly
regarding cyber operations in comparison to
Charter law would be less effortable. Charter
law has the advantage of shaping state practice
irrespective of the consent, or otherwise, of
international actors, contrary to the adoption
of a new treaty [15].

Are cyber-attacks weapons? If cyber-attacks
can be considered the use of armed force, then
it might be referred to the tool which is used as
weapon [16] and general meaning of “armed’
connects with the equipping and using the
weapon [22]. This leads to the necessity of
defining what a weapon may actually be
considered to be. Although the terminology of
‘weaponry’ is widely used within various legal
frameworks, there is no binding definition of
weaponry in international law within the jus
ad bellum or jus in bello [16]. Scholars refer to
various law dictionaries in their attempts
to determine the meaning of ‘weapon’; for
instance, Black’s Law Dictionary provides
the definition of a weapon as ‘an instrument
used in fighting’ [22]. Another definition
provided by the ICRC Study on Customary
International Humanitarian Law is that of
‘to commit acts of violence against human or
material enemy forces’ [4]. The HPCR Manual
in Rule 1 (ff) defines a “‘weapon’ as “a means of
warfare used in combat operations, ... causing
either (i) injury to, or death of, persons; or (ii)
damage to, or destruction of, objects’ [23]. In
other words, a weapon is an instrument of
force that has the effects and consequences of
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causing damage or destruction. Moreover, the
Advisory Opinion on the Legality of the Threat
or Use of Nuclear Weapons of the IC] states
that the use of force in the Art. 2(4) of the UN
Charter “do[es] not refer to specific weapons.
They apply to any use of force, regardless of
the weapon employed’ [24, para 39].

Results

State responsibility towards cyber-attacks or
duediligence. State responsibility and attribution
of cyber-attacks appears to be interconnected
because a state is responsible for operations
originating from its territory regardless of
whether it is unable or unwilling to deal with
them, or is unaware of such operations within
its territory, even if perpetrated by non-state
actors or individuals. Such issues are not only
an issue for vast states, however, as they might
also be challenging for small states with less
capacity or ability to control their cyberspace.
The ILC Draft Articles on State Responsibility
provides for provisions of state responsibility
in Art.8 if such individuals are ... acting on
the instructions of, or under the direction
or control of, that State ...” [25]. However,
Margules argues as to accurate accountability
of the Draft Articles in to relation to the law
with its connection to 9/11 attacks. Scholar
goes further, stating that a state being held
responsible for any cyber operation with its
territorial jurisdiction is also excessive [2]. It
might be true for some larger states, such as the
United States, Russia and China, however, that
there is less doubt of their capacity to control
and their interest in such ‘cyber-powerful’
entities.

Some scholars claim the necessity to
consider the state responsibility to due
diligence. In light of the above issues of
the applicability of the existing norms of
international law, Green argues for seeking
an alternative approach to solve this issue.
He went on to state that other norms of
international law are disregarded, such as the
duty of due diligence, which could come over
of issues in relation to Art.2(4) [26]. Rule 6 of
the Tallinn Manual 2.0 provides that ‘[a] State
must exercise due diligence in not allowing
its territory, ... or cyber infrastructure ... to
be used for cyber operations that ... produce
serious adverse consequences for, other States’

[19]. However, it provides this as a general
principle, rather than a duty, or obligation
or responsibility, and certainly not as the
duty to prevention either. It is stated that the
application of this principle is not used in a
cyber operation context because it has not yet
achieved the level of lex lata [19]. Nonetheless,
this manual is not binding, though it is likely
to be considered an authoritative guide for
states practice.

The IC] Corfu Channel case refers to the
definition of the duty of due diligence as being
‘every State’s obligation not to knowingly
allow its territory to be used for acts contrary
to the rights of other States” [27]. Therefore,
the state sovereignty principle forms a basis
for the due diligence principle, because a state
should take all necessary measures within its
sovereign prerogatives. However, the state is
not obligated to seek outside assistance in this
regard, in the view of experts [19]. But it seems
not a full due diligence if State would not to
seek all reasonable measures of not causing
harm to another State, especially when State
is not economically developed. It appears to
be challenging to justify State’s not violation of
due diligence principle then.

Some scholars claim about likelihood
of advantageous consequences applicability
of due diligence to cyber operations because
States would be responsible for taking all
necessary measures to prevent acts of cyber-
attacks originating from the their territory
[16]. However, others gave misinterpretation
of this approach as connecting responsibility
for cyber-attacks to that State particularly [28].
Although application of this general principle
of due diligence to cyber-attacks is not often
used in practice, it is likely to be supported by
states practice as similarly States” preventive
actions in international terrorist attacks and
environmental issues [26].

Conclusion

In conclusion, it is important to note that
the capacity of international law to secure
peace and avoid threat goes together with
the interpretation of treaty law, as well as
customary international law, through states
practice in order to respond to the threats
posed by technology and weapons. Although
some international rules were adopted many
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years ago when technology and weaponry
were relatively modest, and further that
there is a current lack of multilateral treaties
regulating specific issues — cyber-attacks, for
instance — scholars nevertheless claim the
applicability of ‘old” international law to these
modern concerns. Moreover, they argue that
the flexibility that of these rules, as well as
customary international law, can still be used
extensively [16]. Given the examples of using
chemical weapons and cyber-attacks, this
can be considered evidence of weaknesses of
some international law norms due to issues of
interpretation issues as necessity to strength
existing law through application of customary
international law rules. Therefore, it is difficult

to state that international law is unable to
secure peace or help to avoid the threats
inherent to new technology and weapons
development because of states practice and
the contribution of academics. Revisiting areas
of existing customary rules such that of due
diligence in the case of cyber-attacks could
push to the margin the military side of using
some norms such as use of force as being it only
extremely needed cases [27]. Use of customary
international law rules, therefore, create a basis
for the application of international law rules
to the unpredictable security threats arising
from weaponry and technology development,
in particular through addressing the gaps in
treaty law and in its interpretation.
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XaabIKkapaabIK KYKBIK JK9He OHbIH Kapy-’Kapak IIeH TeXHOAOIMsAAapAbl 4aMbITYFa
OariaaHbBICTHI KayillCi3aiKTiH Ka3ipri Kayinrepine apexeTi

Aggarna. HaHorexHoZOIMsI1ap, KUOEPTEXHOAOTMsIAAP, FAPBIIITHIK >KOHE VIIKBIIICHI3 >Kylieaep
CUAKTBI JKaHa TeXHOAOIMAAapAblH maiiga 00Aybl >KoHe OJapAblH KapKBIHABL JaMybl Kapy->Kapak
TEeXHOAOTMSCBIHBIH KeTiCTiKTepi apKbIABI XaAbIKapaAblK KYKBIKTBIH KOAJ4aHBICTaFbl HOpMaJdapblHa >KoHe
Kepicinie acep eTTi. MyHaai xXargaaapabl KYKBIKTBIK peTTey «eCKi» XaablKapaablK KYKBIKTBI TYCIHAIPY
>KoHe JKaHa JKarjalira KoAJaHy HeMece KaKeT 00AFaH JKaraalija >KaHa KYKBIK eHTi3y apKbLABI Ky3eTe acalbl.
Ker16ip >xargaitaapaa K0A4aHBICTAFEI XaAbIKapaablK KYKBIK OFaH Ka>keT 0OAFaH >KaFjalija XaAbIKapaAablk,
d4eTTeTi KYKBIKTBIH aHaAOITapbl peTiHAe XaAblKapaAblK KOHBeHIIUAABIK epeskeaepAiH KaHa TyCiHAipMeciH
KeHeNTy apKblAbl KOA4aHbLAybl MYMKiH. Ker1bip XaablKkapaabIK IIapTTap TeXHOAOITISI MeH Kapy->KapaKThIH
Gasty AaMybl Ke3iHge KaOblaJaHFaHBIMEH, 0Aap a4i ge Kayilci3gik Maceaeaepi MeH adaHAayIIbLALIKTapbIHA
KOAJAHBIAYBl MYMKiH. XUMUAABIK KapyAbl >KoHe KubOepinaOyblagapabl KOJAJ4aHY MbICaaJapblH ecKepe
OTBIPBIII, MYHBI XaAbIKapaAblK 94eT-FYPBINTBHIK KYKBIKTHI KOAJaHY apKbLAbl KOAJAHBICTAFbl KYKBIKTHI
KYIIeNTy KaKeTTiliri peTiHAe TycCiHAIpY MoceaeaepiHe OaliAaHBICTBI XaAbIKapaAblK KYKBIKTBIH Keloip
HOpMaJapbIHBIH 9ACI3AiriHiH Adaeai gen canayra 6oaaapl. COHABIKTAH, MeMAeKeTTep TaXipuOeci MeH
FaAbIMAApPABIH KOCKaH yeciHe OallAaHBICTBI XaAblKapaablK KYKBIK OeifOiT TOpTiNTi KaMTaMachl3 eTyre
HeMece ’KaHa TeXHOAOTMsIAap MeH Kapy-Kapak >kKacay¥a ToH Kayil-kaTepaepAi 00aapIpMayFa KOMeKTecyre
kabiaeTTi eMec Aen aliTy KMBIH.

Tyiin cesaep: XaablkapaablK KYKBIK, Kapy-’Kapak, TeXHoA0Tus, KudepIadyblajap, Kyl KoA4aHy,
XaAbIKapaAbIK dAeT-FYPBII KYKBIFDL.

K.MN. Noparumos’, T.C. Acanosa?
'A1.H. I'ymuaresa Espasutickuii nayuonaronwii ynueepcumem, Acmana, Kasaxcman
?Astana IT University, Acmana, Kasaxcman

MeX(AyHapOAHOQ HpaBO " erOo OTKAMK Ha COBpeMeHHbIe yI‘pOSbI
0e30macHOCTH, CBsI3aHHBIE C pa3BUTIEM BOOPYXKEHUI U TEXHOAOIUI

Annoranus. IlosBaeHme HOBBIX TEXHOAOTMII, TaKMX, KaK HAaHOTEXHOAOIMM, KMOepTeXHOAOINH,
KOCMMYecKye 1 OecIMAOTHBIE CUCTeMBI, M MX OBICTpOe pa3BUTHeE OKa3aAl BAUsHNIE Ha CyIIeCTBYIOINe
HOPMBI MeXAyHapOAHOIO IIpaBa, M HaoOOpoOT, 0aarodaps AOCTVDKEHMAM B 004acTM TeXHOAOTUIA
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Boopy:keHuit. IIpaBoBoe yperyamposaHue TaKUX CUTyaIiuil IIPOMCXOAUT Yepe3 TOAKOBaHUEe «CTaporo»
MeXXAYHapOAHOTO IIpaBa I IpUMeHeHue K HOBOV CUTyalluy MAY, IpY HeoOXOAUMOCTH, depe3 BBe/eHrie
B AeJiCTBMe HOBOTO IIpaBa. B HEKOTOPBIX cAydasx AeMCTBYIOIlee MeX/AyHapOoAHOe IIPaBO MOKeT OBITH
IpUMEHNMO K HeMy IIOCPe/JCTBOM pacIIMpeHus, B cAydae HeOOXOAUMOCTY, HOBOTO TOAKOBaHUs
MeXXAYHapOAHBIX KOHBEHITMOHHBIX HOPM B KadecTBe aHaJAOIOB OOBIYHOTO MeXXAyHapOAHOIO IIpaBa.
HecmoTps Ha TO, YTO HEKOTOpHIe MeXAyHapOAHBIE JOTOBOPHI OBLAM IIPMHATH BO BpeMeHa MeaAeHHOTO
Pas3BUTM TEXHOAOTUI 1 BUAOB BOOPY>KEHIII, OHH, TeM He MeHee, I10-TIpeXKHeMY MOTYT OBITD IIPYMeHIMBI
K BBI30BaM U IpobaemMaM yrpo3 6e301acHOCTH. YUUTHIBas IPUMepHl TPUMeHEeHU XUMITIECKOTO OPY KIS
u kubeparak, 9TO MOXKHO CUUTATh CBUAETEABCTBOM CAabOCTV HEKOTOPBIX HOPM MeXKAYHapOAHOTIO IIpaBa
13-3a TIP00.1eM TOAKOBaHWSA KaK HEOOXOAMMOCTY YCHAEHUs AeVICTBYIOIEeTo IIpaBa IyTeM IpUMeHeHNs
HOPM OOBIYHOTO MeXAyHapoAHOTO Iipasa. [TosTomMy TpyAHO yTBepKAaTh, YTO MeKAyHapOAHOE IIpaBo He
CITocob6HO 00eCITeunTs MUPHEIN HOPAA0K NAU TTOMOYBb M30eKaTh yTPO3, MPUCYIINX HOBBIM TEXHOAOTUAM
U Pa3dBUTUIO BOOPY>KEHNI, 13-3a IIPaKTUKM F'OCy4apCTB M BKAaAa YIEeHBIX.

Karogesble ca0Ba: MeXXAyHapoAHOe IIpaBO, BOOPY>KeHIe, TeXHOAOTuN, KubepaTaki, IIpuMeHeHe
CIABI, MeXAyHapoAHOe OOBIYHOE IIPaBo.
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